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Blockchain-based Access Control Mechanism for Big Data
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Abstract: In terms of the wide source, large dynamics, and distributed management characteristics of big data resources, the current
mainstream centralized access control mechanisms have shortcomings, such as low efficiency, insufficient flexibility, and poor scalability.
Therefore, this study proposes a blockchain-based big data access control mechanism based on the ABAC model. First, in this paper, the
fundamental principle of blockchain technology is described and the attribute-based access control model is formalized. Then, big data
access control architecture is presented based on blockchain technology, and the basic framework and flow of access control are analyzed.
At the same time, to ensure the access control information is tamper-resistant, auditability, and verifiability, the transaction-based access
control policy and entity attribute information management methods are also described in detail. In addition, a smart contract-based access
control method is used to implement user-driven, transparent, dynamic, and automated access control for big data resources. Finally,
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simulation experiments validate the effectiveness of this mechanism, and then the views presented in this paper are summarized and
prospected.
Key words: big data security; access control; blockchain; ABAC model; smart contract
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Data Block

» header

Data_item

0001 [PK; | p| ¢ transaction_policy; timestamp; | signature_message header -

0002 | PK, | p | u [transaction_hash url timestamp, | signature_message ‘ header ‘

0003 | PKs| p| ¢ transaction_policy, timestamps signature_message

0004 | PK,| a| ¢ transaction_attribute; | timestamp, signature_message E
0001 | PKi| p| ¢ transaction_policy; timestamp; | signature_message
0002 | PK, | p | u [transaction_hash url timestamp, | signature_message
0003 | PKy| p| ¢ transaction_policy, timestamps signature_message
0004 | PKs| a| c transaction_attribute; timestamp, | signature_message

Fig.6 Transaction management level relationship
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Fig.8 Access control policy management based on Bloom Filter
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Bk 1 g 44 PAP CONTRACT.

i N JE TR V5 ) 355 SR AAR, X e blocks;

i - R YR AH DG SR IS 48 RELEVANT_POLICY_SET.

1. rAttrTuple=attributeParser(AAR); this=currentBlock; mark=null;
2. for i=1 to blocks.length do

3 {for j=1 to this.policy_datablock.length do

4 {BF=getBloomFilter(this.policy_datablock[i]); mark=1;

5. for k=1 to this.datablock.hashfunction.length do

6 {key[k]=hash(k,rAttrTuple);

7 if (BF.NotContain(key[k]))mark=0;}

8 if (mark=1) then

9 {RELEVANT_POLICY_SET.increase(this.datablock.transaction.policy);continue;}
10. else continue;

11. } /lend for

12. } /lend for

13. return RELEVANT_POLICY_SET,

PAP CONTRACT $ ikt FE ik .
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PERMIT(PID)&k DENY(PID)i% AAR i#:K;
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7t UNSATISFY.

IRl U, U7 1) 92 51 SR ) e o B L3 4 20 v 5 51t PERMIT,DENY,UNKNOWN F1 UNSATISFY.
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J ¥k PolicyDecide 1 LAZE 78 Bt B K

{ATTR_SET aar, AAT_SET 1ic,}—>{PERMIT,DENY,UNKNOWN,UNSATISFY}.

PolicyDecide it 21 F.

1)
2)

3)

4 AAT_SET policyzATTR_SETanr,PolicyDecide(policy)=UNKNOWN;

#i AAT_SETpolicycATTR_SETanr, H. ATTR_SETang & PEAEL VG H 42 45 7 AAT_SET poticy 1 SR MG JE 1125
SR, U PolicyDecide(policy)=SATISFY,SATISFY e {PERMIT,DENY};

41 AAT_SETpoliycATTR_SETanr, H. ATTR_SETang TAFAE R /D — A BIEEATT & AAT_SET jglicy T SRIK
J& P29 J SR, ) PolicyDecide(policy)=UNSATISFY.

S ) e i B EH SR G 3 P 5 4 PDP CONTRACT KT, & 2910 D AR WL A3k 2.
Bk 2. SR A YA 4 PDP CONTRACT.

B MEYT R K AAR, VT i) 45 g 2 POLICY_SET;

Ay Y SRR ) v 45 B PERMIT,DENY,UNKNOWN, UNSATISFY.

1
2
3
4
5.
6
7
8
9

10.
11.
12.

UNKNOWN_SET=POLICY_SET; PERMINT_RESULT_SET=null;
DENY_RESULT_SET=null; UNSATISFY_RESULT_SET=null;
for i=1 to UNKNOWN_SET.length do
{result=PolicyDecide(UNKNOWN_SETi]);
if (result=permit) then
{UNKNOWN_SET.delete(UNKNOWN_SETIi]);
PERMINT_RESULT_SET.add(UNKNOWN_SET[i].PID);}
else if (result=deny) then
{UNKNOWN_SET.delete(UNKNOWN_SETIi]);
DENY_RESULT_SET.add(UNKNOWN_SET[i].PID);}
else if (result=unsatisfy) then
{UNKNOWN_SET.delete(UNKNOWN_SETi]);
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13. UNSATISFY_RESULT_SET.add(UNKNOWN_SET[i].PID);}
14. '} /lend for

15. if (PERMINT_RESULT_SET#null && DENY_RESULT_SET==null) then

16. return PERMIT;

17. else if (DENY_RESULT SETsnull && PERMINT_RESULT_SET==null) then

18. return DENY;

19. else if (PERMINT_RESULT_SET=null && DENY_RESULT_SET=null) then

20.  return conflict_handle(-);
21. else
22. return UNKNOWN,;
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T 7T Pk S o AR B 4 AN S A e 45 R 45 PERMINT_RESULT_SET,DENY_RESULT_SET,

1) HE AT P AN UNKNOWN_SET A o oL e s B
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UNSATISFY_RESULT_SET,UNKNOWN_RESULT_SET;
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Table 1 Attribute and attribute relationship

=1

JE kA ok &

sID(0001)
sID(0002)
sID(0003)
sID(0004)
sName(John)
sName(Robert)
sName(Alice)
sName(Bob)
sRole(full professor)
sRole(associate professor)
sRole(instructor)
sRole(others)
rID(0001)
rID(0002)
rID(0003)
rName(transcript data)
rName(paper data)
rName(project data)

sldNameRelavant(0001,John)
sldNameRelavant(0002,Robert)
sldNameRelavant(0003,Alice)
sldNameRelavant(0004,Bob)
rldNameRelavant(00001,transcript data)
rldNameRelavant(00002,paper data)
rldNameRelavant(00003,project data)
roleAssignment(0001,full professor)
roleAssignment(0002,associate professor)
roleAssignment(0003,instructor)
roleAssignment(0004,others)
allowAction(transcript data,create)
allowAction(transcript data,read)
allowAction(transcript data,update)
allowAction(transcript data,delete)
allowAction(pater data,create)
allowAction(paper data,read)
allowAction(project data,create)
allowAction(project data,read)
allowAction(project data,delete)

JEAEAS I RAE 2 DL 45 I TR RAE A AF X BB v LT Bloom Filter 347 J& 4538 AA CONTRACT #%4 T

P4 AA EWARSSACHEL, & A OIS L 2& 3.
Bk 3. BMAUE A2 AA CONTRACT.

iy N PE S HE 45 atribute_transaction, J& P 5K attributeRequest;
iy A ¢ B h 42 RELEVANT _ATTRIBUTE_SET.
1. AttrTuple=attrbuteRequestParser(attributeRequest); this=currentBlock; mark=null;
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2. for i=1 to blocks.length do

3 {for j=1 to this.attribute_datablock.length do

4 {BF=getBloomFilter(this.attribute_datablock[i]); mark=1;

5. for k=1 to this.datablock.hashfunction.length do

6. {key[k]=hash(k,rAttrTuple);

7 if (BF.NotContain(key[k]))mark=0;

8 } /lend for

9. if (mark=1) then

10. {RELEVANT_ATTRIBUTE_SET.increase(this.datablock.transaction.attribute);continue;}

11. else continue;

12. } /lend for

13. } /lend for

14. return RELEVANT_ATTRIBUTE_SET
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K9 5K 10 45 530,24 Hash 1k RER AT, B Hash 4770 45 SRS AT 76 m=3 1041, 3t fe i 18 2 T
A4 FH BB 422 52 147 240 38 Hash BT 386 I A8 25 7 > B9 52 IR0 19 00 R e, 76 4 Atk VP IR 00 R R B K n/k
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S WPk
Table 2 Policy retrieval test results
F 2 EMER RN LR
PS5 n/k . mBNRME mR U AR DA (USE) (%) BRAIERCER) (%) B E(ms) BN GE(ms)
1 20 3 14 4000 0.1957 0.270 2 433 0.108
2 20 3 14 8000 0.189 6 0.270 2 797 0.099
3 20 6 14 4000 0.0312 0.030 3 761 0.190
4 20 6 14 8000 0.028 9 0.030 3 1485 0.186
5 20 14 14 4000 0.004 7 0.006 7 986 0.247
6 20 14 14 8000 0.0059 0.006 7 2061 0.258
7 20 20 14 4000 0.009 2 0.010 4 1248 0.312
8 20 20 14 8000 0.008 9 0.010 4 2 461 0.308
9 10 3 7 4000 0.936 5 1.740 5 483 0.121
10 10 7 7 4000 0.729 0.819 1132 0.283
11 5 3 3 4000 9.11 9.2 838 0.209
12 2 1 1 4000 39.15 39.3 761 0.190
13 2 2 1 4000 39.88 40 810 0.202
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