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Cloud Auditing Scheme with Dynamic Revocation of Users and Real-time Updates of Data
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Abstract: With the advent of cloud storage, more and more users choose to store large amounts of data on the remote cloud server in
order to save local storage resources. In recent years, how to verify the integrity of remote stored data in the cloud has been become a
hotspot in academia. Although many cloud auditing protocols have been put forward, most of them are based on the assumption that users

(individuals or enterprises) and their public/private keys remain constant in the whole process of using cloud storage system, and these
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schemes cannot dynamically update data in real time. Therefore, this study proposes a lightweight cloud auditing scheme which supports
dynamic revocation of users and real-time updating of data. First of all, this scheme allows users to revoke dynamically and efficiently
(including the updating of public private keys), multi-use unidirectional proxy re-signature technology is adopted in the stage of
revocation, that is, a new user simply needs to calculate the re-signature key instead of downloading data from the cloud to re-sign and
then uploading it to the cloud. Secondly, this scheme can realize the data dynamic updating (inserting, deleting, and modifying) in real
time by introducing the virtual index into the identification code of data block. Consequently, only the identification code of updated data
block changes while the other’s remain unchanged when dynamically updating data. Finally, in the stage of re-signature, the cloud server
is able to represent a new user to re-sign, and in the stage of auditing, third party audit center can represent the current user to verify the
integrity of data in the cloud, which greatly reduce the computational overhead of user and communication overhead of system
(lightweight). The security and performance analyses of this study further show that the proposed scheme is secure and efficient.

Key words: cloud auditing; data integrity; dynamic revocation of users; lightweight; virtual index; privacy protection
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Fig.1 System model
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BAAGE TR R,

DynUpdate: AT M U; 0] LK AP 2 I 45 4% BRI T sl &R di A . M. 1£50.

() FENBUEE P Uy 2 e mg A myy 2 RN — AN 7 B H0E S mi (1] 4 o).

Jre | Bl | RG] | AET e | B | RWERT | AIET
1 fy lp oV 1 fy 1p o
2 f 2p o 2 fa 2p o
i f; ip oV | A f; i-p o

i+1 fis1 (i+1)-p o) i+1 (-ptit)ypr2 | o®
i2 | fin (i+1)p o)

n f) np oy
7+l fy P o)

Fig.4 Inserting data block m/ under a virtual index

4 FERERLZR SR 4 A Bl e m]

© 156.U; TSRS S ! BRI Tl = Gy + 7,00/ 2 LU TS0 S0 Be ! AT b
oV = (H,(id"u™), Her, id; = fname || | &},&/ = H,(m] || 7).
@ Uy AN R ] 80 K Tage iof,mi,of 7, t) 4y CSPIFIBR A M e .Uy SN ST S F 110 0
e 14,04 .
@ CSP U0 BB E 7 SR A B 500 He my 060 14 LR il 3 0 my (0 47 3 5 9 A 1 R
m{ B HANERRSE o).
(2) MR BRAEFA P U BRSO B mi il S o).
© U RRE B R FTECR R m; (05 6345 1 TageiditV% CSPU; K I S8 SCAF F 9RO S SR 314
il T ={1,2,..,A}.
© CSP ML B my (1 5 60 UM i, T BB my B A2 o) — IR
(3) M CIAT P UK S e my 55k S0 e my (Wil 6 ).
© U, RS m; 19 56005 B Tage,id t0% CSP.CSP S £ KUR MR H & 40T id; 54k 5%
e my K R 4 U
@ Uy %% B my HEAT 2 B0 1016 25016 S50R BORCRHIE S my o ST B ! 160 A T 2
oV = (H,Gd)u™)’, Hrh, id! = tname || 7, | £3,&/ = H, (|| 7).
@ U; R IEHR B ! HORAIE S B (Tag,,id/, o/ 10} 4 CSPU; B B 87 S0 1E F ISR MR 31 4 4,
WO T = {1,2,..., ) (I A= n),CSP AR K B my 16 5 00 UL 5005 ik 54 50 my B 55080 B my R ILAAERR% 07D
i OB e my B LA RRAE o).
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oo | Bl | BRG] | AET oo | Bt | BRG] | AET
1 fy 1p ol 1 fy 1p ol
2 fa 2p o 2 fa 2p ol

i-1 fiy (i-1)-p oy | MER | i-1 fiy (i-1)-p m
i ip | o T |t | ap | o)
i+1 i (i+1)-p ol
1|1, 7P o,
n f, np o,

Fig.5 Deleting data block m; under a virtual index

K s AR 51T IR S B my

Frg | B | ERIRG] | ET Frs | Bl | RRIRG] | ET
1 f; 1p ol 1 fi 1p ol
2 f, 2p ol 2 f, 2p o)
i-1 fiy (i-1)-p ,"} e | -1 fiy (i-1)p ,“}
i f; i-p oV i ip o
i+1 fiol (i+1)-p i i+1 fioy (i+1)-p ol
n fy np o) n fy np )

Fig.6 Modifying data block m; under a virtual index
Ko fERMRI eI m,

4 REMSH

41 EWERH
IE T R IR E T T
e(o,g9)=e

Iel

(J)V./, )

e([T,.; (H,@idpu™) "7 g)
L(H,(idu™), g™/

(
(TT.
(1.
(H.El H,Gd) ], u™,g" ihT; >y,)

e(H.el H, (id, )" - UZ,E.—m.V.’gx,-h(T,-)h(Toxxg/xl)hm)(x./x2>...h(T,-,1>(x,-,1/x,~>)
(

(

(

e

e

e H H (Id )V. uy >‘oh(To)h(Tl)---h(Tj-l)h("'j))
u T, Haid)Y, al)
=e(u” R T, Hi(id)" e ).
SHRE R e{1,2,...j},H:
e(a,,9) = e(YjT/‘TMJj ,9)= e(YjTMJj ,9")=¢e(a,,,5),

e(ajag) = e(ijj ,9)= eragrj ) :e(Yjaﬂj)-
2R EPTIR, AR ST SO IR O

e
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42 RIEBEXRZRS
EIE 1 AN SRR P EHT A 2240 g IRIG A 10H0 . qs IREE4 180, 5 26 I8 A) t P, g s L
— NN 20 B R AR B etE itk 1 3R e B A 0k C b BE LI &' = x ¢ 5 165 8] t/ <t+gucG,+qscGy A

st
fift Yt L-FlexDH [ 3Pk 7] 101, 2L p cG ) Ron e G, rh SR %3 S 4L ) ).

IE A 5, BRATTHEAT A 22 4 HAAIE B, B G4 P HR TS TS R 1B

b N (9,A=g",B=0"), 511k C, AURERLIA T R .

Wik 1 RESHCHE C IR RA S H{G,.Gop.0.6,H L h U JERIEL A,

DB RS AL e (1,2, NI A B C B R — AN AR I A B Y, = A = g™ JLH Xi=xjh(T),
Xj €q Zy SEBR P IORA N aX R X (L), B L E B kL, = g™ .

V) B B SO BT A B Y M AT DL T ML ), B ) AR I R rh 44 H-list, 51 R ) 4R Ok 2.

Hy 03024 Ay B (i, m)EEAT T ,C ) 4E 9751138 H-list-(idi,mi, HO, @,c):

Lo (i, my) tHBLE S & i I C 3R ] HO;

2. WER(di,m) AFESIZ AU Cy AR A BEHLLEREE o (13 Pr(c=0)=¢F HIEM o, ep Z,,:

(1) W =0, C, itH HY =B* =g¢";

) W% =10 C, HHH HD =g,

Cy K (R 54 (i, mi, HD, @, ©) 78 B0 A2 5126 H-Tist, 33 1] HO Ay B LT 35 HL A0 1 14 % 14

2544 ) B | T B d, my) 188 44 1) 1] I, C 32 4T 51 3R H-list.

Lo Wi c=0,0] C, % theL”;

20 WU e=1,00 Cy IR H X% = g9 = A% 4 Sk L (idh o) KB VR 4

D&M B2 B2 qu IRIG AT . s RG] JE A - T — S MO BT B AT A7 28 48 4 28 1 44 1 R,
(id"m"), B4 HZG] i"e (1,2, N4 L™ ThiEEL o™ = (0,07,...,05 ) € G* JLIN,C, IBATHI K H-list,
WIAR c=1,0 Cy MG c=0, )% 4% v LLS et R X

w‘Xixatltz..,tL

*(L) _ * * * _ fity ..t ¢ 1 t 1,
" =(04,0],...,05) —(B JARR AT gh g, g Lj.

Pkl Cy et T — AN AU HAL:
(C,.C,,...C_,D?,D3,...,D, D),

o, DP =0, log, (D) =T log, (C). j e L.2....L}.
SEIN,Co IR &' = & - (1= 0)* ¢, M1 ¢=1/gst+1 I, & 58 25 KA

Js 1
& =¢- O )
g +1 g +1

Js
iﬁlqs;%@%j:ﬁ,( s j SELT e LT BLC, IR &=

&

s +1 e(q, +1)

Fe TR AV Cy S IL TR AL 2 1) I (1) I rp L4

(1) A, 1830 H C, Al 15125 97 55 10 I T -0 G +qsC G, HoH,eGy KR TE Gy 3K T35 44 4 1) a1

(2) A, PhitE A IR ] t.

Bt LA,Cy BT 75 46 2R [ B R) 2t <t+qucG+qseG). O

N HEAT A e A O T BH RIAIE B AR 5 R REHRPT R G /MR BT

IR 2. ERENLT S MR AL IR EST A, B2 40 gy WA . s KB4 . grs IRTE LS4 Wi,
ISR R] P, LA —ANAS AT 28 (MRS AL A e ik 2 FRRIE A ST Cy B Ay A FREP EER R U<
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t+0uCG,+0sCG +0rsCRS HI LI Z &' = &/Nay fi# ¥k L-FlexDH [1] /.

TE B AR 2:45 % C,— AN L-FlexDH 52 15, 5 % (9,A=g°,B=0"),C, 5 Ll V7. R 4L, I RS (G 1,G,,0,0.6,H,,
h,u} ik A,.

APVEBCIE A AR 1 ep{12,  NLHARAYIN Y, = A= g® LA H MY, = g™ X TRE—x (i),
BEW K, =90,

i) B B AR R BE BT A 18 W MR EAT LU FUS HLW ), B C, A LI R b 4l 51136 H-list, 51 & W1 4h

3

>
b

Hy i 30:24 Ay 50\ (idh,mo) BEAT ) 4 I ,.C 447151128 H-list-(idi,m;, HD.y;).

Lo WS (idy,my) B BILAE 51026 Hh, U Cy 3R R AR S 1) HO.

2. QTR (i, ) ASTE B T T Gy 5 I (ki my) 2 75 A Ay 4Bk 5 (¥ H b B He(id”,m"):

(1) W id=id " H m=m", 0] C, it 5 HO=g";
() R idid B mEm  C U HY = g%y e, Z7

Co ¥4 0T HI B2 (i, mi, HO,y ) 8 1 25 310 2 H-list, 3732 [0] HOVE gy BE LT 5 0L il Fro it

FEA Y Ay IR S T2 4458 O R (idi, my) A 44 16 ,C, 12 AT 4113 H-list.

1. 4 j=i"45 id=id  H m=m®, ) Cy < L4 idmid B mem® ) C, i oD = H O3 = g,

2. #jei 3 id=id H mEmt ) Cy A o = HON = g™ 03 idd 5 mesm” ) Cy i o = HY =

g™

T WY AW TAIES S o M i B j INESLI.C B4 H | E 1 ZESS o,
o req1,2,...,L}.

PRIl B2 22 qu IR A 7] L qs IR A T grs IR ZE 4430 ) )5, Ag 3R HH T — A SR BT AT AT 25
2 A IR Gd MmN F RG] e (1,2, N — A " Bt EX 4 o' = (0),0],..,00,) e G*- L%
2 AR R i R

o'V =(0),0),...,05, ) = (B¥2-7 AL pAT2Tn AT ght gTe gl

UHIRF,Co BEWE e 2 M B2 U B 2L+ 1) T A AL (55 W e Ao T rh Cy AH A AR XK 2 1 ,Co 556 H A A B IR
A 1N of Bk 3 K di R R %l /g, DRI 20 SR A, RS LL— SR AT 20068 (R MR e pl D Ph it — AN A8 44,784 C,
WA A &' = e/Nay i P L-FlexDH ] .

B2 ok, BAVIH L Cy B I T T B (¥ 1 ], L v (455

(1) Ay il i H. Co A H 155 T 5 ) I 1) :91c G +0sCG 1 +arsCRS, He 1 ,cGy K7 78 G i sk F s HL T AL I [ ,cRS

FoR Cy VR A W )

(2) Ay T Dt T 44 R (]t

T LA, Co T i 46 3% B I R] 24t/ <t+gcG 1 +0sCG, +0rsCRS. O

iR 1 A 2,010 2 W RCTE SANTT, LBE LR O 1 — A B IR A A — AN C BB
i LUASTT 2005 F B 2R A ¥l L-FlexDH v 1,0 L-FlexDH i1 85 75 24 By 15 15 A 1 55 F) sl M () A0 7 DA, Dk 36 A S0 %6
[ — A Gk AT RET).

43 Hit&2

TEIE 3. WIRAEHAE A IEA R B0 (s g CSP A [ B ek sk bl A0 B B BR),CSP A il — A Oy 3 11
VHIF B P IF BERRASWE R 3,08 475 Gy th fif vl DL PR M1 il 550 (¥ %2 2 1-1/p(p S — /N R 2 40).

IE B AR 3 XK.

Ui %% 3: TPA Ak Pkl i sK chal = {i, v}, 45 CSPAE IE# I F 1R A9 THIEW] P = {o, 1, R{a, }, 1) 4B Yy} »
JEH. P A& TPA HI4GAIE.
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SRITT,CSP AEANIERE F I B0 R, A il AN O 38 11 o 1 W
P={o, R A}y s 1B v s
e, p=p+ryeZy, g'= My &L
Apu=p—p=pg+ry—+ry)=i -y ZZieTmiVi _ZisTmivi = Zier(mi —m)V; = 2, rAmy;.
Bk F ARG R0, BT LA F 5300 F A AR AE 22 R L BT ADAEAE 1 A Amp 2 0Giel),
T SO (0 VHIE W P AERSIE R TPA (87 1, ) CSP i 73 10 A% 1 1 Al
1B CSP A LA A3 i kP AR, B 3 1y e HHE A Pon] LU Ik TPA () 36 3iF, B 45

e(6,9)=e(u” - R -TT _H,id)", o) e
PRI TE A 4 v R B PR LU TPA [ ok, B LA
e(c,9)=e(u” - R T, H,(id)", o) 2)

HAZ(D. AKX Q)T
e(u”-RY [T, Hiid)", e ) =e(u” - R - T, s Hy(id)" et ), u” =u*, u™ =1.
K Gy /& —MEHHE T LI T Va,be Gy, 3xeZ,, 115 b=a’.
AR, 455 a F b, u T LS i u =a" -b” e G, MR, Hr,yy,eZ, I LA f
I=u™ = (aVb")™ = a"™p*H,
E— A 1
b= a’ylA/l/yzA/—l (3)

FAGAF ARG AL, 2 HAL 53 BE y,=0, 80 I 22 K (3B A1 7 3T Y1,y €Zp, 0T EL Ply,=0]=1/p, Bl 2 5 (3) A
FRAL RS2 1/p, A R G)ALIHEZ h 1-1/p(p K ZE%D).

BRL b, 76 B0 S 1 1 R 475 B0 T, CSP Bt — ANl I TPA 57 v (KAIE B 2 R s 1. B CSP AE R — Nl ik TPA
THBERE P, HAY Y CSP B3I /A7 T H P B B S 4. O
4.4 BRFARIP

AR5 S BRM R S ERBLAE P A T T (1) 7R B R T B AL RS R S A e T AL B e
WA S TPA AWM, B IE =2 TPA 785 IR KU M 3l B A GEFE 4);2) WM 5 Csp
A0, B 2 R R R G L S5). B AR A b n R

IR 4. AEH Y BLTPA AN CSP 3R (A1 (F 57 THIE B P o 3145 F A7 i 20 52 55008 (AT o Py 2%

WA AEAR T S0 W T Y B TPA mI RESERE CSP R B IE ] P v 1) sk o B BB IE SIS ' 56 b 57 R 2 1)
Kot B, A HT R

(1) % TPA AHE I CSP AR [AIAYIERA P rp i) b B R BRE N o', HL AR HT T

G ITRA, =g =m0 A7 SR A 2 P 201 TPA. T T A2 PR 6F A7) f) 00 Bt A7 5 3 A
56, RV R 2% HT TPk R chal = (i, v, 43 CSP& i ¢ kiR Ja  TPA At mT LAAS 31—~ LUKHR e my 24 A a4
2Rk 7 R L SR AR 2 1 R AL A A T AR AT P R R R

N T 3 S S AR T R B AL IS B R BRBIE I 1 (R SCHE 3.1 1 B VE A AR IL BB ). A 7E G,
HUDL ) 8 R ) L u,Re Gy AT 1 RHERRL T LA TPA AGE I SR AR r R ARAFIE 5 0 A2 R M 11,
NGB 1 T S it 25

(2) % TPA #EE L CSP IR MIKUEI P H (1) o h $E I BRIESE o', oV 5L U0 T
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o=([T.c@™")
= (Hier(aiu))m )
:Hier(Hl(idi)um')XWj
— U/I'Xjfj . Hier Hl(idi)v' Xi7j
= (0 T, Hyid ),
K4 TPA JCiZak DI AT 7 RAT 7 (K FAEH, T LA TPA AN g A L2 SR I ot ¥ 45 B S E s e
R ¥ AR H P AN R — MMk U 55 TPA & T SE I FAEA Xo R 1% 45 TPA,TPA 15632 I SR U BIE 3 o'
45 B LA S P 5 TPA SRR OT). 8 U =peGueG 3L+ DL [HMEYE, A0 u Flg, 3K il ' 2 1
HE ().
25 LR, TPA I\ CSP R B RJAIE B P o 2 TG H B BAE 415 1o BDAS SC 75 S8 45 TPA W vh By B vl LAAR G My £
R P R B A O
EE 5. AT E PO S CSP A B B E 4w S B FA S CSP g
AT MBI B SE SR — A Uy R X=xh(T)), X, € Z ABIR Y, = o fER BT 4
BLES A WP B E AT A 8158 EAT R P B S5t 7 Sk = (V) =g i L.CSP %
BT P R I% I T2 4 % 5 AN e R SRIBUCHAT H P (0 FAH XX & R DL T DR ) 8, 4
Ki-1j€G1 1 ge Gy, KM Xj_y/X; A2 vh S R HE K. BIEE S 7 Upsy 5 CSP & i B LR Xy Rk 4y CSP,CSP
SR TCVEIRAF BT F P (R RLEH X 0 LA T 5 v 46 44 % BH I Rt 07 o, TR U FH 7 55 CSP & L AR e 3
fift R T R i R ) L O
5 MeEnth
ATV AS SO R EAR TR« VH TR, AR5 5 SCHR[15, 172 1 AR 8 A5 TR vF ST 45 A Ik e Jy T gk
AT T B A3 AT IR Sk 8 Ay D2 e SeR[15-2 117 45 5 S 46 P mTHCRS B B4 A T AR B AR B 2
D R A I A e 7 g L P SCHR 1612 6 SCRR[ 1SR SE Atk Al T 38— 20 i DAk (B O SR 3 7 S 3t 47 s e ik
(146 i, PR G B B ST IR 15, 172115 AR SC 5 SR BEAT T VR4 19 43 B LL AL
1 A TEA S U ST RS B vh A A S S
Table 1 Notations and their meanings

F1 S AIGX

T X ) X

Pair KL PEXTIZE ST ExpG, G, LHfe oz

HashG, H:{0,1} ' >G, vl Vi € Z, 1ty oK vi<pp)
Ip| VASEPTE J01E4 20 G| Gy PG 2 I e K
In| ={,2,.,0 W IG 2 1 He s d LU H P N3

n Kl Hef 24 5 c - R e 4 B

NS5 5 PTG AR SCTT ZEAE AT TT A Sk S TF RS 77 T B — 58 iR A 7 v R D7 T A — 2 1 5 F 1.
51 BIEFH

AR5 ZE T S TR R AR TP AR R IE TS AL B TR U BECROZE T U B AR [l UHIE ). S BT P Y,
RIE TR B ki 4 CSPIEAE 204 |Gy|, TPA K15 vT $kiik chal £ CSPEAE &4 c(n|+v)).CSP iR [l # 1k
W1 P 4% TPA WIS &0 2|G,|+|p|+2d|G,|.

T LAAS ST S (38 A5 TT48 0 (3+2d) Gy [+e(In[+v)+[p).-
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52 HEFH

AR T7 ZE TR A A PR T A B BORI AT UHR B

o ELM B RS LB A E R 1EXpG,, tF B2 4 7 A o 5 N (BEXpG, +2dPainn;

o HIBYECSP tFEIEH P PR AE KB RN (1+0)ExpG, TPA &1 I 77 £ B TH B 5l 2Pair.

AT R FF 44 R (3n+c+2)ExpG,+2(nd+1)Pair.
53 SHthAEMLEK

KJ5 RS SCER[15, 17211 B 5 RACTERAS VR ITAS Mk B8 7 TVEEAT T 40 A B A b i Ll A 45 SR 58 W, R
FHH B0 K S In|=32bit,|p|=160bit,|G|=160bit,|v|=160bit. i 115 JT- 44 Lt 45 W ) o, A S0 E % e xtiz
Pair,G, [ IE 5T EXpG, « s IS 5T MUlG, S M 7518 5T HashG,, 1T 2 — S8 1 SR A B A 14038 B, G 05 3 o 2
i Al Hash 1] Z;, b (0 7H51(T 2280 it 5 I 1)) 9 0 T 52560 28 $0 5 5 AR 7] 1) SCRR[25,26]. A SCHIR[25] 7T 4, 57
—AXHEHALD 1.95,— A G, RIS H AR D 0.9s; N SCHR[26] 7] H1, 7T 5 — A fRIZ AL 9% 0.815.38 2 &AL Ts
F5CHR[15,17-21]0 07 ZACEAE  VFB A TT85 5 T 09 LU R e<n, BT AA SO SR AX 315 TT8S Je v BT
BT THHEA 2 MR

Table 2 Comparisons of communication, computation, and storage cost

F2 AR W RAFREIT R ELEL

W A5 I 4 (bytes) MEBIRO) S
TR RIZES Y] EEH Wi | EEAEY EXY = i
CHR[15] 60 0 74c 2.43 4.7nd 2.8¢+1.9 1x
SCHR[17] 20 0 24n+60 0.9 0.8nd+5.6d  0.9n+4.7+HashG, 1x
SCHR[18] 20 0 80c+60 0.9 0.8nd+5.6d  0.9¢c+8.5+HashG, 1%
CHR[19] 60 0 40c 2.43 4.7nd 3.6¢+1.9 1x
Hk[20] 60 0 40c+60 2.43 9.4nd 3.6C+3.6 1x
HR[21] 0 60nd 84c 0 6.6nd 2.8¢+1.9 2x
LSES 20 0 24¢+60 0.9 0.8nd+5.6d 0.9c+4.7 1x

R 3 RIS SCHR[15,17-21774 7 S48 22 4k BE U5 T ) LRSS, R P HE AR S5 S B — 3 s A
ELRITNE 55

Table 3 Comparison of performance

=3 PERELLAL

rRiiis i SRS S ST HF REZF REXR REXF S S
ES CL s CUS P CHEs AP HPsis BERRA BdEse Bk it
5 CSP &l 5 TPA ik QEEY SR QE: G R4 AT WIS
SCHR[15] x X X N b ~ x
CHR[17] \ x R x v x x
SCHR[18] v x x x v v x
SCHR[19] v x x \ x x x
l‘l‘ﬁq}\[zo] X x X ~ x X X
SCHk21] v x x V V x/ x
LS ES \ \ \ \ \ w/ V

54 KIGHR

AR CTT R I S5 8 4 Linux #:4F R 48,CPU 4 3.6GHz,RAM 2y 8GB {1 ¥R 15 Hh iz 4T 1, B 48 114 9 % 4
R MR BRI S 1.2Mb/s, FEER A SR F £ C i F A A PBC(pairing-based
cryptography) /¥ .Gy, Z;, T JC 3 LR KB AR T |Gy [=160bit, [p|=160bit, SCF FIBR2E [ ELAR K [ Tage|=
32bit, 457 AT A GE AR IR b K B2 S [t =3 2bit, 455 AN B B (14 55 43 1 0 B8 £ L AR K J5E K |idi =8 0bit, FH 7
T J5 T A AR B B e k.
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5.4.1 PRI BhAS RS Tk e AT
ATT ZM R AT A P TT Bl R A AR AR AL B 5 b TH T O S8 T 0 2 s T T T 3
B OR300 B, 5 5 o 4 S G B gk AT 5 Bk 1) 36U 78 AN B B I A I 1 R8P A
F B OB FARH N 12 EH He T B 25 4% 912 P AR Y 1 UIE AR AR R T AR B KA IE (S B A CSP AT A7k
i GE (W 7 24849 2R 40 OB A5 TP A A T BT 4 R K
o YT MBI ELECR 10 000 WA AR IS FF S A 390.40KB, 1% 8 7 ZE7E A AR T Y
4 1212.20KB, 2k A SCT7 S 7 AElAE TR 1 3.1 f5 (il 7 BioR);
o CHTFEZAMBIIAS 10 000 WA R AT I 9.00s,48 8807 R E T TR A
13.60s, 20 0 A0 21 1.51 5 8 Fion);
o YR AMEIRIECH 10 000 B, A SC U5 S P TR Y BRFERS 8 9.20s,4% 4t )7 R AERT O 14.6s,
LY AT 1.59 45 9 FroR).
P O P 400, 45 5 ZE 70 P v] B2 Ry U5 T A B 2 A A

1400 T T T T T T T T T 14
1200 [ 12k
1000 1 10 1
@ 3 i
X 800+ = 8t 1
% 600 § 6F
= =
= 400 3 4t
200 ] 2l
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000 o 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
i AR AR el oA i L 71 R e K
Fig.7 Comparison of user revocation communication Fig.8 Comparison of user revocation computation
cost between our scheme and traditional schemes cost between our scheme and traditional schemes
7 A7 5 577 ) R AT T A L K8 AT R ARG T 20 S o ST RS LA
15 T T T T T T T T
135
12
105
» gl 2
= 75
=
® o6
4.5
sl
1.5

0 s s . ‘ ‘ . ‘ . ‘
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
LR A B

Fig.9 Comparison of user revocation time
K9 AT 54877 5 M 7 B I 1] BL L
542 diikPERED T
H SCHRR[277 7] 0, AR B AL s E WA F - 6 U UE B £ o ST B AN T4 48 5 Pk i SR 1 ¢ ek ok
FR,C R B IR IE A PR R AH ¢ (R R SR B 2 A7 il AR S8 KT ST A S A5 T8, T LA ¢ (ke I 2
AU A HE A 1 5 v S AR TR L T AR R R
FEARSC D5 S B Be, O AN T 28 TPA X I A3 (K A B BEAT 36 ik, 02 A BITAT n A S B BEALIEEC ¢ 4>
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