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Abstract: In MAS with distributed architecture, Agents are employed to achieve task objectives through mutual coordination and
collaboration. Since there is no centralized management authority to rely on, it is difficult to judge the reputation information of Agents.
Beyond that, traditional reputation evaluation methods based on evaluation and feedback have some problems, such as the insufficient
usage of feedback evaluation and the absence of feasible mechanism for credible feedback evaluation information, etc. To solve these
problems, a comprehensive reputation calculation method is proposed in this study. Concerning about malicious evaluation submitted by
individual users, the proposed algorithm first filters the service evaluation data by the CUSUM (cumulative sum) control chart theory,

then integrates different dimension of evaluation data using information entropy method, after that, uses PageRank algorithm to measure
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the influence of individual. Finally, it gives the comprehensive reputation model incorporating feedback evaluation of truth value and
individual influence. Simulation results show that the proposed method performs well in improving reputation computation accuracy and
convergence as well as the resisting of malicious attacks.

Key words: reputation computing; cumulative sum; multi-dimensional feedback evaluation; individual influence
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Fig.2 Framework of comprehensive reputation calculation
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Fig.3 A flowchart of the Q-CUSUM algorithm
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Bl Agent 15 B {H A7 7L LA O
35 HXEMEZE
AT AR S AR R SE I BVA OV ARAG, AR 2R 3.1 T 1Y Q-CUSUM VP I BB v 38 3.2 5
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11: output: 0.2

12: case 2 y-30<P<u-20c
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19: output: 0.7
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22: otherwise

23: output: 1

24: endsw

25: endsw
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26: return P_data
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8
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FARSEE A A AEE CUSUM SR Il e A (5 5 Q-CUSUM LA T mAT M WU A 2ctk) . F%
FER IEACSIME 73 8 (5 82 25 5 A5 B v SRSl ) o (525 0 S A SO ME (5 2 4 R 28 B0 T B G A
RO RVEFETE). A T IR AIE A SO RS AR 2 B v S ASOR AR S T 5% B S 1 JLIEPPAR i b — 8 S At A 0 2%
B WSO S PPAL AR 3RS 2 PPl R 22 AN SRR 5 LA 1Y) Sporas B EAT T % EL.
o KRB MDR(malicious evaluation detection rate) sz WUAR Y i T~ 38 & S BRAT A 1RSI e
MDR=D(P)/aN(P), 3 1, D(P)F /- K I F £l %t Agent P 1) S U5 HOHE v 105 2015 1) 206 2 R 15t 1) 4
i, o N F T BOE K ME Ji o B 2 T B kR D0 ik AR bl T R S AR RO DA ST R 45t R A I B
1)j#% SDR(successful detection rate)># & 7= Ml (1 #EH %6, SDR=D(P)/S(P), i ,S(P)Z Z- K I HA [P 1%
Agent P {5 it S 4L
o WSIGH E RN AT B VPN FE AR B R A 10 v ARSI 7 1A R 2 CIN(convergence iteration
number) K7 AR SCH 38 I 0] AN [F) S I T 007 BCRCHE (045 2 VP A% 2 SRS AT 2 B R LU AN )
TSR I SR ) eSS0 R bR 2 i 12 A7 7 TH B VR BENE A £ 2 PR 034 B AR e R A IX R R E
PR A T HEAME 2 RGP RIS AT.
o PHEMIHERIZ SER(successful estimate rate), RN v &0 1FAff 0 PEAl &5 B 2E Br A R4S 45 5 b B be il vk S F
T F5W 2 (SR, — SR))/SR; < & . JLH1,SR; AT SR/ 43 Al 7 19 i 0 [R5 25 BERVT Al 45 B B2 S 00 v el
0.1.SER ELML I 4 7 H AN [R) v 45 07 vk 10 N2 T 2R

N
o (FEIRZEE RAE(reputation aggregation error), RAE = /ﬁZ(SRi —SR/)” N hy [0 48 FR T T R
i

RAE /N, 3 75 7 25 PP Al AT (1R 528 v, t R A6 X T AT 0 (W KT R g B,

{7 ELSL 46 5 T NetLogo 523, NetLogo BEf% f VRS & 0 2 AN AL Agent RSB 475 4,38 T 5 Bl s [1)
AR5 Z R G A TR NetLogo SZHL T — AN 50 ANhAT Agent [ MAS 3155 B £FF 5 il & 4 CORE i7
3.6GHz, N ff 8GB.

41 {FEXE

4.1.1 Q-CUSUM #2 il e Kz i 25 S
LS E TR Q-CUSUM . 44 il B S 73T 2 S A3t A U 280 R B AT A 50 A M I 72 2324 EME 47 24 A6 AN
CUSUM 4b B P /> 73 5256 P i) R B8 >k BT QWS £iedlii 4 vh — 21 Web IR 45 I I 15 P 45 4L, i 50040 4 v X
M55 (R PELR X 18] by 1~5.% & 3] QWS 3 4 b & 45 Reliability (Reliabilitye[0,17))& M, 5246 v b o 20 i 45 A4
C(L7) WS 20 [0, 11,97 43 R BEVF A 208 2 SR EME AT A9 77 v2: 1647 3k 98, B 00 28 3k EME 47 2 A5 1) s 14T
CUSUM #4b2E:
0.2([class - Reliability]+1), class - Reliability —[class - Reliability] = 0.5

evaluation = N N - (17)
0.2([class - Reliability]),  class- Reliability —[class - Reliability] < 0.5

o class R PP 55 2 evaluation 3R 7R VRN 55 2 WL 21 [0, 1119 45 RN 6 F ] DL L 7E (13 o, u+3 o] i [l 2
WAL T R0 23 B PR s 5 68 tH Y R (R PR AR B85 A0 9 EME.EME PE43 45 B 8 T 1E 5 I VR 43 45 14, 18
TEAS UK EME V723 10 35 MO0 - 25 Bk 283k EME 47 4480 00 1) 2040 6 A\ #1) CUSUM AL #3443 . CUSUM 4k #
T B VT4 5 B 16 W VE 4 G5 A AR I I PR SR AT I DR A 7 TR BUE B CUSUM. #5743 31 (19 %
g OF 43 48 A P B I AR A A TEAT T O RS [F VO G 72 v 0 (e #  EAT B ok AR T R R B T P 3 (i
A3 B RS WS O R ,CUSUM . #H#ilE Hh g, g, I T 89 SR 30, FE 0T R0 sdh AT T e 1) e AL,
BB BRI H[-50,50]MPE E8E 4 ME 17 28.CUSUM AR BE 43 B A I 1038 75 0P 40 5 15 8 T4 Al
AR 2R g, ML T W A1k,
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B0, S A TP S 2 S B v R 0 o A T R T A SR B SR (1R 5 R R R R I S [ I R B
HH A% fe RIS DU B T 256, B 88 6 S PP ANY Fh 1) MEE AT HEAT A 24 4.
4.1.2 6F RN SRR E VR4S

Xt 19X 48 HR BN Y R (KA B R T S AT AL, T AR AR [ 5 Y0 TV A 5 11 R A SRR 1) X
AN S 1) P 45 R 25 RER Pr=1,0=0.8.

SCUGRA 3 RO E)  J5 5OkT SA AR 25 RO 2 FE VAl SR AT e UL B AN [ 4 E VR A1 SR, 40 Tl R
FSEE S (AVE) Y L JE TR 5 25 500 (EWM)FI A SCI 51N 0H 86 505 1045 250 807 R(TE) W5 B
AR L. 9256 P K QWS ¥ 4 P LA IR — A8 BN A K service RII4r 4 A — 2 B BUIZ 2R 100 A8
TR s SR R VP AR AR B A T A BB XS [RIVE Y B bR R AR AL TR TR ] Agent X FAZ HEIR T
A LR P8 AN ), A SR FH A5 SCHR 43 1AH [] 1 52 Wi P 465 SR TR I 28 0 A (0 A1 5

B10 45 T 3 Bl ik (K VP45 IR 45 56 LU O S 6 & SR 3R SR AR SO R B0 D v K T V40 Bl 1
AR JSE A K SP S5 (1 S50 R IR I vk, I o 50 7 72 20 Sl i v 17 33% K 24%, 181 [ At VPAR B4 52 I
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Table 1 Parameter settings
x1 ZHE

ZHRE CRCM Sporas
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YL ) I WL A FR 20 5 i 9B O 45 5 5 BRIV ST AR B S B VPN 45 ). 50 AMAMAS o AB S 20 A4S A
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PR H G A el A L A 25
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PR T ICRBGT AR PURE ). 9256 45 SRR WL Bl I S0 T LB BGE R U B AR BT AE ). 20 9256 7y
#r, CRCM VA TE BE RAF (K B R 7E T, 55 T 8582 20 AT 1K) PageRank 52 HoAT 5 IO, 3X 15 100 1 s 5t A
AHELAD T8, AT A3 P 948 23 5 T S50 B8 R A5 2 R AG 17 A2 (0 VP A R A 1R 68 T ME AT AT CA AT D0 R B B e
(RIRGTRE 1. 2 b ol A SCHR H 1A T3 35 A0 e 17 24 A 5 IE A7 A () S B 7 i 2, 2 B0 L e () 1

5 HERAKRIIERE

ASCHE T —Fh MAS R8T (452501 5775 70 CRCM, A S 80 A K S5 453 250 40 ke Yt o4 A 77 1 2% 18 70
TSRO HEAT O B D8 (K LAk b, SR 3 T 22 J Pk Rl o 1019 R SROBEPPAN T vk, IR 255 2 R T s AE 9 2% P K B G
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AN R T L i U, B 45 5 75 5 AR 0 s R P mp BT WO 80 1 B QP 200 P A 384T A A, 75 ko0
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