A 2#IR ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn

Journal of Software,2019,30(2):469—480 [doi: 10.13328/j.cnki.jos.005568] http://www.jos.org.cn
O [E Rk Bt F AT 58 T RSB A5 Tel: +86-10-62562563

—%rhﬁr'ﬂ)&ﬂﬁ;‘ﬁﬁwﬁi)ﬂuE‘Jiﬂ‘ﬁﬁz&iﬁi%,ﬁ
LERY Bux of HL AFEL B oM

S E[ N NI 5 ?*‘B Jt: 100124)

2O R R B A i, R BrZ  453000)

3(Courant Institute of Mathematics, New York University, New York, NY 10012, USA)
WWRAEE: JF7 77, E-mail: Ifwu@bjut.edu.cn

W OE SRR A TR ARG F A AR E AR M R IRAT T AT R M AR R IR A 2 W S AGE A B
Z B3 AR Sk Hrh T AR A %é’u:;. M A T L BT TEAE,F AR E R AT St R A
PRAIE ABR T8 4 )AL, E AR AR S A RSB B /s, LR SR A K S s b Al b R T AT R
B Yt B A ABRATL T AT M 0 T ARAR M A AR AR A R B R T A BOUA B B G R H AR AL
&y S AF M I AF) B4 R IE L R OME R G A R A AT AR AR R %ﬁ;\/\ﬂy\ ETERE PTG E
B YR 1.36%, BF 7T A7) IR IR P 26 AR P i th B Rt o K RGBSR A 99N 7 R W ANIR B S 1k
DeepFool 7 i% 1% T 20%.

RERIR: AT RIS FAR A AR Z W 48 3 S AT S F 1

hEZESES: TP391

s A S D HE P S0 T (T, 00 5 S W D [ G AR PR X R A AR R O 2 4, 2019,30(2):
469-480. http://www.jos.org.cn/1000-9825/5568.htm

5 R Ma YK, Wu LF, Jian M, Liu FH, Yang Z. Algorithm to generate adversarial examples for face-spoofing detection.
Ruan Jian Xue Bao/Journal of Software, 2019,30(2):469-480 (in Chinese). http://www.jos.org.cn/1000-9825/5568.htm

Algorithm to Generate Adversarial Examples for Face-spoofing Detection
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Abstract: Face-spoofing detection based on deep convolutional neural networks has achieved good performance in recent years.
However, deep neural networks are vulnerable to adversarial examples, which will reduce the safety of the face based application systems.
Therefore, it is necessary to analyze the mechanism of generating the adversarial examples, so that the face-spoofing detection algorithms
will be more robust. Compared with the general classification problems, face-spoofing detection has the smaller inter-class distance, and
the perturbation is difficulty to assign. Motivated by the above, this study proposes an approach to generate the adversarial examples for
face-spoofing detection by combining the minimum perturbation dimensions and visual concentration. In the proposed approach,
perturbation is concentrated on a few pixels in a single component, and the intervals between pixels are constrained—according to the
visual concentration. With such constraints, the generated adversarial examples can be perceived by human with low probability. The
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adversarial examples generated from the proposed approach can defraud the deep neural networks based classifier with only 1.36%
changed pixels on average. Furthermore, human vision perception rate of the proposed approach decreases about 20% compared with
DeepFool.

Key words: face-spoofing detection; adversarial example; convolutional neural network; adversarial perturbation; visual concentration
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Fig.1 Generating the adversarial example for face-spoofing detection
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Fig.2 Output of the simplified neural networks
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Fig.3 Saliency map of R component in input image for the output of the neural networks
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Fig.4 Input-output curves when one dimension of input changes
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Fig.7 Comparisons of adversarial examples from different algorithms
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Fig.8 Analysis of average perturbation dimensions in adversarial examples
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