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Abstract: Security bugs are commonly emerged bugs during the software development and maintenance, which cause security risks
during software deployment. Security bugs need to be fixed with high quality and patched faster than other types of bugs. Recommending
developers to fix security bugs is one of the important tasks during the security bug fixing process. Some developer recommendation
techniques have been proposed to fix the bugs, but most of these techniques did not recommend developers considering their security
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experience and bug fixing quality. In this paper, an approach, SecDR (security developer recommendation), is proposed to recommend
developers by considering the historical data on the quality and complexity of their security bug fixes. In addition, SecDR recommends
junior developers for simple bugs, and recommends senior developers for complex bugs. An empirical study on three open source subjects
(Mozilla, Libgdx and ElasticSearch) are conducted to evaluate the effectiveness of SecDR. In this study, SecDR is also compared with the
state-of-art developer recommendation technique, DR_PSF, to evaluate the effectiveness of developer recommendation. Results show that
the accuracy of SecDR is improved over DR_PSF with gain values ranging from 19% to 42%. Moreover, the results of SecDR is also
compared with actual developer allocation, and results show that SecDR can effectively recommend developers, which is even better than
the developer allocation in the real bug assignment environment.

Key words: security bug; developer recommendation; bug repository; bug assignment; software maintenance
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Table 1 Distribution of the number of developers and their fixing of security bugs in the Mozilla project
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Fig.1 Process of software developer recommendation
1 SecDR A JF A # HEFE i FE I
11 RIZLMRE
SecDR T ZE4L 5% 22 Ak B LR B A 2 A ME BB AH DR 2 50 1) TR R 2 AR, 8 4 TFI8 R Gt b R A 0 ¢
AP S B ST R DR AL AR S TR HE ST o R R 1 5 A AR o, B S ST e A M BB B A A SecDR I R 5
.S U 2 AR B B PR 32 A S Gegick 25 N IR H 138 T SCAR S 10 UL B AR M. ) 1B 2 Ak
Tl 5 P22 B e B s, A S 32 3SR T T YS I0 H (41 Mozilla(https://iwww.mozilla.org/en-US/security/advisories/)) /1 i
A HRBEXT R commit AT comment 5 fl E OGB4 2 4 1k G B R] ] I e RR AR 22 4 P DG R 1A 1] A 4R
I E Hh L e A A DG R sl B 20 1l — A 3T 0 222 4 T e s
L1 BRI P B AR 23 BT
R SCAE T AR 75 AR B AR (NILPY K 002 B 7 122 30 A7 X S 7 4 Wi 6 e Ak 745 B R 81,
(1) 53 AR 4 5% e X Ay 44 v (camel-case) BA A B IA] 119 1 RI £k 43 1 5 4R LE i, “TestCase™ 81 # test_case™ Xl
43 J5 )45 P2 “test” Al “case”.
(2) fFHA LB b the. by, on. and. no %, 1X S8 {52 FH 3R] 1 8% [ vl DA BR ARG 15 SCBEA H At st 75 H i
() TAIHIA S A T U i Y1 e S Sk Py P ] AT AR S e 3 SV AR 45 Porter stemmer 420350
1, “searching”i& i f= ¥ il #2 >4 “search”.
(4) R SCIRIAE SCRI e oA T g AR TE 5 TP 1 2 O, R T WordNet 56 32 1a] i 47 it 44 3] A0 3)) 1] (1) [F)
AR AN SR RO g6 4 “evaluate™ & “test” [ [ SCiA].
I # Mozilla T3 B A LA 1 22 4 1 5 B3] AN A 22 A 1 S B Tl B B HH ok, 32 B8 — B8 HLAT S B i XK 3 1]
A 1], T 3R 5 BN ) A 256 S 1) HEAT SCAS A AL R TH 4
1.1.2 4G R LS 2 i
BB ARYE Mozilla T5H A 22 4 Pk B RN R 2 4 M B B AT DG B SR B 43 3R AT 22 4 Mk DG Bt i) JE
R 2 A SCHE I R AR AE e MO P ST IR 2 5 2 A TEAH G T AR KA, I3k 2 TR by e A X
o e R A AR T 15 1) SRR B3, B] AL calll,code B 5 e A MEAS A 9% (¥ K ]

Table 2 List of security bug related keywords in the Mozilla project
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XFE T L P BRET AT SecDR PR HESF 45 A 5 SE B 70 T 1R 1 BUREAT X LE, T PE AL HY SecDR #E# T & #
A
24 RWHR

) 1A SR, SecDR 23 BllESE 1 AL 5 AL AN 10 AR IT & A I HERE 45 R 0 T IRiF 45 SR a4
CEEFRA recall 184 & EbsAED BITHEHERE 1 AL, 542, 10 AL JF R A S EF ) recall 5.3 4 [¥)“SecDR* %) &=
PEIR TARTER recall &5 5. MR 4 oI F 3 B4 s256 P H) 3 ANTFYE I H (Mozilla,Libgdx,ElasticSearch),
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A MEAE S W IT R E RSO e T2 1.

W 2: 4% SecDR 5 BV [ IF K #HHEFE 7 i (W1 DR_PSF)HEFE ¢ 4 YL 5 I R 3 IR i v AR Sk 8
SecDR X[ Lt T DR_PSF (#1375 (gain {8). HL il 5 45 A0 %R 4 (W“gain {57177 LI 3,SecDR AHLL T DR_PSF
) gain {H 6 FITE 9.3%~69.2%. 7E4E#E 1 Ay 5 A7 10 A3 AFTT K & I, gain (I P45 RN 41.8%. 19.2%.
38.5%. X YLH T M43 HERE L 42 54+ 10 S 3K AFTT K & I, SecDR 42T & & [R5 )% b DR_PSF P34 T
41.8%. 19.2%. 38.5%. Kl it,SecDR #H L T3 #E# B R DR_PSF R LLE A5 &5 0 22 4 M B HERE TT RN 11

Table 4 Results of developer recommendation for SecDR and DR_PSF (recall@1,5,10 and gain@1,5,10)

% 4 SecDR fll DR_PSF JT & # #4745 R (recall@1,5,10) L & %t Eb 4% B (gain@1,5,10)

EER S k SecDR (%) DR_PSF (%) gain {f(%)
1 8.0 5.5 45.5
Mozilla 5 21.0 16.5 27.3
10 51.5 32.0 60.9
1 11.0 6.5 69.2
Libgdx 5 17.5 135 29.6
10 36.0 32.0 12,5
1 9.5 8.0 18.8
ElasticSearch 5 23.5 21.5 9.3
10 48.5 34.0 42.6
1 9.5 6.7 41.8
SR B 5 20.5 17.2 19.2
10 45.3 32.7 38.5

[A] R 3:7E R LG 52 B TF R #1943 Be 2R 55 SecDR A 45 SRS, 3= B2 A A J7 THTEAT VR Ak 1 5 K e b 1) 52
A BTN AEL 55 S B T 4 (¥ 22 500 A AT DT T, 24 95 B TR 5 [ 20 380 45 2 15 (i A 110 52 2% JBE 45 40— U, TA R i Bk
B o3 IC ARG W 2 givk B 2 Rt A 4R 45 Y T S B JT R 8 5 B 52 2 B — U ik B EL A, o
ElasticSearch Jii H It 4 32.8%,Libgdx Jil H KIE 4 36.3%,Mozilla FI{H R 29.2%,3 DI H I 341E A 32.8%.
XYL T TR 92 B 43 BC (R 22 00 58 20 55 B 52 A B AR 40— SO R T 1208 32.8%.
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Fig.2 Results of developer experience and bug complexity for actual developers

and recommended developers
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Libgdx 1 H [A1{E A 57.2%,Mozilla [KI{H >k 51.4%,3 A0 H [P ME 4 52.2%. 1% W] T SecDR 4 i I HF K &
SR 5 [ B A AR R BN 4 52.2%. PRI, SecDR I 45 45 S B I M UG IS T B B 15 2 1 B 23X
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VLB SecDR WHERE 45 BRI IT R G 00 55 g0 47 1 T G 3.
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Fig.3 Developer recommendation results for reopened and re-fixed bugs in the experiment
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