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Abstract: In recent years, software trustworthiness has been a focus of interest for researchers. A more consensus view is that software
trustworthiness is the degree of how software behavior is accordant with people’s expectation. The quality is formed in the process.
Obviously, the evidences that build the confidence of software quality are presented in software process too. The process subjects,
behaviors and the various methods to guarantee the quality of process products provide the basic evidences to establish the software
trustworthiness. Evidence-based decision-making and management is the core of the modern theories of quality. Thus, both
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evidence-based and data-driving software engineering approaches have tried to address the problem from the perspective of objective data.
Under the support of national natural science foundation of China, this study presents a software process trustworthiness model for
building the confidence from the view of software processes. As the important and fundamental part in the model, evidence is used to
transfer the trust chain bottom-up and to support the evaluation of trustworthiness of software process. Focusing on evidence system in the
model, this study complies with four principles including integrity, necessity, compatibility and sustainability. According to the basic
requirements of process management, it investigates CMMI and other software process reference models to refine and cross-examination
the evidences, create some new evidence to adapt open source software development and extend some evidence to enhance the
trustworthiness of process. The study develops an evidence system with high credibility, objectiveness and comparability. The presented
evidence system can establish the trustworthiness from three dimensions: process subjects, process behaviors and process products. It also
covers the whole lifecycle of software development. Combined with other parts of the trustworthiness model, it can support the
evidence-based, bottom-up trustworthiness evaluation of software process. The presented model can be widely applied in software
industry.

Key words: software trustworthiness; process trustworthiness; credibility for evidence
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Fig.1 Software process trustworthiness principles and guarantee goals
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Fig.2 Diagram of trustworthiness principles and evidences
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Table 1  Five levels of trustworthiness requirements of “Degree of People’s Understanding to Trustworthiness”
F 1 AEIEH N B PE AR T AR I 6 FnlfF 2K
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A A AWK N GO ] (5 SR T R R EE e 2 3 4
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Metric.Lower-Limit, if Metric.Performance =Y

T-Level = . i .
1, if Metric.Performance = N

T 2 AT IR B, 40 FH AL (Y), WA AE S 0 T 3~5 2% (1 PP Ak 2 9 AL 1. RIFE, 3 . 4 G A /R B 4
A, SRF L= GO0 1R R A5 VR
o EGAMAFUEYS
EIR A B R AR 2 o T B R AR R 4 1 38 1 R — NS R, v DL TR
(N GO AT AE AR T AR TESEL,2,4,1/2/314).
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G VL] (5 E A AR VR N SR I &30 1 i 4t 1 R AR AR 2.
Table 2 Trustworthiness evidence of “Experience of Code Reviewer”
&2 wfF RS AR E N R4

Al { i R A A7 {5 JE ) o I AT A5 iF 4 UE 5 2K Level 2 Level 3 Level 4 Level 5
] Y AiE PRI VR ARG PEH N R A 5 N T Z1E 24ETH<34E T =34E —
ALY T AR R A

RIS PEH N R4 5 N, 2,4, Years).
T R UE A, e wT 5 4 0 1 4 &
Metric.PerformanceX} W f*] X [0] 2% 51, when Metric.Performance fall in Interval

{ , if Metric. performance < Minimum '

Xof A8, U SRR PR A RIS S B0 TR ) 2 A 24 I TR), T R 7 i 8 ATAE S A 3 41K TSR AR T
N BHPF B2 B AN S 1AE, Z e 4 Uk 3 1 2%,

o A LEIM N AEIESS

ERIAE FERAR A 20 b B 2 i A 20 B R XA 3 s, LA AT A 4 T S b oA A 1, L 3.

Table 3  Trustworthiness evidence of “Compliance with Test Standards”
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CMMI [y, JL I A5 B 7 1R 22 e ORI EABRATIAE UE 356 1) SRAR BTIE b, 2% CMMI AR 3 v o a5 502 Bk 1)
SR BEUE HH OGS I PR E i B B A 2R IR AN OUTTUE T A AR IE 415 10 R AR S RE TR ) CMMI BB 2 2171 R
SRS I 2R A AT LE e ) i

TR R T R A S5 B 80, AR RLAIE 08 K RS PO R ) 4 20

(1) ESIAE RS CMMI R o R 1 5 8 ok R

(2) A\ CMMI X 7 PR o 4l DG 106 114 532 il v 7t 3 Jo R 4

(3) WA CMMI A S AR AT 45 Je DU, AN SR R AR AT T PP 9 9 B v e S i R4

(4) 33 R A SIE IR 7 OB Y SO ] A S IR R A A 0 S 4 WG T RN O A A AR

ASCH) AR BN 3 8,5 4 DI TAR RSP R JAT O 2P 2 556 S IR BT (H A ST IR
T, AN RSO N2
4.1 FERNS5CMMIEEE

CMMI #EFIPL A 22 A3 #2358 (process area, & #k PA), 45k 5 ANV 26 2] 2% 4 VEAR bR T 44N 1 R4 1)
A4 PR R A 2 . CMMIL i e A5 A B A ) T2 A R o R ) A e, A SR i o A ) et AN B 79 R AR e O
HLAEAZ ) 7 88 20 B8 ) B A RO RE ) TR 3 e el TR A 4 1 1) A D B FRATIIT 9T AR 1K) AR IR ANTE T 3R 1
T A E W T A o P PR P e R P e R A B0 AT D 6 ) b A S R R R R AN RO A
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Table 4 Twenty-Two process areas of CMMI model
&4 CMMI ELYf) 22 A

ER b # 35k (process area)PA
OPM(organizational performance management: 20 23 1 fit & #1)

b 2 : 3
5. fLhs CAR(causal analysis and resolution: J5i X 73 4 5 fif ¥ J5 %)
4 BALGE OPP(organizational process performance: 2 21 £ 44 %%)

QPM(quantitative project management: 5ii H 5 2 55 2
RD(requirement development: i >k JT )
TS(technical solution: 43 AR fif vk 5 %)
Pl(product integration:j™ i 4 Jit.)
VER(verification: 4 1iiF)

VAL (validation:ffi\)

3. XK OPF(organizational process focus: 1 2% it 5 £ 1)
OPD(organizational process definition:41 211 2 & X)
OT(organizational training: 41 2155 Il
IPM(integrated project management:£E i £k 37l [ 4% 2)
RSKM(risk management: X i 5 #11)
DAR(decision analysis and resolution: ¥ 5% 4 #1 5 il vk 7 %)
REQM(requirement management: 7 K % #)
PP(project planning:5i F i k1)

PMC(project monitoring and control: 3 H i %)

2. YL SAM(supplier agreement management: {3 7 [ 15044 Bl
MA(measurement and analysis: /% & 73 H7T)
PPQA(Process and Product Quality Assurance: iz #2417 & Jif & f#1IF)
CM(configuration management:fit. & % ¥ )
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N T RGR T, SO R 22 AN R PA BRI 9301 7 B 5 1 7 UROR.

AAE S CMMI SRR 0] BGRB8 i,

FEFE 3 o 2o B 5 3 s T A Ji U e P PA 77 T 0 [ 5% 2% 5 1 2 4 [ s 3 7 1% I T D) 2 12 38 i )
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Fig.3 Corresponding relations between trustworthiness principles and process areas of CMMI
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Table 5 Trustworthiness principle of “Management Institutionalization”
and the corresponding trustworthiness evidences
Fe 5 AU Ji ) I AR R W] A kAR R R AR T 2

E 3 B A Level 2 Level 3 Level 4 Level 5
2.1, RN R B Y - — -
2.2, B IR ST AR B % - - -
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24 e L st it | mos g pady | ST SRR g e
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T AT AE 4 R0 32 260 B Y CMMI 3 R85 Sz B (SP) B 55 2 L35 6.

Table 6 Corresponding relations between the corresponding evidences with “Management Institutionalization”
and the practices of CMMI process areas
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i 2, LASR A B 9 24 IE 35 7.
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T by BB 5 A B R WL R 7 A 4 AN 2 JiEYE . 2 A 3 JLibdE . 2 AN 4 JAEHE LK 14N 5 )
R
Table 7 Trustworthiness principle of “Measurement and Analysis” and

the corresponding trustworthiness evidences
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Table 8 Corresponding relations between the corresponding evidences with “Measurement and
Analysis” and the practices of CMMI process areas
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o CFAIRELRAE TREINET %A HE A WA I LR PR AE A= i B I 16035 Bh AN 2 i AR A I D ik 3k,
o {H B A T E SRR MR N A SCIG 2 4 SEWS, T A A S 10 R A T R I B N % A R ) T SRR
R

S A 22 A AR SRR A B TE LA 9.

Table 9 Evidence design table for trusted domain of “Entity Security”
RO WAL AR BT R

TP iE 3% Hedm Level 2 Level 3 Level 4 Level 5
2% 2.1, R B B Y - - -
gon | e 2.2. N Tk _ _ _
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Table 10 Corresponding relations between the trusted domain of “Entity Security” and
the practices of CMMI process areas
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Table 10 Corresponding relations between the trusted domain of “Entity Security” and
the practices of CMMI process areas (Continued)
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% 11.

Table 11  Evidence design table for trusted domain of “Open Source Supporting”
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Table 12 Process evidences grade distribution according to trusted critical domain
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