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JPEG Steganography Based on Adaptive Cover Selection Using Haar Wavelet Domain
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Abstract: The existing steganographic cover selection indicators based on image texture complexity modeling are not compatible with
JPEG steganography. To solve this problem, a JPEG steganography is proposed based on cover selection using Haar wavelet domain
indicators. This method establishes the relationship of JPEG image pixels by taking high-ordered Haar wavelet translation as the model,
and calculates the average norm of the decomposition image matrix in each direction to select highly undetectable covers. Moreover, the
proposed indicator, which performs better than most of the existing models in the inter pixel modeling ability, can enhance the
concealment of JPEG steganography in cover selection. Experimental results show that, in most cases, the proposed JPEG steganography
using cover selection achieves higher concealment than that without selecting covers by an average value of about 7.7%. This figure has
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higher concealment than the existing cover selection indicators by an average value of 2.0%. Therefore, the proposed steganography
attains better concealment.
Key words: steganography; cover selection; Haar wavelet; norm
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Fig.1 Comparison of the original image, embedded positions of different steganographic images
(in 0.05 bpac), and the HH decomposition image of the original one
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Fig.2 Implementation framework of JPEG steganography based on adaptive cover selection
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B MU R E 23 A2 B T« A8 i A5 A 3 A ST 2 SRS B % U T 5 At )

ASCTFEAT I O R 3 G VSR A 38 e K v R R 2 S I B R
EASE I 2 i R SHE A AT 10K 20 B 5 B 20 = AR g AN g B I e sl A 1 1 .

5 %X I

51 SKBFMHSIFMIBIR

AT S TP R4 E BOSSV0.92(10 074 7K,512x512 {425) M1 BOSSv1.01(10 000 7K, M BOSSv1.01 [/
RAW #& X & Ll 4 /N & 512 18 % x768 4 3). WEMG S R BEHLIEEC 1 000 7K EIEH T, 4 9
000(BOSSV0.92 2y 9 074)5K F T Il 2. B A FH e 5 5509245 21 B 5 UG SR R E 5 F I Rk, 75 21 1 000 %
AR L5 SRR, T4 1 000 M 3% 145 1) 45 ot U A2 2% 2 b A6 A ZTHR NI, JE P AE OPEG BAL R EE A& M.
[ nsF5 Sk AR (5 B N 25 B 3% W IF) SI-UNIWARD 5.9 5256 BT Fl JPEG Ji 2 [K 7 4y 85.88 5 /3 A4 H 1 f
N R 2 JPEG R E 2 —:CC-JRM HEAE A DCTR H3AE R % 17 ) 43 2 88 R 414 FLD 4325 8% S B ik 7
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r=1 I, /N R BH,V R D B AE 9 35 Fr I, Spearman AH 2 28 B0 s A 52 v, RIT 8 i M 52 1 b S AR R IR 11
Fi b - 8 A S 6 S 16 458 00 3 A ) 1 28K

@
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Table 1 Spearman correlation coefficients of each component of proposed indicators
under different JPEG steganography algorithms
F 1 (B IPEG K5 BT A br o 4 BURJ3 1) Spearman AH G £ 4L

nsF5 0.10 bpac SIUW 0.70 bpac SIUW 0.90 bpac

H \Y D HIMH H \% D HIMH H \Y D HiH
022 023 024 023 |-002 -004 -001 -002]| 016 017 0.20 0.18
020 0.22 020 0.21 0.00 -0.01 0.00 -0.01 | 0.18 0.21 021 0.20
0.18 0.20 0.18 0.19 0.00 0.00 0.01 0.00 | 0.18 0.22 021 0.21
022 0.23 023 0.23 0.01 0.00 0.03 0.01 | 0.18 0.20 0.21 0.20
020 0.22 019 0.20 0.03 0.02 0.03 0.03 | 0.18 0.23 021 0.21
0.17 021 016 0.18 0.03 0.03 0.03 0.03 | 0.17 0.23 020 0.20
021 023 021 022 0.05 0.05 0.06 0.05 | 0.18 023 021 0.21
0.18 021 017 0.19 0.05 0.06 0.05 0.05 | 0.17 024 020 0.21
0.15 0.19 015 0.17 0.05 0.07 0.05 0.05 | 0.15 0.23 0.19 0.19

MR AT B A 5 iR A A, SESR REALIE Y T BOSS v1.01 EIG A B Foxnt B B S BG4 AR EL T
15 B (FRC 0 Ent). LPE 1. LPE 2 F1 LV 5 F5. 5256 [W) I H 42 T Matlab tds JLEST LA /N 38 A8 36 At /) e 457 41F
B AR ROA. 45 R AR 2,30 h 5 4 510~2 8 B 5128 R [R5 T 0 3R B4 55 Bt P AH ¢ R AL AR
HrOR] CUE H AR S VR R AR A R A DG I U T v T R L K FR AR S2 e 4R v T BOSS v0.92 A1 BOSS v1.01 Elf%
& F %) nsF5 0.05~0.20 bpac 1 SI-UNIWARD 0.70~0.90 bpac 4% i, A SC 5 i L A5 B8 . LPE 1. LPE 2. LV
JIEIIR O RECT- Y =40 0.032, b BT J5 vk P e f ) LPEL 144 0.021.
Table 2 Spearman correlation coefficients of different indicators under different

JPEG steganography algorithms (BOSSv1.01 image database)
%2 {EAT IPEG Ba'5 R ANFIFEFR(¥) Spearman H12¢ R 4(BOSSv1.01 K14 %)
BIOR RBIO

S | RS | kAR
B 9 bpac Ent. LPE1 | LPE2 LV HAAR 4.4 COIF3 DB8 4.4 SYM8

0.05 0.093 | 0.104 | 0.104 | 0.095 | 0.115 0.120 | 0.118 | 0.117 | 0.117 | 0.114
nsF5 0.10 0.142 | 0.154 | 0.152 | 0.138 | 0.169 | 0.172 | 0.170 | 0.168 | 0.170 | 0.161
CC-JRM 0.20 0.155 | 0.121 | 0.120 | 0.110 | 0.151 | 0.150 | 0.151 | 0.148 | 0.150 | 0.149
SI-UW 0.70 0.051 | 0.025 | 0.021 | 0.040 | 0.073 | 0.060 | 0.060 | 0.062 | 0.066 | 0.049
0.90 0.122 | 0.146 | 0.142 | 0.157 | 0.172 | 0.168 | 0.168 | 0.169 | 0.171 | 0.158
0.05 0.062 | 0.053 | 0.049 | 0.048 | 0.060 | 0.051 | 0.051 | 0.051 | 0.052 | 0.051
nsF5 0.10 0.121 | 0.102 | 0.098 | 0.097 | 0.120 | 0.109 | 0.109 | 0.109 | 0.111 | 0.109
DCTR 0.20 0.120 | 0.112 | 0.111 | 0.095 | 0.120 0.113 | 0.112 | 0.112 | 0.114 | 0.112
SI-UW 0.70 0.161 | 0.196 | 0.190 | 0.200 | 0.199 | 0.183 | 0.184 | 0.184 | 0.187 | 0.184
0.90 0.158 | 0.190 | 0.187 | 0.193 | 0.194 | 0.183 | 0.183 | 0.184 | 0.186 | 0.183

-

WWWNNN R R R X
WNRPWNRE WN P

S0 30 YU P T2 R A W e e S Sk R S U 1) Spearman Bk AH OC R B SE R BEHLE R T
BOSSv0.92 E4 22, 43 MR B T 1538 2 S0 R I b ME— S [R] IR 28 SRS T B 0 3t 7 15 H 7 k=1, r=1 I §§
o (AT 80 B0, BRI T 9 S S B i MU A 2 8 SE B 2 AR AR B HE AR 2 FIAR 3 W LUE W, P KR 'S VA X AN ]
LR ARG R AR, LS JPEG [a'S B AR b TE AR T G I S0 5 2% 8, BT 3= ZER I 4 AH 5¢ R0
BN 3 W LLE RS N AN B R A K 2 O DL R IS T AT b AT DA S5 8 A SR bR 3
MRAR 26 J7 VAR 4 v B S SR B AT (AR BRI BOCR A W JPEG Bk,

Table 3 Absolute value of Spearman correlation coefficients of different indicators under different

spatial steganography algorithms (BOSSv0.92 image database)
R3 EFHEE YT AR R Spearman A 5% R B4 5 (BOSSv0.92 B4 %)

Fa5 5k | #ik AZ%bpac | Ent. | LPE1 | LPE2 LV HAAR | BIOR4.4 | COIF3 | DB8 | RBIO4.4 | SYM8
0.10 0.186 | 0.352 | 0.357 | 0.312 | 0.356 0.375 0.374 | 0.372 0.371 0.373

MiPOD 0.30 0.191 | 0.369 | 0.374 | 0.323 | 0.371 0.392 0.390 | 0.388 0.388 0.390
0.50 0.187 | 0.328 | 0.331 | 0.296 | 0.335 0.344 0.344 | 0.342 0.342 0.343

S-UW 0.30 0.283 | 0.548 | 0.552 | 0.474 | 0.562 0.586 0.584 | 0.579 0.579 0.583
0.50 0.272 | 0.544 | 0.545 | 0.476 | 0.563 0.579 0.577 | 0.573 0.574 0.577
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5.3 RE/NHKEEET 898 K 4058

T AR AN [ /N B S 10 A 2k, SE B a8 7 Matlab o B TR/ BE IR 1 00 P b B 55 B 5 2 A e ) 42
] Spearman AHICPEE L. a0k 2 AR 3 B, 32 /N A HE Haar /N (Fnic 8 HAAR). XUEAS /AN (ki €
WS, EHIEI KB 45510 0 BIOR 4.4). Coiflets /N (3 By #7104 COIF 3). S IFEAZ /N (I 38 1 e 2%
RIS RS BCR 4,651 4 RBIO 4.4).Daubechies /N (8 [, #x1c & DB 8). Symlets /M (8 B, #x1c A SYM 8).
R 2 Al 6 HIFIZ T AR S BV FHRONZE T (045 5. 50590 45 R W R S5 B F Harr /Mg A S RS &
oA AN SEA AT AR Haar /N8 S50 5 v 1 S, 58 ELP 38 A8 28 S8R 5 J T, T 3R 3 s Harr /N8 ¥ 3 B AR AH 3.
5.4 FHIREEMRITE

S A M B M bR T B T AR SO 10 5 R SO VE AR B R 3 A Rk SE X 1 000 T A P 4% 44 45
SE AR ARHE R B A bR 5/ CA 6 hr 5 6 5 Bk 1t 2 A G NN B R K (4 8 b 5 B 55 e e o 2 TE A S 1) 11
AT N R P, e T B B 93 BT R 1238 4 8 A5 R 00T B R B TR 45 i) vt 26 18] 3 g 7n T4 FH BOSS v1.01 [ FETE
nsF5 0.05 bpac 1 SIUW 0.90 bpac &5 i) BEHLIZERE N M &l HR3E EE8 (Ent) . LPEL. LV RIAR SCT7 A5 4E N
B3 N IR B IRk N B2 i 2 2 A 1 400, I 48 T 0 . CCIRM 440 AR S b, &) 4 875 T 4 /] BOSS v0.92 K] %7
nsF5 0.20 bpac F1 SIUW 0.80 bpac &5 i, N B Be e P AR 40 175 0. L B 456 FH 1) J& DCTR $FAE.

M 3 FIE 4 tha] LU K 280 LT AR SC O IR bn A 16 H 00 P45 B e o A v 1T BLAR SCHR b A3 1R AR
P REE LA 4 N=60 Kb 4,76 SIUW Ba'S A2 0.80 bpac MK LT, A5 5 il ik I 45 4 v i 4% 60
e G T T B 5 B S 4 B 1A P ¥ B R R 4100 5.1%. A8 T 3Rk e A B 5 5 vk vl LUBR T IX — F b A5 B . LV
I LPEL J7 k4 iR &2 10.9%~12.4%, 1 A3 Haar /NS FR bk B MESE T 28 15.9%. 1 X — 03 SR A7, A N
EREEREA BRI 2K B T AR AAERE N BN G ANME R 2 A A A R B R A S0 07 ik i e 1%
Bt AR T O A S0 00 B AR SCHR A (0 i 28 5 TEAh 3R Am 1 th A LG, T B A B R B e i 2 A I b, 3} 3 8%
2 1) 1l 2 B 6 A0 DX 3ok 45 20 7 0 Rk 8 B R AN R e, s P o ARt v i b R L A O B

MBS WG B N BSR4 B Rk v, A Sy v g R i P T 11 326 19 G SR AH X B 3% 5 Spearman
AHIC R ECHE AR AH EIAIE, R AH 5¢ R 05 (0 7 Ve 3 Mk £ LRI 47 5030 4811 7 BOSS v0.92 F1 BOSS v1.01 K
4 PEF % nsF5 0.05~0.20 bpac £l SI-UNIWARD 0.70~0.90 bpac 1/53% 50~100 Wi |5 45 ) 4 44 356 5 2550 5 A 30 5 1
Ebfs B LPE 1. LPE 2 F1 LV J7 ik (1) Bt M T SR 4 2.4%, b E AT 7 b e & (LV)IR 4T 1.7%, EEBERLIE $5
(BEASHEAT PRIE) 3K L) 7.8%. 1] LI Ky, AR SCIE B8R (0 7 VR0 — B3 v 1 I o Wi ek 9 55 ARV 00 B

0.3
1 nsFa, BlibL
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Fig.3 Comparison of the relations of the selected image amount and steganalysis error rate using different
JPEG steganography cover selection indicators (nsF5 0.05 bpac, SIUW 0.90 bpac)
K 3 AFFeFrEAT JPEG K5 AL B A E 5 B S 40 B 2 % 0 & L (nsF5 0.05 bpac,SIUW 0.90 bpac)
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Fig.4 Comparison of the relations of the selected image amount and steganalysis error rate using different
JPEG steganography cover selection indicators (nsF5 0.20 bpac, SIUW 0.80 bpac)

K 4 AFEFEFRIET IPEG S EMEFLE SRS 5z E o8 R L (nsF5 0.20 bpac,SIUW 0.80 bpac)
6 & %

ARSCPE T —FhAET Haar /ISR b A 3G N EEFE AR IPEG &5 iZ 3R bn Bl vH 57 R AE Haar /)M sk
e U > o A PR ) e B YE 8 T AR JPEG B 5 I 380K IR B 5 2 T LAFE B 'S5 2 i AR A% 4 s TG O
G M LRI 1 P B A e R RN TS 2 B 0 DR K B R T RS AT O R B L S 6 SRR W A
SCOTVERE T BB AT A R Bl v 28OR BB B2 1 B R SUBE PP (10 38 A AR A SO0 AT AR IR 3 T W 5
H R AEAT A7 AR A L2 AN L T i ik TR b B B A5 T 52 /. Spearman A9 28 S ol 280 40 2 96 1A 288 R 55 7 1 #4
T 28BS AT SR T 23 18], LA RAS SR 45 18 2 15 0 A4 3 B S 20 A (R DI 2R AT P 5 D, IX L8 302 — ST
LA LRI [
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