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Abstract: The emerging software defined networking (SDN) offers a new way to rethink the defense of DDoS attacks. In this paper the
DDosS attacks are first modeled and analyzed from the perspective of network architecture, and the necessary conditions of DDoS attacks
such as connectivity, concealment and aggressivity are presented. Then for breaking or limiting these necessary conditions, a software
defined security networking mechanism (SDSNM) against DDoS attacks is proposed. The security mechanism is implemented in the edge
SDN networks while inheriting the core infrastructure of IP network. Cloud computing and Chord technology are also employed to solve
the expansibility and consistency problems. The experiments demonstrate that SDSNM is feasible and incrementally deployable.
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Fig.2 Communication process between two hosts in different edge network
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TG, FE i Al kY AL K PACKET IN i 30,183 extract( )T A AE B (W s _id,s_port,sip,dip,smac,
dmac,dp,sp); 3 %18 i X 46 7 B A match_with_policy(-)ﬁiﬁl@@ﬂ%gﬁ R PG B A SRS R IR
B, i T P M RAE AR S ATl o T AR IR LR A, R AR P & LB TE
PLUNZH T SDSNM 2 A $5 503,
&% 1. SDSNM-accessControl.
Input: PACKET IN message;
Output: path /I HAZ.
timestamp<—time(-)
s_id<—PACKET IN[s_id]
s_port«<—PACKET IN[port]
flow[smac,dmac,sip,dip,sp,dpl<«—extract(PACKET IN)
result«<—match_with_policy(flow)
if result is False:
drop(s_id,s_port.flow)
insert_to_log(timestamp flow)
return NULL

else:

A A U S o > e

_
=4

11: d id, d_port<get location(dip)

12: path<«—compute_path(s_id,s_port,d _id,d port,topo)

13: insert_to_log(timestamp flow)

14: return path

IP bk 55 3= WA PR B OG R AR = WL U I 48 58 IFAZ 8 7E Chord .compute_path(FFHIE LWL E . H
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Witi % W3 DHSet M [tgereerMastackAser atiackstaereci] N ITRAC T 108Setser arracts 15 M8 2 2(2) AT LA & ZLIE ) DDoS
Wi

o L, if log[dip] € DHSet and log ;[sip] == log,[sip]
FeN=1,
, other
[log Setse; _artack |
count[log,[sip]] = Z f@,)),log; € logSetse,iamk )
j=1
AttackerSet = {log,[sip] | count[log,[sip]] = max}

VLR T SDSNM Bk [ 2.

&£ 2. SDSNM-traceback.

Input: Ldetect> Atauack: Z; th'P;

Output: DHSet, AttackerSet.

L: l0gsetattack(_get_l0g(tdete;tAtatta;kAtxet_attack’ tdetecnth_ip)
2 for i=1, i<|logSet ;ueil:

3: if log;[dipl==th_ip:

4 flow_volume<statistics(log;[sip],log;[dip])
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5:  iflog/[sip]lg DHSet and flow_volume;= %

6: DHSet<«add(log,[sip])

7. AttackerSet<—Q, i=1, count<Q, ip_set<—J

8:  while Attacker is O:

9: Atseziamm'c:(zi:I D)X Alagtack

10: logSetse; artacké—ge t_l0g(tdete;tAtartac’}cAtsetiattack)
11: for j=1, j<=[logSetse; anack]

12: if log;[sip]¢ip set:

13: ip_set<—add(log;[sip])

14: for k=1, k<<|logSet,e; auacil:

15: if logy[sip]==log[sip] and log[dip]e DHSet:
16: count[log[sip]]++

17: for ipeip_set:

18: if count[ip] is the maximum:

19: AttackerSet<—ip

20: return AttackerSet, DHSet
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