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Abstract: To improve the security and reliability of Internet communications, a steganalysis algorithm for graphics interchange format
(GIF) images is proposed in this paper. 36-dimensional statistical features of GIF image, which are sensitive to the color correlation
between adjacent pixels and the breaking of image texture, are extracted based on differential zero coefficients (DZC) and index
co-occurrence matrix (ICM). Support vector machine (SVM) technique takes the 36-dimensional statistical features to detect hidden
message in GIF images effectively. Experimental results indicate that the proposed algorithm has better detection performance and higher
time efficiency comparing with other similar steganalysis algorithms for typical steganographic algorithms including optimum parity
assignment (OPA), sum of components (SoC), multibit assignment steganography (MBA) and steganographic tools which are popular in
the Internet, such as EzStego, S-Tools4 and Gif-it-up. Furthermore, the proposed algorithm has the ability of universal steganalysis.
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Fig.1 Differential coefficients of color index of Lena cover image and Lena stego image in horizontal direction
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Fig.2 Relation between DZC of Lena image and embedding rate
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Fig.3 Schematic diagram of steganalysis algorithm
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2 ZREREN

hARAIE X Eb S5 1 A PP, 9256 39 7E 32 40 2.94GHZ . T N A7 3.25GB FUBXAR & SIS HL A AT SR 7
Visual C++ 6.0 355 I Se L. 5256 K J UCIDPVE % 72, UCID 547 1 338 5K K/ 512x384 [ R (&l 4.

T 5%, AT 4 b B TR ACDSeel0.0 % UCID w1 -G 56y GIF 4% 30,16 4 B AR 4 128 )5 18 ) OPA,
SoC,MBA EzStego,S-Tools4,Gif-it-up X 6 Firle %5 A 43 % 54K BG A b 1) BRI N B 85 45 JEL, 25 AR RN %
1.0bpp (bits per pixel),0.8bpp.0.5bpp,0.3bpp,0.1bpp K] & %5 KI5, VE Ay a5 B 5 7.

2.1 B—HAREEIGAEN IR
211 R ANRR R S AL

Sh RS I AR SRR B — S TR B A TRIAR TR RS T e ) e 43 55 SCHR [ 7070 66 /0N ik R 00 B 8 v 4 170 308 FH B %
IIMT SR DL R SRR L8] JE T 25 4 G AN B A G TR 1K GIF T A% B s 3 i A 2 AR b sz 6 4 S 0 A 9 5
OPA,SoC,MBA EzStego,S-Tools4,Gif-it-up iX 6 F1 2 7 1) 2 25 {5 7E 1.0bpp,0.8bpp,0.5bpp,0.3bpp,0.1bpp A [ &
A BN BT (AT I 230 SR Ak YR S 0 AT S — S () B o RS AT N R R R B HLIE X 800 5k 114K
151 800 5K B — I (e B 4%, L H,600 5K AR B4R 600 5K K w44 S Il 25 1 45,200 3K H 4% B % 71 200
Tk B BB 0 R U G Sz i 4 R LR 1

Table 1 Detection results for single type stego images
Fel 2RI R R AR I S0 &5 R

g | mAE SCHR[LT] SCiRR[18] A

KA (bpp) |A(%) F®%) M%) | A% F@®%) M%) | A%) F(®%) M%)
1.0 86.00 13.0 150 | 99.75 0.5 0.0 99.75 0.5 0.0
0.8 84.25 125 19.0 | 99.75 0.5 0.0 99.75 0.0 0.5
OPA 0.5 7350 240 290 | 98.50 0.5 25 98.75 1.5 1.0
0.3 66.50 305 365 | 93.00 55 8.5 94.50 5.0 6.0
0.1 50.00 1000 0.0 7150 135 435 | 7525 235 26.0
1.0 8475 135 170 | 98.75 1.0 15 | 100.00 0.0 0.0
0.8 81.50 18.0 19.0 | 98.75 1.0 15 99.50 1.0 0.0
SoC 0.5 7375 240 285 | 9550 2.0 7.0 96.50 35 35
0.3 66.00 335 345 | 88.75 7.0 155 | 91.25 95 8.0
0.1 5425 495 420 | 7025 215 380 | 7075 265  32.0
1.0 90.75 5.0 135 | 91.00 4.0 140 | 97.50 2.0 3.0
0.8 87.00 14.0 12.0 | 91.00 2.5 155 | 97.50 25 2.5
MBA 0.5 80.00 180 220 | 8175 105 260 | 94.75 4.0 6.5
0.3 76.25 195 280 | 69.00 160  46.0 | 86.75 105 16.0
0.1 61.75 27.0 495 | 5250 130 820 | 6750 285 36.5
1.0 58.75 425 400 | 90.75 7.0 11.5 | 99.00 15 0.5
0.8 57.00 445 415 | 89.00 7.0 150 | 98.25 2.0 1.5
EzStego 0.5 57.00 445 415 | 82.00 9.0 270 | 94.25 75 4.0
0.3 53.75 455 470 | 7400 160  36.0 | 9175 7.0 11.5
0.1 5075 255 730 | 5475 215 69.0 | 7500 260  24.0
1.0 98.25 1.0 25 | 10000 0.0 0.0 | 10000 0.0 0.0
0.8 98.25 05 30 | 10000 0.0 0.0 | 100.00 0.0 0.0
S-Tools4 0.5 98.25 1.0 25 | 10000 0.0 0.0 | 100.00 0.0 0.0
0.3 9750 1.0 4.0 99.75 0.0 05 | 100.00 0.0 0.0
0.1 97.00 25 35 98.50 15 15 99.50 1.0 0.0
1.0 90.00 8.0 120 | 99.75 0.5 0.0 99.75 0.5 0.0
0.8 87.75 5.0 195 | 99.50 0.5 0.5 99.00 15 0.5
Gif-it-up 0.5 83.25 6.5 27.0 | 99.75 0.5 0.0 99.25 1.0 0.5
0.3 7850 150  28.0 | 95.00 35 6.5 99.25 0.0 1.5
0.1 68.25 230 405 | 5525 225 670 | 7475 220 285

£ 1 ARKRIEFR F AREERM ARFEER LR, B8R LREENIIE AL
A:%xlOO% (14)

Ferbr o e 0 P45 mh R L RS I 1) P (8K s A DI B R 1 B AR

© PERREERSMROT  httpy/ www. jos. org. cn



FH F AT ESREHAL | A FEME 098 B 18 B 04 2915

F :%xlOO% (15)
Horha R I EHG T B AR G D A e G I B,z R s A U G0 B AR ) e B i
M =%x100% (16)

b w F I G b R BB R o B AR B B s R A D LG b B I A R B
B 1 AT A SO L E 6 Bl s R 3S BAT R F R I 280 R L rh 6T S-Tools4 Fé A 250 5K g £
o T OPAHRAFAMET 0.3bpp B, A SCELVIAT I IE A K38 3 T 94%LL I, W I8 i F Sk [17]4092: B
B SR [ 18] 532 P R 0 20k SR e AR AH 24
o XIT SoC:HRANZEAKT 0.3bpp W, A SCH RS 1E i 223535 B T 91% LA F kil i 07 58 T Sk [17,18]
87N
o T MBAA SR WA S W AR TS0k [17,18]659,5 A N 26 IR I 1t 2638 = 3 vh gt
LR R 5 e R IR T SCMR[17,18] 4532, 2 h 76 0.3bpp fik N BRI AR SCEVEST MBA (RS I 1E i %
4y 86.75%, 3 %l i Y SCHR[1 715098 10.50% . SCHR[18]432: 17.75%;
o T EzStego: SCHR[17159E7E 5 Pk A N %t EzStego 6 285 SR 44 AR AR, W] L 0 AS B 4% 46 il i
AL N EzStego [WAGI g 5 T SCHR[18] 57, 7€ 0.1bpp 1B A SR I, SCHR[18]4 5 LU AL A 2k 240l
fie 77 S D IE A 28 ANl 54.750%, A SC AR B4 DU IE A 28 04 75.00%, 475 2 £ — 5 (A D e
o 4T S-Tools4:3 it SLi0 R FLAT R 407 IR RS DU b SR, B ik N ZRAN A 0. Lboppp e, A SC ARV A% M 10 Aff e 4
SRIEE] T 100%;
o T Gif-it-up:As SCHEVE KR I AR AK AR A AR IR N R ANIK T 0.3bpp I AR I IE AR 4 IE 2] T 99%
DL ARTTAE 0.1bpp BARHR N RIS A SCH VLX) OPA,S0C,MBA EzStego,Gif-it-up B 2k H & Kl ie
RS 01 280 SR A B AL, 4 S R Ay 236 Al 5. 43 B 3G R B R R R T R T B R AR AR R R R
RN IR 0, 0.1bpp ik A\ ZR B, B 5515 I (R AT 545 25 168 A DGk 10 6 i DA B Ay PRI
P04 A 15 /50 T 5 7 S B SO AR AR /S, R BSUER H B0 36 4k 1 ) B % 13 B A B0 B8 AR A1, N T 2 A 1 s
J1853.
2.1.2  FRAFRURE > BT
B T 4R A SRR S 1R T B AT W R G — AR ME RN 7 22,00 T 00 fsz Bl 502w R AT ) BB AR S e T
— BT 1) AR AU (1 U7 8, BRI SRR AR % L e ST
SST=p1x0.6+pg5x0.3+pg 3x0.1 a7
Hrp Py o,Pos T Pos 20 i 36 45 40 £E 1k N % 4 1.0bpp,0.5bpp,0.3bpp 1418 FrIKS: I TE ff 28 38 5 45 00 R O\
o, AT G R TR W e PR RIVR 5 A S N S K AR R vy S A S 45 R U A ik N ER
i RS L A 256 o DT b, T ol 00 L A A 00 o S R AR A PR BRSO T R A T M S I AR S R AR AT ) AU
FE A SCIE B . fI(1.0bpp,0.5bpp,0.3bpp)3 Filt B AT AR RN 26T (1A I LE A 2. 0 SURFAE A Ry R N 26
TR0 RS 0 I i 2R A AE, D) 7% M 2 A1 RO RE AR 1R DAL % 1.0bpip 6 A\ 28 ARG 0 10 Aff 2R B e A IR R 5
0.6,1 0.5bpp,0.3bpp M 4351 U INAX % %5 0.3,0.1.
A3 VAR SCEE S 16 4E DZC FFE. 20 4E ICM HE4E. DZC F ICM 454119 36 4ENEAE LA K SCHR[ 18145 HE )
OPA,SoC,MBA EzStego,S-Tools4,Gif-it-up iX 6 Ff i 2% AR (¥ 4F1E OB ) e SST, W] 4. B 5 o,
Kl 4. B 5 H REARER T(T=1,2,3,4,5,6)%K /R AR 7Y (1:0PA;2:50C;3:MBA; 4:EzStego;5:S-Tools4;6:Gif-it-
up), AL AR SST g SR S e
W 4 vh R, Z 0 6 B R B A S )RR 2 1 Uk 3 v, 20 4E ICM RFAE X 6 il B2 285 AR (18 S0 J32 3 A4k vy
T 16 4 DZC ¥4k, DZC FAEF ICM R AEX) S-Tools4,Gif-it-up [KE5URE &5 b 353117 DZC A1 ICM 454 J5 111 36
Y AL 0 IR S Ol = 3 B e, 8 W] DZC ERAE AT ICM AL 1 45 4 7T 25 B T S92 40 00
FH B 5 W] AR SCER B 36 ZEHFAEEE XS 6 B 2 A I R B S e SST L R v B AR Wk HE S 2 :S-Tools4,
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Fig.6 Detection accuracies under different embedding rates and different number of training images
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Table 2 Detection results of mixed training model for single type stego images

T2 RGBT B — S T R G s g0 o 1
A | B EIg SCHR[18] CHk[23] '
(bpp) B A% F®%) M@®%) |A%) F®%) M®%) |[A%) F%) M%)
OPA 98.00 35 0.5 96.00 45 35 | 9950 05 0.5
SoC 9575 35 50 | 96.25 45 30 | 9975 05 0.0
10 MBA 75.00 35 465 | 75.00 45 445 | 9350 0.5 125
: EzStego | 82.25 35 320 | 8850 45 185 | 9775 05 4.0
S-Tools4 | 98.25 3.5 00 | 97.75 45 00 | 9925 05 1.0
Gif-it-up | 98.00 35 0.5 96.75 45 20 | 9900 05 15
OPA 9425 3.0 8.5 9125 45 130 | 9500 15 8.5
SoC 90.00 3.0 17.0 | 93.00 45 95 | 9050 15 175
05 MBA 64.00 3.0 69.0 | 6525 45 65.0 | 89.25 15 20.5
: EzStego | 72.25 3.0 52,5 | 72.00 45 51.5 | 9200 15 14.0
S-Tools4 | 9850 3.0 00 | 9675 45 20 | 99.00 15 0.5
Gif-it-up | 9850 3.0 00 | 9725 45 10 | 9925 15 0.0
OPA 71.00 7.0 51.0 | 80.75 12.0 265 | 7650 55 415
SoC 69.50 7.0 540 | 79.00 12.0 300 | 71.75 55 51.0
03 MBA 57.25 7.0 785 | 6050 12.0 67.0 | 7725 55 40.0
: EzStego | 64.75 7.0 635 | 6550 12.0 57.0 | 7875 55 37.0
S-Tools4 | 96.25 7.0 0.5 87.00 12.0 140 | 9725 55 0.0
Gif-it-up | 8450 7.0 240 | 7850 120 310 | 9650 55 1.5

2.2.2

TRA I B R I 7 a3 R
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2% 8114 (OPA,S0C,MBA EzStego,S-Tools4,Gif-it-up X 6 Flr 2/ 7 [f 2% BG4 20 1t 1) 457 ) P 4%

* 3 HPSEI 45 28 1H,1.0bpp,0.5bpp,0.3bpp X 3 Fhitk N R TR AN ST I I AR TR ) TR A e s B IR A
I TE T 2R 0 SCR[18, 23145032, HLe 4 AR A Ry 3 Py v eIk ) WL, A SC B33 T B 35 e A (K fiE 0
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Table 3 Detection results of mixed training model for mixed type stego images

F 3 IR UGB AR IR £ K 3 R S 45 2R
RN # JCHR[18] SCHR[23] AL
(bpp) | A(%) F(%) M%) | A%) F (%) M%) |A%) F%) M%)
10 |9L75 35 130 | 9200 45 115 | 9875 05 2.0
05 | 8450 30 280 | 8475 45 260 |9275 15 130
03 | 7600 7.0 410 | 7125 120 455 | 8625 55 22,0

2.3 BIRRTEAE NN R
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SoC,MBA,EzStego,S-Tools4,Gif-it-up £ 100 5K &% R RHAE BT H I 18] 26 4 21 T gz 45 8, b T 2542 L 100
7k BUGARR AT T PR IRF [,V A SR 1k B GRS 38 9T P I (1),

F 4 BT LU B A AR SCARL VR BRI G R 0 ST T B I 2y =3 v e/ B I — i PR BRI T 35 R B 24 2 3
MR85 E Y 1/2, HAS X SCiR[23] 52 1 1/100. 5535 I (A  Ze A K Ch AR SCHRVE L SCIR[A8) R . SCIR[23]) 5%
SRR [181 530 1% s 1) 28 R A T A S 50925 P 2 8 D DR A T HL R P 0 A O TR B AR 4R B R A3 R A I, T e AN 15 3%
Gl 5 iZ G EPEME HEEAN 1 MR EANEEE] 1A 256x256 [0 TTAE B, I 1240 B dE 47 — 4k 8 5Ll A8
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PP Z AR S EL . X AL 3 A T5 1 dk 18 AN K/ 511x511 ) 4% 73 L7 &1 JF 0 A e 2 0y HOT
P AT A LA e o T B P R e, S SO A A R L I A G I P B T A2 2% AR v R RE Bl K R ),
DR] S S0 V25 B ] 2800 AR AR SC ARV A0 R ORI 38 4 17 2 ABA I 52 A% V550, B AIG T SRV Ik (] R A
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Table 4 Time efficiency of computing features

R4 CRPAESREON AR A g 45 2R

14 WAL | KB SCiR[18] Ciik[23] e
kK (bpp) | Hi | T(s) V (s) T (s) V) [ T(s) V (s)
EES 0.0 100 | 65.09 0.6509 | 3636.83 36.37 | 32.88 0.3288
1.0 100 | 6558 0.6558 | 3647.29 36.47 | 33.05 0.3305
OPA 0.5 100 | 65.09 0.6509 | 3646.,51 36.46 | 32.71 0.3271

0.3 100 | 65.03 0.6503 | 3612.15 36.12 | 3251 0.3251
1.0 100 | 65.08 0.6508 | 3643.86 36.44 | 32.65 0.3265
SoC 0.5 100 | 6495 0.6495 | 3643.39 36.43 | 3255 0.3255
0.3 100 | 64.92 0.6492 | 364229 36.42 | 32.27 0.3227
1.0 100 | 65.80 0.6580 | 3645.73 36.46 | 33.15 0.3315
MBA 0.5 100 | 65.27 0.6527 | 3644.01 36.44 | 3293 0.3293
0.3 100 | 65.11 0.6511 | 3643.23 36.43 | 32.66 0.3266
1.0 100 | 65.55 0.6565 | 3645.10 36.45 | 33.07 0.3307
EzStego 0.5 100 | 65.22 0.6522 | 3643.08 36.43 | 32.74 03274
0.3 100 | 65.17 0.6517 | 364199 36.42 | 3258 0.3258
1.0 100 | 65.53 0.6553 | 3653.22 36.53 | 3257 0.3257
S-Tools4 0.5 100 | 64.88 0.6488 | 3643.70 36.43 | 31.59 0.3159
0.3 100 | 64.86 0.6486 | 3642.14 36.42 | 30.93 0.3093
1.0 100 | 66.39 0.6639 | 3651.19 36.51 | 32.43 0.3243
Gif-it-up 0.5 100 | 65.05 0.6505 | 3646.82 36.47 | 32.33 0.3233
0.3 100 | 65.03 0.6503 | 3641.20 36.41 | 32.32 0.3232

3 HRIE

AT GIF G ) SRk st -5 6 A JG IR 0k A X P 515 35 1D 0 €00 A P PR B O DA B xR 0 0 B ) 552 T
R GEH T — P T 220 T REON R I LA FERE GIF MR K% 23 b 5005 B0 2 b7 5 206 45 R W), A S Sk
X2 R GIF BB a5k B e s TR AT R OS8R 46 8 P a2 W (K e 0 A8 PRAIE AGL DI fE
3 B TRV IS $R g I 1] 204, S PR i Bk — 0 ) T AR G AR S A 32 R 0.1bpp AR A A D0 B XS 4% Fl
GIF P& ks A RN 1 BE
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