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Abstract: Abuse of anonymous communication systems has introduced new challenges into network administration. The effective
identification of anonymous communication traffic is a prerequisite to prevent such abuse; thus, this is fundamentally important for both
theoretical researches and practical applications. Existing researches mainly focus on the confirmation of anonymous communication
relationship and cannot be used to identify and block anonymous communication traffic. To solve this problem, the operation mechanism
is deeply analyzed and traffic characteristics are summarized for the widely used Tor anonymous communication system. On this basis, a
TLS fingerprint-based and packet-size distributions based methods are proposed to identify Tor anonymous communication traffic,
respectively. The advantages, disadvantages and applicability of these two methods are analyzed and discussed in detail, and are validated
by CAIDA dataset and online deployment. Experimental results prove that both methods are effective in identifying Tor anonymous
communication traffic.
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REERSCIEIR . L IROCHFE ) N 2 O e 2105 e 28 0 B A48 A5 AR 48 12 Tl I 2 DR R AN s
0L R I B3R ST BT I 5% 28, D TTD g 199 0% T i 3 6 A R4 R4 A% i S I a2 DAy sy S it 47 38 £ R
e U2 RIMIG A8 I B 42 B A 2R 6140, e 2 4 35 2R 0 O FH 3 0 59 B P 2SR A1 1 190 4 1 D, a7 S 225,
AR SEE I 28 08 JU) SERF 4m ) 030 B SO R 3 RIVIRS T35 (U1 MISNLTCQ) A% AiE I AU SA I % 2 Y . et 1 BL A D 44
2% N K 2 SR AR A I M 55 T LAY SEE I b 4 308 4 28 49 ) T LA i B v 8 I e 42 3017 38 408 1) By e, DAL i AR S 1
JU A BT O ARAE I b 44 T 2R GEREAT D AT SR AE AN T DRI W I, SC T ARG AT I [ 44 015 AR 58 B 44 G
RY.

P A4 AT AR GEAE DR W0 45 ] K FAA G [ IRt T 8 A AN ik 201 B A0 o JHG I it o 4 0 5 484 44 47, FEL

2 T FR AR 5% 28 O B A4 0 4 JU R AR R 2 (AR I PR B3R T2 B AR, A RE Al 2 T £ U 1) 0 DA 0% & O A
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Fig.1 Tor system architecture
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BRI 24 OP AL M BB I BB 2N T sy op )9 5O S 105 0502 2 0/ s R0 e 3 B & 3136 H 1) i

Onion Entry Middle Exit Destination
proxy node node node node
TLS
handshake
Create C2,
E(g"x1)
Created C1,
E(g"y1) H(K1)
Relay C1, TLS
{Extend,OR2,E(g"x2) handshake
—> _____
Create C2,
] E(g"y2)
Relay C1, Created C2,
{Extend,g"y2,H(K2)} E(g"y2) H(K2)
Relay C1, Relay C2, TLS
{{Extend,OR3,E(g"x3) | {Extend,OR3,E(g"x3)} handshake
- >l ————— -
Create C3,
E(g"x3)
—— ]
Relay C1, Relay C2, Created C3,
ﬁExtend,gAyLE(HS)}} {Extend,g"y3,E(H3)} E(g"y3) H(K3)
{{{Data}}} {{Data}} {Data} Dat
- [t b > ata >

Fig.2 Procedure of circuit creation on Tor
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Client Hello #} 3 &, &% i Server Hello,Certificate,Server Key Change 1 Server Hello Done 1% 4 441 3. H: 77 Server
Hello #3075 70 IR 45 5 i 7= A= P B ATLA5ORIT GG 455 110 26 R 4, 10 5 A DHL S R 285 5 A e Wl a3 28 i Tl = 85 4, %8
X503 35 P RSA, 215 B B 1 5 % Jin & 5.3 9 AES;Certificate % 30 4 IR 45 28 AUAIE 1545 &, i% A 15 (1 Tor F2 /3% &£ 1%
2 /NEITEET 1 #X;Server Key Change R CEL{ DH % £HA8 BV HP IR 55 25 i 1R 23 T S 250508 43 RO I R 25 44 5
Server Hello Done &7~ I 45 4 bify 2326 45 %% 7 i /E B2 2] Server Hello Done i 35,42 BT 5 B EH I & 15 %
,DH B A8 B % i 1K) s T3 %0 H Client Key Change )% 3 & 3%, [A) i & 3% Change Cipher Spec 3,
W J5 B3R S 30K KRI85 1 38 47 i % Finished R SCEL & T % 7w AN E S FE AR 56, T
12 T 1 FEIGAIF AR 45 2% vitg MR 4 T 3= 254 . Client Hello #1 Server Hello #1 3+ (1) BE ML B A= 1 AH 7] 1) £ 5 25 40, R %
Change Cipher Spec F1 Finished % 3¢, 2 I, TLS % 42 78 v 45 0.
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Client Server
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| |
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g
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|
| ClientKeyChange |

Time

ChangeCipherSpec
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| 4

|

ChangeCipherSpec |
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Fig.3 Procedure of TLS handshake
Kl 3 TLS EHE# LR

b R, OR 5 K IEH) Server Hello R3¢ B 1) 4% 45 44 [ 52 » DHE_RSA_WITH_AES_256_
SHA,DHE RSA WITH_AES 128 SHA,EDH RSA DES 192 CBC3 SHA iX 3 Fii%#2 — Certificate & 3 H 1
X.509 IE 15 i OR 17 A4k 2 /)N B H 587 A2 i, 12 0E 560 4 1 3 BEF 5 IOROGE B (19 AR P L3R 1. A i RS A
P E B xyz LK EN 8 7~20 A7 7 RS SC - BE I RENL AL A 7 H BT AT HI K TLS 25 M8 E 2946 50
i (http://www.openssl.org/docs/apps/ciphers.htmI#TLS_v1_0 cipher suites ), Uk 154 B o] — B 1 F~5
(http://www.thawte.com/ssl/web-server-ssl-certificates/index.html). AUR HLA4 R G & 44 B A — & & S, A M Tor
TR TLS RN R AT . X509 B b B IR 4105 o SRR AT 25 42 0K . 2 A0t TR 25 2%
N 1) SR AE BE 2, T TR0 Tor i .

Table 1 Tor certificate structure

F 1 Tor IF P

TE -5 RAE
JRA 2
FP 5 AL (]
ECE AT SHAwithRSA
NHER UE-B A
ST IEH4
AR MU 24 75 Www.xyz.net
LR RS www.x'y'z’.net
A R ) AR FCE - IR 1) 7 24 i I )
E R A ) A AU F)+2 /N

2.2 BURAIBFNS T EETIE

e R A T PR O R M W AR iy 11 (BRI A 9050). HEA S FH R Pt il C . Socks AR 2E(127.0.0.1:
9050)EHE A OP.2Y OP HC N H A2 7 I B )5, — IR EX 498 7715, A A 498 71 K RS I M EAT IE 7, JF A 4%
REEER b 3 PR A2 1 S SR AT R 0 S S S N Sk - B G 512 TSI Tor {5 To 54,28 B
TLS JZ -0 % A& .

Tor IR ALFEAN e K& LRI B libevent(http://monkey.org/~provos/libevent/) i 5z 2 44 A1 5 A4 14 41l 56 K.
FARI,0P FEFA — AN N GE X RN — AN H 22 b X R )P 83 Socks AREL SRS N . FI AN .
M H AR B2 I, OP A AN G2 o X S B s, — WX B 2 TR EX 498 719, AR JG A H 174 a5y rh R s RN
T IR £ U N BB B 2 2 0 TR IO Sk B I N 512 A SRS T B AR T
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BA B 255 A N o DX R R AT B, I 4k 2 R A, T R S e I B IR A S R S S R R
e X P TCR T REZ S N TLS 5 &b X 4R 5 45 70 A Hh (145 0 R W] B8 22 b 5 N % H 2%
PRI B —AME 0 R % A 4 TR B IR A, — RS AR TS N e X L 5 — RS A T
g2 X RS ON TLS J2 % 9 K 1% . Tor 5 7o 4 M an ¥ 4 Pros. &l 4(a) A Tor i &4 HIM5 T0 4514, K& 4(b) 2k HdfE

e AR T H.
2 1 509
Circ_ID | Command
(a) Tor #5Hil{5 7T
2 1 1 2 2 4 2 498
. Relay . . :
Circ_ID | Command Recognized | Stream_id Integrity Length Data
command
(b) Tor H#E {50

Fig.4 Tor cell format

OP M4l SCALBRRFR QI B 5 FroR.

Encrypt

Bl 4 Torf5cEi#

Circuit: Queue of cells Scheduling
Cell payload Cells

Input Output
buffer buffer
Chunks T lChunks

Socks port TLS

write buffer

¢ Chunks

TCP
send buffer

'

Fig.5 Procedure of cell processing on OP
K5 OP Y midi SCAL B AR
e RS B OR 7 UM Bl 1) A FRIR AR 55 OP Mg A7 AN /), OR % s TLS 152 4% v X v 152 R 5 2 iy N 4%
WK b I LA RO i N G DX R B AN R R R e B R A 512 475 AR A2 05 1) AT 58 0 B
il %5 R A JE AR A5 JT I Cire_ID 7 BOR 245 TN AH B BA A P OR 19 ki3 2 M5 TC A B AR AR 40 18] 6 T,
EE 5 FE 6 R X IEICE AN TLS S X o i J5 4 TCP Wil £ 4. Tor 1 OpenSSL
(http://www.openssl.org/)SEHL TLS JZ % . TLS & 3C i TLS it~ I ja i s fvy S E0EES MAC DL 7
T B R B S ] 7(a) TR A Tor 22 XA TLS 4] SCHGIN— 781K TLS i 35, BRI T 55 28 ¥ TLS 4R SC 4544

wmE 7(b)His.
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‘ Circuit 1: Queue of cells

Encrypt/ Scheduling
Decrypt
Circuit N: Queue of cells
Cells Cells
Input Tor layer Output
buffer buffer
Chunks $ ________________ | Chunks
TLS TLS layer . TLS
read buffer write buffer
L — Y
TCP TCP
receive buffer Network layer send buffer

t }

Fig.6 Procedure of cell processing on OR
K6 OR 1Y ridi SCAb B i s

1 2 2 n 20 12
Cotfiegt Versions | Length Data MAC Padding
types length
(a) TLSHR L4
5 20 12 5 512xm 20 12
TLS application Padding | TLS application Padding
record header MAC length record header Cells MAC length

(b) Tor(HTLSHR L 44
Fig.7 Tor TLS packet format
Bl 7 Tor TLS ] L 45y

2.3 WXKE D HHE
HEE 2.2 WERR AT AL, TCP RIEG M X P AL & — Ak Z A TLS ]R30, 54 TLS |LHH — A £ A Tor
5 TCHRSCIX 88 TLS L4 — N EE A TCP R 3L K% % TCP Kk X 345 & /> TLS R 3,1 & A~ TLS i)
S m A Tor 15 T6HR 30, TCP & 3K 28 X Fh 3 MK B R
512xm+(5+20+12)x2xk=512xm+72xk 1)
1E R 4% de KA S B (maximum segment size) Ay M, ) R9 25 2008 %52 381 1 Sl A9 g S B2 (37 TCP i SC 5 1)
PO 1N T M AR AT R 23 T R A T A A B2 i AR HR S AR G TS AN 16 L)k
{(512xm+72xk) mod M} )
BT 3L R RE 2 7 AR A BE IR I ok MR RS RTINS MAESE 24 Tor Jit 52 ¥ ML 2B 4R SC 3 3L o m AT
k BJBUETEE B TLS B2l TCP RIXZZ P XK FE vk g . % TLS B KR W,TCP KIEZ MR S,
A

lgmgts%J 3)
1<k<{%J @)

I IV [7 P 3 A2 -
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512xm+72xk<S 3)

AR T 586 XM T k=1,m=1 B TCP K& X i 1 #d A< f, RT A5 — A TLS 43¢, Hi% TLS R3¢
o AL A —AME TR L.

A Q) ATk Y Tor W& A i R4 SO BE, 0 2 M=1360B, W=16KB,S=16KB I}, A ()47 363 B AR T
A TR, R SR TN

(i) m=1,=1MSCKSE A 586 F-715 0 B TCP ARIEZZnh X 7 —A> TLS 43¢, Hi% TLS P& — M5
TS (P 8(a) T 7R);

(i) m=2,k=1:ARCKAEN 1 098 F75 % B TCP RIEZE P IX A —A> TLS # 3¢, Hix TLS L A& A
{5 JeR 3L 8(b)FTR);

(i) m=2,=2:4RSCKJER 1 172 F45 0 B TCP R IXLZ X 1A A~ TLS R 3,54 TLS & —4
5 TGRS (U 8(c)HiR);

(iv) m=3,k=3:4R LK JE 410 F745 % B TCP RIEZZ e IX i 3 4~ TLS R3¢, B4 TLS | s —AMME
TCIRSC (T 8(d)FTR);

(V) m Ak R HADAE N R SCKBE v R 110,262,774 255235 K.

20 20 586

IP header | TCP header | TLS

(a) IPFR LA 14 Tor TLSHR IC: 5867
20 20 586 586

IP header | TCP header | TLS | TLS

(b) IPIR T2 Tor TLSHRSC: 1 17257
20 20 1098

IP header | TCP header | TLS (2 cells)

(c) IPHRCH A 14 Tor TLSHRIC: 1 09857
20 20 586 586 188

IP header | TCP header | TLS | TLS | TLS

20 20 410

IP header | TCP header | TLS

(d) IPHR 3L 4734 Tor TLSHRIZ: 1 36041410575

Fig.8 Packet format of typical size
K8 LR R LA

FEVHE H Tor Jit & SRR SCAR BE (R it B, 45685 LI B/S B C/S B (OC T-3E B/S FI C/S 44438
AR, a0 P2P 8 WA 3.3 )1 Tor )2 7 FH AR P (K U B4 A0, il LA YA 4 HE 24 0 780 K R S H R 1 A0
KN L BE T A5 H Tor Wi B4R SO B 40 A0 R AR 7E B/S B C/S SR M2 R f 5 T o 300 5 %0 70 i o L /b ik 3t o
T e 25 48 i 302 [ K S04 . 2% 7 i ) T 338 SRR SO BRI 12t /0, 3 L I SRR S 222 ) A — s B Il [ e, R i 4R
SCAEIR IS Tor 9 a5 5 I AN 55 & 2B HE A IS, T 4 S JBE 32 2258 20 2 (2) o6 B 1) m R ke [ 588 /N (0 U B 485
SR H Tor W B AR SO P40 AR AL AT U140 0 20 B i R K B 4R S0 R B B

P M 25 % it A% B 1149 K 2 25008 A6 38 T Tor 19 SURE R B 25 5 7= A R SCHEBA, HL A 714 2 il 250408 K /I 1) S50 T A%
A, T TG R B B 2 M 238 A 20 ol FE At A 82 1) 48 S0 B SRR L8] mT 46, 2% - i 2 L 21K Tor 3t & Pl SC K
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