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Abstract: On the basis of a continuous process, the recommendation trust model is built for depicting indirect
trust, the most complicated trust relationship. The model is also significant for the security and reliability of an open
environment and open systems. After the factors influencing indirect trust are quantified, the filtrated
recommendations are regarded as samples from the normal process, and the Bayesian estimation value of posteriori
distribution expectation is obtained from calculation. Next, after an elaborate discussion of the trust evolution and
the relationship between trust value and trustworthiness along with some propositions and proofs are proposed.
Experimental data show that with the capacity of resisting malicious attacks improved, the model gives a more
effective and precise result, which is also consistent with mathematical deduction.
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INF,sr A A SP IR AT 32 4 M LA 1K) SR SR A sr (FHERE 2 S AR T SR AL HE AR 5 AT B A SC AT FT AN O 1 2 FF
6 sr 5 SP Z IF A AEF AT DG &,
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Table 1  Simulation experimental parameters and notations
R 1 BHSLRSHAT S U

Parameters and notations  Possible values Description
SP 1 Service provider!™; trustee entity
sr 1 Special service receiver; trust entity
SR 1~50 Service receiver™: recommend entities
¢ 0-~1 Precision of the direct trust
n 1~+0 Times of interaction between SP and sr corresponds to &
Steps 1~+o0 Times of recommendation iteration
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h T W FEHEAE S AT B, AR 22 B W) T 43, SP 1 st 2 [ AN FAEAE B 448 0, A M2 AT W B HE A
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k= ”;”‘Exk =% Rk MV ¥ SP R st 72 0 1N %12 BT 77 42 50,100,200 Al 500 ¥ FI4AS 1,4 k=1,H]
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Fig.5 Experiment results of recommendation model
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Fig.6 Experiment results of filtrating malicious recommendations or not
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Tablel 2 Effects on indirect trust of using filtration or not

2 RLUEHLHBI HERE A AR b

Steps R ARt
P ZE  MZEE (%) | P ZE 2 5 H (%)
50 0.014 017 1.752 10 0.027 683 3.460 39
100 | 0.008 891 1.111 39 0.028 400 3.549 94
200 | 0.006 503 0.812 834 0.023 202 2.900 27
500 | 0.004 959 0.619 824 0.024 001 3.000 15
1000 | 0.004 434 0.554 311 0.023 165 2.895 58
2000 | 0.004 139 0.517 411 0.022 955 2.869 34
5000 | 0.003 983 0.497 918 0.022 438 2.804 75
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Fig.7  Compare with Beta distribution model (n=200)
Kl 7 5 Beta ALY HLALSS R (n=200)
M T LA

1)  Beta 70 A7 B 28 A 2 W S, O HLISC S8 1 38 (i AER JL W SIOH FE el OF ELZEAT S8 o0 T B A
AE A A5 JEL INT 1) P 32 S84, P 7(b) BT 7S AELRE A SCRE R RE 8 £ A7 RIS T1] Py TRk A 80 22 1 A 19 £ £
B, HF o Bk RS AE 2 J5 AN o 5 A TR IR SR 48, i 2 DA AT AR B 20 oty b1 /s Y TRl 38 2 36 Al
Beta M IS 5 At T+ Bernoulli 1 72, Beta A5 70 A5k Y4 52 (1 #4745 B2 A B 45 L IX AR 2 3
AN SRR £ B 2 TE 22 1K), T AT DX 00 59— T T, € JEA I W AR A A v B 1 e 4
7 B HERE T TR) B A5 AR RS, DRt R A7 R S B £ A e A T B I IE T RO 45 2R

2)  HIsER S5 RN LUR 45 Beta S0 AR AL IA RIS wi, AR E PEAR 22, JU HLRAE HERFIEANTT 4R I B, I
Bl 7(c)s B 7(d) I A SO (R IRV B0 AEAE AT A6 I B2 B AR A R R WK T #2245 A2 L g
A 381 8 9 165 T A4 P DL 0P 75 30 0 6 RO T B A . el LB Beeta 7317 7% 5 ST, 3 1 Beta A7
ANKEE 1A 5 A2 AT A i B o A S B D DR B B R RE AR AR 7R B 0 S B £ R 3 SR A R S L
B R € B, A e K BOE AR IR AN I b 4 5 S A7, B I 52 SRR A5 B 5%
WA 5/ B P 7 rR DS 06 45 R TR

3)  Beta BERLICIEHRBRVILART BORE AU )52 000 BIALE 28 45 i A7 AR S0 A (R IR AN REARIERE D SR
V4 7 0 A2 L 1, S B B AL (0 77 76 B Beta ASS TR f 17 5% . 1 SREAE WD Ui By B AT AE 55 22 1
SR, U Beta AR IR R R A A (B2 AE AR IR NS TR] DA i T (0, BT T B3 A ol 80 22 541,
WnlEl 7(a) K 7(b); S A A AE AR HERE WA AEAH S IO 0, 4t B 7 (c) B aas. T A6 AR SRS v JUUAS 474
RSO AR S R SRR AR AR D B AE A e T IR AR A 1A A 6 e T Bt A 36
A FR AT A0 A BCHRE ABOA T) 5 A A 2t At A [ PR A A A 4 17 35 A0 301 15 s 00 38 11 £

© PERREERSMROT  httpy/ www. jos. org. cn



3144 Journal of Software #fF% 4Rk Vol.23, No.12, December 2012

FIAHZEAR K, TAT i, Beta #5204 py 3 LA B 1) s DR DG 2% 5 ARX A [ i
N T e 20 LRI g UL S AT 2 O B X Beta RNV HLRSUE SR 10 YR SIE:, I Hd
TEAT I3 AT v 0 R LA 38 P o i A TR ) TR £ A 450 Ml 22 (AN B4 0 22 11 2 LU UL S 36 LR AR S SR n P 8
7SR A SCRERY E Beta SR SEODURS G, 1 28 i 22 AR O HAE RS IOFR SR P, 2 TSI & R B AR,

—— Beta BB T34 M % — = - Beta £5 %4 i % LL 451
—— A MRS AR 2 — e — A SO i 22 LL 461

0.030 3.0

0.025 | A ] ; 125
S
0.020 2 | TV 20 3
BN ! R
E 5015 i ; 15 -
= i
0.010/ { e B W
[ B

0.005 et e e 0.5

0.000 L __f__i__}i 0.0

1 2 3 4 5 6 7 8 9 10
B S50 7 1)

Fig.8 Experimental results of models’ accuracy
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Fig.9 Evolution of indirect trust in the unsafe environment
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Fig.10 Factors that have effects upon the speed of convergence
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