AF2#IR ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn

Journal of Software,2012,23(10):2817-2832 [doi: 10.3724/SP.J.1001.2012.04193] http://www.jos.org.cn
O [E Rk Bt AT 5 T RSB A Tel/Fax: +86-10-62562563

S R B 4 IR L A AT AS B S BT
LERM dpg" Ihn!

YR TRER S THENLRNE SRR, BRIT M/RIE 150001)
200 2% L5 A8 B AR [ 5% R o5 s & (AL mbis v K 2%), b5 100876)
B RTE LR AR B, BT W /RIE 150001)

Analysis Model of Key Management Protocols and Performance Evaluation for Heterogeneous
Sensor Networks

MA Chun-Guang'?3, ZHONG Xiao-Rui'*, WANG Jiu-Ru!

!(College of Computer Science and Technology, Harbin Engineering University, Harbin 150001, China)

?(State key Laboratory of Networking and Switching Technology (Beijing University of Posts and Telecommunications), Beijing 100876,
China)

%(College of National Secrecy, Harbin Engineering University, Harbin 150001, China)

+ Corresponding author: E-mail: zhongxiaorui@hrbeu.edu.cn

Ma CG, Zhong XR, Wang JR. Analysis model of key management protocols and performance evaluation for
heterogeneous sensor networks. Journal of Software, 2012,23(10):2817-2832 (in Chinese). http://www.jos.org.
cn/1000-9825/4193.htm

Abstract: The traditional ways of estimating key management schemes, which only test one, or a few
communications, are not comprehensive. With the increase of heterogeneous strength, static analysis will become
more and more complex, and finally lose its referential value. First, a key management framework in this paper is
summarized. According to the strategy layer of this framework and based on the classical cluster model of the entity
layer, a key management logic (KML) model is proposed. This KML model involving colored hierarchical Petri net
and generalized stochastic Petri net extended the energy place. Next, by making the Top layer key management
strategy and Button layer energy comsuption model as the core, a KML model for key management is built to
support and represent heterogeneity with tokens to help the analysis and decisions. Finally, the performance analysis
methods are discussed, including energy consumption, latency and lifetime. The experimental results show that
KML model is effective for analyzing the short-term and long-term performance and can help scheme designers to
improve their schemes by discovering the bottlenecks and hidden perils.

Key words:  key management; model; energy consumption analysis; Petri net

W OB AR RSV IR A B AREATA B0 T AT 4 T ik LA B B, LR K % AR
G S K T e AT EE Bt A A B A BK AT LV, B A T S AR E A AR i T
ok LB AR LE A SF 454 Petri B ik 1B it R B HEAT AR AEH R 32 A 45 45 40 TF 4 7 4745 7998 # (key management

« LT H K HARRHASL4:(61073042); Akt M HE K 27 P £ 15 A8 4 A 1] 5% T 55 5 56 55 T G 8L (SKLNS T-2009-1-10)
W R I TE): 2011-06-15; 5E Fs i) 1A]: 2012-02-15

© MEEEERRAEIFTIT hup:/ www, jos. org. on



2818 Journal of Software k3% \Vol.23, No.10, October 2012

logic, ] # KML)AEA! A& oA 47 Bl B2 69 Top & %540 F 22 F 5k A= Button B AE3EAEA! h 428 5 T H4AE B W)
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Fig.1 HSN key management framework
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Fig.2 Strategy model for key management
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o RTS BB #MANTHE S, — M #AT RT LAl —ANTUHACE, BRR RT JreE JUIHI Sy 52 DL (super), & 4k
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HEAT 59145 TR FEARI TR T Ak (R 83, ) DA A 5 0 4 T Rl R EL AT R A 10 B 2 2 ORI A FELRE ) L TR
DU 7 AT A5 A 560 R B 3 BT
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P 3 45 Hi I HSN %5 818 B S A 70 | B0 M 5 g vl s 8 0 1 A BER G 5 A LR R AT T 2 1 i
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Fig.3 Top layer HKML model
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(2) IEHIBITE p2 T SLL (4, ,0,Iv1,) IR A, N Z P R A A s, B N AU (6);

(3) IEHIBATE p2 IO S LA (g ,0,Ilg) 138 568 S A 11 2 0 B0 N R 38 F2E BIT pe, 5 N L BR(T7);
(4)  IEHIBATE p2 T S LA (4,0, IvI,) 3 5 ) {5 55 T I 4% HE N AT A5 B T EIT ps, i A 25 R (7);
(5) IEHIBATE p2 T S LA (A, A8 WIg) PR3 SR AT FE Ik S0, 9 5 (1] 21 1E I8 AT 4 pos

(6) MNRFXTLL (A ,0,Ig) IR I py 1 IR W1 55, 06 2 B N Z UM EERT o, Bk N BR(7);
() RGN pa I LA (A, A8 V) i 2 JCRY , 10\ 25 8 25 0 00 A% 52 S 0 11 T 7 515 2
BLHEE (A8, 28, W) il K 5057, 50 357 s 57 [0l 1 1E % 1817 45 ps

(8) BT LA (A, AS, IV, [y 28 F ik o0 4% HE AN HER S po;

(9)  HERAETT AL (A, A2, IV Fr 2 5k 9 44 EAHE 55 py

FFAR A0 8 LA (5 token K4 BRZ0 5 K 70 22, 00 01 S Mg 000 . SO0 L S 1 SR Y R XA AR
FAAFIRAT AR ) PR il 8 7 S 50 4 A 1 [ 00 T £ T 6 80 A8 SR AR SR RS [ 5 78 [l — A
Bk AR R AT 4.

2.2.2 Button JZfig AR

e ) 5 2% FE AR A TE 2 P TR R AR, 3 13 B Ay AR 25 PRI A 118 7 2 0 e e AR B i
KBRS B IR B0 DA S P AT RN L o1 7= 2 Al o 0 1 1 P 1 A . B P 5 40 77
it RV S0 FF A5, A T 70 2 R £ 3 5 DRI s A Sl 8 A L 0 £ L B i P A 06 e AR A0 T A7
BB 22 VR 45 M _EA T TR 4 0% (R0 R AR 2 R U2 10 R R 2 i) L2 P 4R N L e 10 76
S0 S IS JE M R AR, L I i A R RS U RS 1 L T P 4 BB 5 1 S B Y SRR B O, 7T L
B R4 A P B RE I IS % B R 7 84 v r K R A o R, O 3% B RE R 5 A B B A e TR B L
A5,

TR A(a) %, 5 Sl A R S W 42 T4 S R 0%, HC VI R 11 e AL 35 Pl B REAE o, LSRR
BRRERE .M RIE DT Py S BT R I, A o A T A i R R B SR S I A T, B S R DU A
B U, T SRR e R M 3%t R AR A

Bl A(b) 37 7% Sk B2 R SR A A R R AL 17 045 L B i A5 S 0 ik By I 4 M T s T
BEAb T IR Py sl IRIRAS Py, 3R M LL rp AT rg 15T 1 BERE T 2 005 FE A It 01 SR Ak T DR 5, 00 75 25 Ak % e A1
SR BB P T t e U MR 1 A4 DR M, G SR Ak T RS B ATty B 5 435 S, 0 P iz
T AT AR IR 36t

(a) Sender (b) Receiver

Fig.4 Button layer HKML model
Kl 4 Button  HKML #i%!

JE T 55 AR AT S B A o UL AR 1 AR 2.
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Table 1 Symbols for sender
F1 RETRTUM

Ve it AT
T X AL =X MR
P1 RIEH ty ks & (A4, vl,)
P2 fa & ts IR B — B ) (A5 A5, M,)
P3 R A ts B RER (4 ALM,)
P4 R ty SRR (4),0,Iv1,)
P fEIEMERRE |t 2R (4',0.,)
ps ERKIERE | 6 P ALk (A4 A8, M,)
pr R t I BCREREEEE (A A0 )

Table 2 Symbols for receiver
2 MRS

VBT it
JEE i =94 | BT =94 R
p1 15 K% P - ty RS S (4,25 ,)
p2 WITRA r t HEAARAR (4),0,Ivl,)
ps  EREINESR S — ts SF B S (A28, 1,)
Pa PRIRCIR 2 s ts WoE (A, 2¢,1,)
Ps il e — ts HEANBIEEAERE  (0,0,IvI5)

223 ZRIE St R
TE[F—ANFR IR M R AT BB A2 22 AN A8 IT (] I i AL 52 it 4% A7, 3 rp — AN AR X P S0 it 00 o) L b AR X 1) 502 7t A
T3 A8 I 2 18] 36 4 B2 U token PR IO0. 0 1 A7 e s 2K b 5 it 2 DAy TSIt A 3 6 s STt R DU A 4% 3 4D e
RN HL AT R M 4 T n PR SR, AR IR MR IR TN TS AR I A M AR A HL H B e
TR AR TT 20 B AR Gl o TL WA
(1) #H3IeHNTNTL VeH tIvI<t.Ivive T,
Pf(M[ti»: z M(pi) z Z M(pk)

piet Tl pe et 2)

P, (MIt;) =0
(2) %En S HﬁTtﬁTL/\ﬁ(EltVE HﬂTvﬂTL),VtJ € H,tj. |V|<ti.|V|,)n\lJ

R(M[y)):(z{ > ﬂkf]x0.5+[ > A ﬂfJxO.S

t eTL t eTL (3)
P (M[t;) =0
AR b3 St U, A AT TL 2800 AR W I A3 A ) I it s A AN A7 Tt e P A5 9 2 1 3 B de
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Fig.5 HKML model of low-energy key management protocol
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