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Abstract: The current weak state routing schemes cannot facilitate in-network queries effectively. When a query
is given for an item at an arbitrary node, disturbance in unrelated routing entries are likely stronger than the useful
information in the right routing entries. Consequently, the majority of queries are moved towards wrong nodes. To
solve this problem, this paper presents DWalker, an efficient weak state routing scheme-based design based on
decaying bloom filters. DWalker uses a bloom filter to represent the summary information of resources at each node
and then propagated a bloom filter within a propagation range. The amount of information in each bloom
filter decreases exponentially with the distance from the source. DWalker makes the max propagation range
less than the expected distance between any two nodes; hence, effectively tackling the problem of multi-path
propagation of a decaying bloom filter. DWalker replaces a single bloom filter with multiple bloom filters as a
routing entry and holds more routing information. DWalker can ensure that any query can be forwarded in the right
direction with high a probability that is based on the proportion of bits set to 1 in a bloom filter and the least number
of bits set to 1 in an entry bloom filter for a query. The analysis and simulation of results show that DWalker can
make many queries that can be forwarded in the right direction to achieve a high query hit rate with low cost and
low delay.
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Fig.1 Anexample for weak stating routing
K1 GRS B Rl
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Fig.2 An example for adding x and y into a Bloom Filter
2 ¥IGE Xy HINE] Bloom Filter H K 45 ol

2 DWalker

DWalker 15 A% AR 6T 1] BEATL I 26, 5K FHAK 48 205 94 Bloom Filter Sk & AT Al A% 6 458 N1 5 3L W R
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&% 1. rev_snd(Node src,BloomFilter bloomfilter).

1 get src node BloomFilter arraylist srcBfArray from UP neighbors list;

2 1% bloomfilter I X src 57 s (1% HH 4% H o

3 if (3bfesrcBfArray! full(bfubloomfilter)){

4 bf<—bfubloomfilter;

5 }else {

6 srcBfArray.add(bloomfilter);

7}

8 bloomfilter<-bloomfilter/d; 1178 bloomfilter

9  forall neighbor i from DOWN neighbors list ITSEBT A AT AR S5 s Bt 45 H
10 rcv_snd(i,bloomfilter);

bfubloomfilter: i X4 bf 5 bloomfilter )42 £ 5”;
o full(bfubloomfilter): s Xk #5 bf & bloomfilter BE47 #4475k "1E 5705 M 2 1 1 LA A B0E 385 1
BRI SR A true, 75 1) false.
22 BHItE
EX 1 44 X f& 3L Bloom Filter bf, 4 0(x,bf )& s 7EX B bf HHAT G H xeX 1 b1 9 4 A5 5 i B
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O(bf) B O(bf )=m- adif [ H43A77, I vpr m- >k TR T~ 45 58 1R pe A1 i, 25 A5 s ALACHE AR b 01 VR v o8 55 1 B E
4 H ¥ Bloom Filter [} F1 2% 4 45 25 > % 1 4% B 1) Bloom Filter W 1 1 DA 1K 52 B LA 2 H b 98 U5 %
% 1) Bloom Filter 2113k i i H1 4% F 3 9% 8, W F 5 HH %A % th 4% H 1K) Bloom Fillter (91l S48 t. 1 H A 98 Y506
1) Bloom Filter 21k 1%#% 4% H ) £ 7% CB0RT LR R 53 (1 77 1%, o doe K AR Fan e g h Je A v B & g
IR B2 CR) B AR BEUE N % 1K) Bloom Filter 2274 45 AL s B AT R 7 Al o, I RAAR vHELACEE B AR BEUR 0
1) Bloom Filter 11k 1 ¥ 1 4% H H0 5 b 28 3% CEUTE 501 At
2.3 BHEX

KA T 357 Bloom Filter () 55 IR 2 i th1 S35 HEAT % 1L N B FE 2% 1 25 H 1K) Bloom Filter 15 A i)
Bloom Filter 47 5@ 55 (H 0 1 1) EE AR A7 A 208 R (Rl 172 98 415 5L B ) 9 %t 4% B i R & v B b Tt
B 5, FLE o R ) e A L OE AR R R4 H R 0 R B AR R B, S B A A SV R TS B H WY
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Bloom Filter,DWalker 715 H % tH 4 H 1) Bloom Filter 5 X1 (¥) Bloom Filter #E4T* 518 8 54 1 14 ELEAr
ANB G FAE 845 1235 i 4% H ¥ Bloom Filter 55 5 #i11F) Bloom Filter #4752 8 5 {4 1 1F UL AN 40K
TEET I DUBCR MR pe W\ i th 4% B 0 BRI th 4% B LU/ py TA R 18 H 4% B A R B 1 4%
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&% 2. DWalker(Node curNode,Node srcNode,BloomFilter query,int distance). {

1 if contain_resource(query) {

send resource to srcNode;
return;
}
if distance=h return; IIh 2k S R AL PR 12
for all neighbor from UP Neighbors
for all BloomFilter bf of neighbor’s routing entry BloomFilter ArrayL.ist
t=critical(bf,h—distance,m,k, a.pc); HVE S SHE
if 6(queryabf)=t {

© 00 N o o B~ WN

10 DWalker(neighbor,srcNode,query,distance+1);
11 break;

12 }

13 return;

14 }
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Cost(u —» V) = ((c -1 p, + (c -1 p,cp, +...+ (€ —1) p,(cp,)™) +
P((C—1)p, + (€1 p,cp, +...+ (C—1) p(cp.)' ) +...+
P ((C—1)p.) + @+ p, + pZ+...+ ) ®)

Loil-(ep) | 1-pit
=(C=Dp. 2 pl
jZ:; 1_Cpe 1- pc

N(8) NGS5 RAGAERLIL S P ik 2D ik,
3 RHUKW

FAI7E Peersim™ |- S2HL T DWalker, 34 1 55 SQR. 4448 77 vk (17 s 30 1ok 4T i ik s P2 e 45 2 S R k2D h A
T A L= E R ) Bloom Filter, 353X 5 Bloom Filter ffIJFAEAE k1% 48 Ju BE % 1 % th 4% HN#EAT T HEAR.

S S K BVE AR 45 8 288 Bloom Filter [F1 EUREA AN my IEAS BRBLI AN B k. JEIRAR AL d. B KA
B h K pe B py, AN 2R o WME S5 S € 00 MRS B 00 G R, A BRI B AR K 3 h W 3E9% Bloom Filter (19715
MR EW G R S R (RS U7 T SN0 & & AN % 4% H b Bloom Filter (AN i T
R A W REIR Y O h AR SRR AN E S R SL UG SRR 1.

Table 1 Experiment parameters
x1 WK SH

Parameter Value Parameter Value
Number of nodes n 2000 Decaying coefficient d 1.2
Initial out-degree ¢ 4 Max routing hops h 4 (AVG=5.53)
Initial topology random Pe 0.95, 0.98
Number of bits of a Bloom Filter m 6 000 Pb 0.05
Number of hash functions k 16 a 0.25

S0 R A5 AUR AN [N B0 Y5 52 (¥ Bloom Filter; (136 100 AN 4 b 25 0 (1 H bR 35 2, % TE & H
B, BB HAR T RO B0 h BT U AR A0 H AR Y AR R B A ), R St 2 i i v A 1Y
B A A RS DAL &5 R th 45 H oF Bloom Filter N34

345 T I A t IV B 5 AR ol % AR 3(a) B 3(b) R LA Hi:Bloom Filter [ %94 X £k
BNt IO PR BB A AT 3R oADK i L € B EEL Y BB 4 o) BB 75 Bloom Filter ZEv% i XU
I SEL t A7 AE, % o) BEE R RS Bloom Filter 23 j UM AFEAE IR FE t 20, =] 45 BUF fBL 9256, M

© HEBEERAET hipd/ www, jos. org. cn



SAEY F 3 F 9% Bloom Filter 49 P2P W 45550k 9% w1 Fik 2817
0=0.25 X} T+ (pc=0.95,p,=0.05) £11(pc=0.98,py=0.05),t 4775, H A4 1 t S n] e U A H .
16 16
14+ 14+
12+ L 12
‘/ y \ lHH{
E 10+ ] 469 /»& g 10+ W
g g
= 8t 0600000 = 8 909 40000000000¢
g FreBe66666-506-69 ,un’ § pooe eeed
5 plosese: /-0 -Downbound (i) | 5 4liiececssscessece - o~ -Down bound (i=4) |
O Greeces 2™ o Upbound (i=4) O Boccoccssescesccoe ; — & Up bound (i=4)
faes - —+ - Down bound (i=3) faes ~ —— -Down bound (i=3)
4t ool —+— Up bound (i=3) 4t poad —+— Up bound (i=3)
pese - —— - Down bound (i=2) peoa - -e—-Down bound (i=2)
ol ped —e— Up bound (i=2) 21 ped —e— Up bound (i=2_) i
o - —~=-Down bound (i=1) o - ~--Down bound (i=1)
0 ‘ ‘ %‘Up bpund ‘(i:l)‘ f ‘ ‘ T Up bound (i=1)
0 0.1 0.2 0.3 0.4 0.5 0 0.1 0.2 0.3 0.4 0.5
a a

() pc=0.95, py=0.05 (b) pc=0.98, pp=0.05

Fig.3 The bound of critical value t is a function of «
3 I FE t IR Y R TR o) oK R

4 LT ARG R, AWM S ST AL ERENMK LR AR 4@) T, pe=0.95,p.=0.98
i, DWalker i [ [ 25 i iy oF 2, Bl DWalker(p.=0.95,pp=0.05),DWalker(p.=0.98,p,=0.05), 24 34K+ Hi A 3 (4)
25 H I B R T 9 i R RN FL A B A AR 450 15 (tradition) i 1 M [R] — 4B JE B % A% 3% E R I BT 45 Bloom Filter
SEREARAE TR, T iy TP 2GR B T L.SQR SR B 37 S e B0 % eyl R e AR B R A L A K el 4% H
BEALIE B — A1 s R A ) o v 6 B A 2570 e R YR AN B i 2 R R B, B R (E s 0;SQR KA £
5 2w by U 2 e R v A SR R T DR R AR R e ORI B 1 4% B O I PR A T s, A b
BE G #5715 R YRS O B SE 2R B S IR E I, RIS B T 0.4 Zi4s R 4(b)Hr, DWalker 1) £ if
RAr B DWalker(p=0.95,p,=0.05),DWalker(p.=0.98,p,=0.05), H:A% 441 /N - i1 A Z(5) 45t 19 B3 2 WA B 5L
WIEEAE, H 55 SQR SR EL LR 4% S F A% 48 7 v I 2 A 38 1 23 el iz 3z /N T~ SQR SR BN 22 46 5K s 0l 1. F 25 4
Br.SQR SFHL 2 15 S Wk 1) A v AQ Y Bl 5 8571 a2 0 A B30 00 B i s RO e {23 150.45 5 K 4(a) 1
& 4(b)n] LAE Hi:DWalker DABUIG B A AR SEBIL T 42 my 1) A 9 i v 28 R EX 22 35 SR 1Y) SQR, He A i i v 26 [
G R v A VA U 2 0 8 o, B %o 7 2 At S B S8 b 4% (W i DL IR K T IE A 8 i 4% H TP s
SR T A 9 A o S I i AR rp A AR SR BT B A A b R R R R TR RO AN L B
—E BT AR b 4% B M o R UK IR E 26 5 1E A B ph 4% H RSB 4 ) AR T R IE B T2
B TE T S R AR IR XA S DR A A R B SRR 1) SQR 1 A 1 iy 2 W PRI, R A AL TR L X
{1 8% £

545t T % e 4% H h Bloom Filter ™% 5 % 7 s 52 SR AN 0¥ ¢ & . DWalker 3 R B 4% H 125 (8] FF
B B B AN B T 2218 5890, SQR i F K 1 A Bloom Filter {577 M 5] — 41 & e 4 44 86 33k ok (1) B 57
Bloom Filter 564, IR 2 4% H AV A 14> Bloom Filter f=5 [a) JT48 4% 48 7 15 th T4 M [l — 40 J e 2% 4% 32
BER T Bloom Filter SEHELRAT T oA, BRI 3L 25 () FF8 14 BK, 28 K SQR Fi DWalker i 3 ft 2 [11] FF 4.

N SZ B 4 W] DU Y AT AE 4507 R SQR 5792, DWalker LLR KT SQR. /N FAE G 7 0 6 th 4% B
' Bloom Filter (¥4, DLBAR K 28 w0 A QA A 480K 22 B0 A 0 i S A o 1R A 5 IR0 AT 38 T8 3 T 88 o 1) 2 v ol P o6

© FEREEB T

http:// www. jos. org. cn



2818 Journal of Software 334k \Vol.22, No.11, November 2011

1.0 e 150 : : : :
091 o  DWalker (P.=0.95, P,=0.05)
081} 3 - ©- - Theory down bound (P.=0.95)
07t = e DWalker (P.=0.98, P,=0.05)
g v > 1200 « Theory down bound (P.=0.98)
= 067 g —— SQR (unicast)
S 057 e —+— SQR (multicast)
§ 0.4+ s O Tradition
C 031t g 50f ,,4”111
02} é e
0.1+ —5— Tradition
0 \ \ \ \ 0 A 3
0 5 10 15 20 25 30 0 5 10 15 20 25 30
Number of shared resources Number of shared resources
(a) Query hit rate (b) Query cost
(a) E sy (b) EHI
Fig.4 Query hit rate and cost are functions of shared resources of each node
K4 Ailgdrh R E AN S5 & RO EAN SRR
90
» 80
E 70 —— DWalker
€2 60 — SQR
5 S 50 —&— Tradition
SE 40
53 30
g < 20
.5 10
>
> 0
0 5 10 15 20 25 30
Number of shared resources
Fig.5 The number of bloom filters of each routing entry is a function of
the number of resources shared by each node
K5 ¥4 H 9+ Bloom Filter AN 4 5 %A Hr 5 R
4 % it

ASCHEM T —FPET 3% Bloom Filter ] P2P [ 4% 554K 25 % H1 5% DWalker.DWalker 2 T4 ] bifi 1 159 %,
K HFa 80 v Bloom Filter > & A Fl A& #4415 s L= W A5 B, B\ XAEB/IE S DN TS TR A2
V) 2 2 %) SO B AR, AN T A7 Ao T 6 9% Bloom Filter 75 A% ik B vp 1) 22 428 I il ;5K HI 22 4> Bloom Filter T A
JE 54 Bloom Filter Sk ik — 15 h 4% 0 7E 224 Bloom Filter % 5 A A2 M 20k BB vt b RN, T 4% 75 5 2
T 1 Bloom Filter, LUK T 22 98 V5 X S A% B 4N B 24 11 1 4% H b BT B AF 19 2 11 ; DWalker 43I it A # %1
LR Bloom Filter [ ELARFAL AN my WA BRBUG AN ke RS d. SoRAL S EE 25 h A& Bloom Filter H{H 4
IR B (7 AN, DA 06 (R 8032 49, 1F 82 1 %A Bloom Filter {8 2k 1 (4 L AR 7 AN B 55 K L A3 (B4R R0 28 @), LA A%
T B R SR 4 H 2R A VS IE R A 1 A B 7 A BRI St A A5 HE N B AR B AL % A
{14 75 V¥ S UK A DL A i 0 AE 2R DA MR I B eh 1), SRS DLASE /S B 2R P AR U AR IR W R R 1) 9 B BG4y
AT RS2 56 45 SRR B, DWalker B LUBAR I & 400 . 3R/ 1 4% H v Bloom Filter )4 45, 48 406K 2 £ & vy
S IR AT AE 38 B T 8w I A R

References:
[1] Guo DK. Research on peer-to-peer networks based on Kautz digraph and Bloom filters [Ph.D. Thesis]. Changsha: National
University of Defense Technology, 2008 (in Chinese with English abstract).

© HEBEERAET hipd/ www, jos. org. cn



SR 58T % % Bloom Filter 49 P2P M 435K A 54 &y ik 2819

[2] Zhang YM, Lu XC, Zheng QB, Li DS. PST: An efficient search algorithm for large-scale P2P systems. Journal of Software, 2008,
19(6):1473-1480 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/19/1473.htm [doi: 10.3724/SP.J.1001.2008.
01473]

[3] Hodes TD, Czerwinski SE, Zhao BY, Joseph AD, Katz RH. An architecture for secure wide-area service discovery. Wireless
Networks, 2002,8(2/3):213-230. [doi: 10.1023/A:1013772027164]

[4] Reynolds P, Vahdat A. Efficient peer-to-peer keyword searching. In: Schmidt D, Endler M, eds. Proc. of the ACM/IFID/USENIX
2003 Int’l Conf. on Middleware. New York: Springer-Verlag, 2003. 21-40.

[5] Rhea SC, Kubiatowicz J. Probabilistic location and routing. In: Lee D, Orda A, eds. Proc. of the IEEE INFOCOM 2002.
Washington: IEEE Computer Society, 2002. 1248-1257. [doi: 10.1109/INFCOM.2002.1019375]

[6] Bauer D, Hurley P, Pletka R, Waldvogel M. Bringing efficient advanced queries to distributed hash tables. In: Jha S, Hassanein H,
eds. Proc. of the 29th Annual IEEE Int’l Conf. on Local Computer Networks. Washington: IEEE Computer Society, 2004. 6-14.
[doi: 10.1109/LCN.2004.32]

[7] Hebden P, Pearce AR. Data-Centric routing using bloom filters in wireless sensor networks. In: Alex H, Begg R, eds. Proc. of the
4th Int’l Conf. on Intelligent Sensing and Information Processing. Washington: IEEE Computer Society, 2006. 72-77. [doi:
10.1109/ICISIP.2006.4286065]

[8] Hsiao PH. Geographical region summary service for geographical routing. In: Corson MS, Das SR, eds. Proc. of the 2nd ACM Int’l
Symp. on Mobile Ad Hoc Networking & Computing. New York: ACM, 2001. 263-266. [doi: 10.1145/501449.501455]

[91 Yuen WH, Schulzrinne H. Improving search efficient using Bloom filters in partially connected ad hoc networks: A node-centric
analysis. Computer Communications, 2007,30(16):3000-3011. [doi: 10.1016/j.comcom.2007.05.055]

[10] Acer UG, Kalyanaraman S, Abouzeid AA. Weak state routing for large scale dynamic networks. In: Hou J, Ramanathan R, eds.
Proc. of the 13th ACM Int’l Conf. on Mobile Computing and Networking. New York: ACM, 2007. 290-301. [doi: 10.1145/
1287853.1287888]

[11] Gilbert R, Johnson K, Wu SM, Zhao BY, Zheng HT. Location independent compact routing for wireless networks. In: Petrioli C,
Ramjee R, eds. Proc. of the 1st Int’l Workshop on Decentralized Resource Sharing in Mobile Computing and Networking. New
York: ACM, 2006. 57-59. [doi: 10.1145/1161252.1161267]

[12] Chan CF. Mole: Multi-hop object location in wireless mesh networks [Ph.D. Thesis]. Hong Kong: Hong Kong University of
Science and Technology, 2008.

[13] Kumar A, Xu J, Zegura EW. Efficient and scalable query routing for unstructured peer-to-peer networks. In: Knightly E, Makki K,
eds. Proc. of the IEEE INFOCOM 2005. Washington: IEEE Computer Society, 2005. 1162-1173. [doi: 10.1109/INFCOM.2005.
1498343]

[14] Bloom BH. Space/Time tradeoffs in hash coding with allowable errors. Communications of the ACM, 1970,13(7):422-426. [doi:
10.1145/362686.362692]

[15] Jelasity M, Montresor A, Jesi GP. The PeerSim simulator. 2009. http://peersim.sf.net

Mt e 32 £ 3% Sk

[1] #645#HIE T Kautz EIRT Bloom JEHE 25 99 26 BF S [ 27 98 3] A [ 5 k27 B3R K 22,2008,

[2] 5K me, P B Ik, K A5 UK, 2 R T Bl A SR NG 1 KRS P2P AR G I R4 A Bk B 2 4, 2008,19(6):1473-1480.
http://www.jos.org.cn/1000-9825/19/1473.htm [doi: 10.3724/SP.J.1001.2008.01473]

SREERA (1981 —), Y T 5 AL N 1+, 2
B S A0 O ) S A B o M 4
L

2RI RL(1980—), Y, 1 FIHF 5T 51 ,CCF
23 4, BB AN To 2k 2 Bk 9 45 %) 4
5, Bloom Filters, &4k 0y W9 4% H 1.

& +358(1937—), 93, #0%, 1 L4 7 )il CCF
[ A e SR 5y B O s I W - 9 )
H RGBS R G M AU IS,

© PEBEBSAITT  hip:/ www. jos. org. cn



