243 ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn

Journal of Software,2011,22(7):1413-1425 [doi: 10.3724/SP.J.1001.2011.03820] http://www.jos.org.cn
O [E b 27 B AW T BT A Tel/Fax: +86-10-62562563

£F 48 BEH Web BRSSO S Hil 2
A, WHR, URK, MEE BEE

Ab M IR K2 THEBLERE AR 100191)

Web Service Business Protocol Mining Based on Message Logs

LI Xiang", HUAI Jin-Peng, LIU Xu-Dong, SUN Hai-Long, QU Xian-Yang

(School of Computer Science and Engineering, BeiHang University, Beijing 100191, China)

+ Corresponding author: E-mail: lixiang@act.buaa.edu.cn

Li X, Huai JP, Liu XD, Sun HL, Qu XY. Web service business protocol mining based on message logs.
Journal of Software, 2011,22(7):1413-1425. http://www jos.org.cn/1000-9825/3820.htm

Abstract: A Web service business protocol is used to describe the external behavior of a service and plays an
important role in the service discovery, composition, verification, runtime service trustworthy guarantee, and so on.
Presently, some research has been done on discovering the Web service business protocol from the invocation logs.
Most of these works focused on the control-flow of Web service business protocols that give a temporal constraint
among the operations of Web service. However, the data constraints and the consistency between the data-flow and
the control-flow are also important and have not received enough attention. This paper studies the Web service
business protocol from the service invocation logs and focuses on mining the relations, or the constraints between
the message values and service operations. This paper proposes a Petri-net based model, called Business Protocol
Net (simply, BPN), to describe the behavior of a service. Based on this model, a mining framework is proposed to
automatically generate the BPN model from message traces. Experimental results illustrate that the method is
effective in discovering the Web service business protocol from invocation logs.

Key words: Web service; business protocol; protocol discovery; process mining
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Fig.1 A BPMN for a bank loan service case
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Table 1 Four invocation message logs of the bank loan service

R 4AGEHORSS R Al o

Opr. Msg. Opr. Msg. Opr. Msg. Opr. Msg.
x=8000, x=20000, x=10000 x=50000,
1 loanReq w=001 1 loanReq w=002 1 loanReq =002 1 loanReq w=001
_ u=002, - =001
2 | creditAcc uiOOI’ 2 | loandppr | x=20000, | 2 | creditAcc u7 0.02 2 | loanAppr | x=50000
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Fig.2 An example of BPN and the simplification of BPN
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Fig.3 Process of Web service business protocol mining
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Table 2 Merge result of the second and fourth records in loan service message logs
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Fig.4 An example of conditions generated by Daikon
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4.3 WebfRZEEOM & RIZIZHE

FEIX— 25, FRATT AN Web JIR S5 B F T JEUF 510 v 5 1 Weeb IR 554 141 F) 425 J 0 240 R B ARV 5577 10 0 B A
P8 PR 55 SRR A0 S o025 PR T 0 0, 0] 7 o005, 3 L JRATT AN T Al A o, B 3k 3 2 8 JEAR, HUAR B0
401 T 225 SORR[13]. 1 2, o R U AT 81 i I ), S S5 TR Petri PRI AT 4R AR A o
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Bk E LAFEEPANGED) a,b Z AR RAERAT HE&E WA 4 FioCHk:

o JEfkia>pb, X BACHAEAE — DR, Hrp b BERTE o J5 IR,

o B :a—pb, M HALY a>pb I H b ya;

o o K:attyb, HALY a>* b T H b3+ ya;

o JEK:a|pb, 1 HALY a>yb 3 H. b>pa.

IS5 W7 a5, B ST I A AR B P ANIE 3 2 TR B 06 R IR X 8 00 R e M 5 ViR Petri AR
{1 25 i 4 45 AR L PR 9.

PATIN H oS EAZ 40 Web JIR 55 008 FE 210 55, 1T BLERAS Web JIk 2542 F0 80 h Rk 55 R 3 0, 9 s Ho B
H LS BPN 2R, B A A 45 1l 22 T A Web IR S5 FH AR IE 1) BPN A28 DLtk 75 926 AR AT D3 3 N H 249 1
Web Mz %510 H H & 34T 1248, 3845 1K BPN #28Wn1E] 5 Fron. Horb 52 IR T o005 BT 3k 45 (1) BPN BB AE R 58 4 1
SUANTE W ()30 77, i A8 3E loanReq B A& R 45 1 FHAGTE S [ 25 AR ST, v ()50 3 1R 3% 8 43 Sl = fl e 4 A1 A8 &

T MNP 6 43 B A2
eq Ack

Fig.5 Process of loan service derived by « algorithm
5 HUT DY RIRS WA B H SR ok ok B A R
4.4 &R WebBR 5% O &9l 55 1l

1558 L _EAD BRIFERL b w] BLE— 28 & B Web JI 5545 11 b 55 P 130 S 2 S ARUR E 58 3 2D 3R 43 (1) BPN
RRERL PR LAl b, A1 ] Web IR 55 11 5 S A1 R B0t £ ERI R 153 10 2030 20 A0S JEREAT 97 Ji, AN T 3R 45 70 42 ) BPNASE Y,

EX SEIE-TIFXRR). 2 W={w,...,w,} TR 4 Web Ie55 1AM Bl WVi=1,....mH w=(mo,co),
(my,c1),. .. ,(Mpcn) N TG dv 23T a,b FEAF c:D—boolean, 7] IR B sk € L HTF R &R

o FMFPRIR: a——wb M HAY a—yb, HAFAE—DIFH] wy TAAAEAR RIS AFH B (a,¢)(b,cp) 13 55T

¢ %L

o K N:d>pa H HACKAAAE AN RBOE R miewj,OSi,jgn,,ﬁ;"I",demi.msg,Fmi.opiH_ m;.io=1’;

o Hith:a>pd M BACHEIE — D IRIENE mew, 0<ij<n I dem.msg,;=m;.op; B m;.io="0;

o XS d—owa AN mew,0<ij<n,H deD(c),f %M ¢ BAL.

S AT BRI oL P B R OC R MY R IR 5T ¢ ML OLR 2T a MIARTE b AR R R R S5 o 7l
L L w ok S5 A U A R Y wie W, H wi AT AR ZR 0 2645 B (a,c0)(bucy), AT c=Vilcancy) AE VA 50 FR E U
HLAih b, BATTEY WA R Web ik 45 12 1R 55 Bl R S BRI SE 1 Bios L addCPlaceBefore Hl
addCPlaceAfter T 71T AT « J5 1 N5 15 BT ,addDPlaceBefore | addDPlaceAfter R 7n{EAZ LRI+ JE AL
I 2T insertCondition 37 AE42 i i [T 5 15 4k AR TT 2 (A4 N — /N2 B T R — A S AP ARTT , 28 ¢ o ixdk
AR I (145 insertSynchronizerBefore R insertSynchronizerAfter 3R /n1EAR L5 H A Ay I A 5 4k 2 045
AN NI — NP ARIE . A i ok AL PR IRATT AT LUK Web 45 11 T B H &b B 392 3
Web JIk 55 £2 H1#) BPN 7Y 5] 6 IR T 2 AT 0 77 v I kA5 I ARAT BRI 95 456 111 FR Mk 55 b SRS 7.

BIE 1 Web g4 PO Wl & .

i N BRI R S B W, a(W)=(Pyw, TwsFw),

Web i 45 % N f¥) WSDL 344 (name,OP,MSG,Fysp;);

credit
Access

loan
[pprovel

© HEBEERAET hipd/ www, jos. org. cn



280 F TN 8B &9 Web IR44E 1 b S5 4R 1421

i th:Web JI 5% £ 11 ¥) BPN FL3L N

IR o FLL I 25 R a W) R IR NI R

1. Pcy=Py,Ppy=I=0=2,

TSI 11 _E PR 1 2 P L R 5 A2 2 R

2. for each m;ew;am;.io="i’ \w;e WAt(m;.op)e Ty do
3. I=IU{addCPlaceBefore(t(m;.op))};

4. for each m;ew;Am;.io="0’ Aw;e WAt(m;.op)e Ty do
5. 0=0u{addCPlaceAfter(t(m;.op))};

TS N 10 L PR B0 e T A B 5 3 22 )

6. for each dem;.msgrm;.io="i’ nm;ew;nw;e Wnt(m;.op)e Ty do
7. I=1U{addDPlaceBefore(t(op),d)};

8. for each dem;.msgrnm,.io="0’ nm;ewaw;€ Wat(m;.op)€ Ty do

user ; '
D

amount credit
<10000 Access

loan loan |

Req Ack
amount|_ loan Toan
>10000 Approve \ Ack

loan /
Amount J

Fig.6 BPN model of loan service derived by method of this paper
6 RHIASCT ik 46 UK BRAT BT Web IR 554 11 AP 55 B

SRVE T DA P A5 (R 4290 5 SR A i N, 45 7 Weeb I 552 VIR b 25 B8 S50 e 1RO 55 D45 T 23 KL T o
S, B AR TE 50 AR 5 1K — R AR AT 5552 55 1R 55 U P 9 R A S AR R 52 e M O 3R TAT B B 5 B Web
555 4 1 09l 45 Bl S0 P i) 52 2 At 2 22 300N TR) 7. 2% F8 31 Daikon T2 H A B S0 U o5 105 () 53 2 1 # J
22 350N IR] 0 AN S0 7 ¥ 1 5 2 A 2 T 90 £, 3 6 K 22 0T 45 B U025 9 1 2 PR 7 35 oK 642 T
LAERZ I

5 SKIUITfh

5.1 X

A T A L S R AR ST 5 I A R R R R AT VAL, AR R B8 T R 7(a) TR A B
AT WAL R Web k45, 111 7(b)~ & 7(c) o, 38 Rl B A= B Ha 5 I 6 461 () BPN A5 284 g
U7 EIEAT, e 3 BPN R T4 101 A 1 R 45 A8 5 i 1 9 JEL AR R AR SC 7 6 3 e SRk A T 42 98, AT
AT T DL IR 4542 1 B 25 S B R A2 0 A B L 45 P BPN B 55 i BPN A R HEAT BLX, LA
JE HT A B IE A L i F2 32 22 8 a6 P A~ BPN AR B AT AR AT AR 5 LU P AN ABE 20 = A (R 47 2 e 1) i 2
P 77 AR R 20 56 A A A T A 4290 25 SR TE A B R MK FROX R 7 VAR A BPN B 3EAT Ll X, H R i P A
R 2 8] FAFAE AT 7 51 A %5 (trace equal), iff AR AL AR B X _BATSFG AT AT 76 25 5.
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A ”<>* \‘

| Mine business protocol |<f/ ‘ ‘
7~ -
v /S~ Synthetic ‘ a<10 b=false e

| Create BPN |— —————
¢ - /// ///
[ Simulate BPN |28 //,’

’ /
| Obtain BPN runtime log |4 ——Fr——
/

-
-

[ Verify BPN F-—--= BPN
e = — e — —
(a) The workflow of simulation experiments (b) Case 1(Condition): b=Tpe, ifa>10
b = false, ifa < 10
() ISR (b) %M 1(5)3g): )b = true, ifa>10
b =false, ifa < 10

c

e ‘
Min

‘\ Input Output]

, Max

() ;
(-

GXeNo!

d

(c) Case 2(Concurrence): ¢ =min(a,b)
d = max(a,b)

(c) Tl 201 %): {c = min(a,b)
d =max(a,b)

Fig.7 Process of simulation and the cases used in experiments

SIEESR il e wiEFIES ]

1§ B2 ] TDK1.5 JF &, IF4E—& CPU Ny 1.86G. WHE 1G ) PC _F5¢ il T 9256 AR FH B LA % 1
PRE AKX P B HAT I BB AT, A RBH AT E 100 JOB AT IS IR P AE SR BAD s M 3ERl BT bl E
3 b o} 3K 7 A 370 40 o () Web Bl 45482 T 45 D BUEAT 429, JF HE AR M 3R 45 B 7 Tz 1) BPN A2 42090 45 L 11
Gt a1 8 frow, Horp BPN R 82 S K H (1 Web Jlik 254 1Y 55 HRiL.

BATTHE — 25 X AR ST VR I TR A HEAT T VAT, LI o) R A S 0 P T B H AR 0 R B A O AT
W1 AN 2 VR R AR 4%, 23 B RLIZ AT 77 26 1 000~10 000 4% H &, LA 1000 2 4733647 10 413540 525, 3545
4T A T 4 43 0 dn 1) 9 BT B R T L L 5E R 10 000 4% H s 3248 B KFERT 4 8 53 5ms, 3% Fift 5 4% 14 A )
T4 X K 22 B 45 b 80928 i 3 5 o0 0 2 T AR 52 100 58k st DA A B A1 Tt 9 738 380 AR ST ¥k o - AN [ 4900 1 1) I
B A — 5 22 ) AR B OK BUR ) AR T, ) — S 4810 100 AN [0 20 388 77 2 1) Bt D) 8 g ok 22 0, B b R i B AR VR A
TRALEE . SRECECHE 203 . SREAR 20 SRR 80 R 1) K T 5 6 g 2 L A R I (1 205 88 2 99 Ak B R 3 B B 0 I 24
WX P 80 43 W7 R I, 3 S T2 2 DR 4 FAL B8 43 35 K8 S g T AR S A 488 T 3R BBCHICHR Y8 24 o ) 75 222 4
J Daikon T. 5,35 VLS04 5 305 2 28 3 B4 AT 36 8 17 985 K T T A 310 4 £ o I B 900 ) H 20 e 3 E g s
2 B L VER K (H 4225 BRI AR AN TR I 2 1 A T Ak 8 3 R R R SR I 240 R (1 e R Y 5 T R R T
TSR ARAL, T LATE 5 S5 A o BA St P e 43 B &5 SR 9 BH A SC 5 305 (9 BT IR) 8 2 L T T R (R A 4k 3L it
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alpha-test

CTL_%CE'H finputl, {oﬁlt‘l
Detze=10
A ragl®

c{:@caa
o
Toutputi, pivtput0}, fowve

=

(a) BPN mined from case 1
(a) ZE0 1 #9045

TSR BPN 7R 8 1]

89 Web JR 448 10 Ak ST 8

Lotk e AR, AT LA T 52 B 1D e 55 B 025 3l v

alpha-test
o

sta,

finputalfinputs}

min QP utC} ‘ {w&"“éﬂ J':'jsmputEl

JinputBfImin}
fmaxd,
Synchro[;o utputl

CTL_| P_AC1 Ei:
L

{outputChiou putD}

CTL_PEACEZ1

utputlC}

ed

(b) BPN mined from case 2
(b) ZEM) 2 f4Zz 4 45 R ¥ BPN A5 20 4 ]

Fig.8 Screenshot of BPN mining tool
8  BPN 424 T H St &l

65007
60001
55001
50001
4500
4000
35001
30001
25004
20004
1500 _~
1000+~

500+

Prepare
Data constrains mining

Control constrains mining
Synthesize

Time cost (ms)

2000 4000 6000 8000

Service invocation record count

(a) Case 1 performance

(a) =B 1 TERESHT

10000

Prepare

9000 Prepare
Data constrains mining
8000 . .o,
Control constrains mining
7000 Synthesize ~
6000 Z
5000 -
4000 == s
~/ o
3000 5 P !_’_f_,/
2000 -
10004 —
0 T T T T .
2000 4000 6000 8000

Service invocation record count

(b) Case 2 performance

(b) Epl 2 Phae T

Fig.9 Time cost of mining with changes in the number of logs

B9 25 dhiaed A A I 1) O B I R sk B H AR A 1 2t

1423

10000

S 25 R AT 0] LA Rt A Web Ik 551 FVE S0 F R 424t Web IR 55 B0 B SCRE RS, HL LI 8] T

AL B2
52 ¥ it

5 S R p AT R I, AR SCOTVELE N T SEBR IF) Web 45 36 1M 25 B ORI F2 o A2 704 — s A

PR, 3% 3 25 2 5k [ Daikon T B F0 o803 [ 5 1 PR
ST H A& M GE v 3 A SR A H0I 2 18] R 29 JROC R 11, R ke W] g
o AT T 22 1 RGOk RN AR TR 2
MV 28 Fp SR R 78 43 2% AR I A 0 B SR A B A5G BPN BE R IRAT ) — @ 4

%, T Daikon T.H
X Ffrigt 22wy L

© PEREEBEARETT
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RURAT I ENFFA—E AT & Web g5 £ 10 3l 3 A ST VA RAF 19 BPN BEREXT T Web JIe5-4% H ok st 1
FRE AR AP IR 6 25 o A R

HU T oS0 8 5 0 BRI, ZE SR A BT Web 55 B 171 10l 55 0 Rt b 20042 0 1Ay U R ) A o — 2R
TR IOME 55 PR it oS5 TE R R B . 1 T A S5 5 B T ok I v S5 2R D e i K 7R T AT 3K S8 . —
JITHE, 2 Web A 5545 1 A oI 0 vE DU AU AR I, JE438 b 25 B SO T8 0 i AR SC U5 V3R A I A A T o
e P2 75 SR B AN, 0 T K 2 B0H ISR o S SR B T8 30, AR SO VR I 2 mT DU L HEAT HE A 12 9 1)
377 1, a5 B R AU R 5 S SRR B 2 (]2 AT P 51 A 4 (trace equal), I ARBERY b 58 4 AR 45, AL, B2
(78 35 IR T BEAFAE A 22 AN I 3K — s JF AN S S W AR SC 5 A8 R 55 D A2 4 32 55 P B R PR R O, K
2 B 55 (10 PN S O R S DL T A0 0 R LS IO U A 2 SR 2R A9 22 A2 Y PR P B T AR R 45 A T A A
FH R 55, DAL b B R AL P #6894 38 B S3UAT DA — SSCRID A I AN e 3o 70 5% 0 P 3 2 Tl 3 1R 22 57 25 B P
B ATSCTFERT TR 2 B 55 735 .

6 LM T—FHITIE

AL B TTIRAE BTN Web IR g5 PSR 4 il /UG 17— R HAR I A S A2 7705 F T T 2% 18 Web
I 55 B0 U30 AR B0 S A4 A TR A RS I — B30 2 AR A 1 38 [ Iy A7 508l 20 SRORN P TR 20 3R 1K Web iR 55ty
WHET Petri W, BATTHE T — i3 n T B0 A 3 (1) Web il 25 #2 HUBE R ——BPN RS 7F Al B 3R T
T HEM Web k55 VM A S ALIZHHE S A5 4 T AT (TR R HESLH FI ] Daikon TR A o35 73 3 58 B
i P L AR TR 20 AR 8 B2 ], SR i 15 R P A ST 1K) A R i B B — S 2 3R e e 17 S 56 56 i
TASOTT A RN IF PR e T A ST VA S FE .

HAT, Tk 2 425 1952 Bn Web HR 5 1 1 A8, AR SCHR Y PR R34 R REAE SIEB I 17 i 55 PR A Ik A R AR S
IELRE AL R — 2 AR b B ATTHs T 2% 18 G e 71 B <2 T BT A A S5 925 1A PR A, 0 AR SO VR AR L ) J 20 R
S80I T SR 1R Al A7 SRR 8, AR JEEAT B A RSt oy — T i Boek H i Web ik 251 T H RS 8= (K BLIR,
ARG WEAEA SO VA M B AL 4545 EBhINAEIAR, S ulil i e AR 73R I Web 55 R4 1145 8.

Buft AR IRAT R AR S 5 Rl 1 B KA IR P R 2R A SR A A KRR 51, JE R R
SRS R OR K 2 R B AL 2 5 i 1 e 55 B P 277 1 URBURIE 149 22 TR [ 2 2 7 Tl JE FL IR Bt i s TR
REZ AT L) 2 B BATT S8 R T AL 7 LS 5
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