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Abstract: In today’s Internet, it is wery“difficult for network operators to discover prefix hijacks in time.
Considering the autonomous‘charac;eristic of the Internet inter-domain routing system, this paper provides the idea
of collaborative monitori?]g among multiple Autonomous Systems (ASes). This paper also examines the design of a
new method, ‘named Co-Monitor that detects prefix hijacks in real-time. In Co-Monitor, every participant AS
exchanges self-defined prefix-to-origin mapping information with the others, and they monitor local BGP (border
gateway protocol) updates respectively. Once some participant discovers that the origin of information of a BGP
route is inconsistent with the learned prefix-to-origin mapping information, it notifies relative participants
immediately; thereby, Co-Monitor can help participants detect prefix hijacks quickly and effectively. This paper
presents the detailed design of Co-Monitor, evaluates its detecting capabilities, and also discusses several related
problems. The experimental results show that Co-Monitor, with only selected 60 parnmpants is accurate with 0%
false negative ratio and 0% false positive ratio. 1
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Fig.1 Idea of source prefix verification in Co-Monitor
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Fig.2 Idea of collaborative prefix monitoring in Co-Monitor
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Fig.4 Influence of prefix hijacking on the robustness of Co-Monitor

4 Wi HhFER Co-Monitor HLAME T K 520

© PIFEREBARPEIZON  hups/ www. jos. org. cn



2590 Journal of Software 3k 3k \Vol.21, No.10, October 2010

o &tk

Co-Monitor HLiil nJ #8252 22k [ 4Bk & % Bt A B 4 h BT AS G AMUEIFE T AS A1
B4R P IR ZI it 7 R4S a, 54 AS G Ok i (¥ 5 I 38 AN nT LA B IR 2% a Bk B W28 f 0 id Jn
T LI AT DA 3 By i SE At 1 0 28 ORI O A0 B X AR KB T IR ES a R MA RGN At
[5 i, Co-Monitor A1) 75 ZLER it S A GENL Bl Y8 4 ¥ B i3 . 53— J5 T, Co-Monitor HLHIE Al e 23 Z F2k A N
W5 H MBS RE A S ESH =4 T B E R, 5 5L DoS MU, 1X 2 5% Wi R 4 K1k BE, ™ E I HE
BN R RE. WA R A 258 XE, WK EF, XA ] 8L JE 5 T8 S8 Br b o0
Co-Monitor ALl ) S5 A7 B, FRATT7E 28 5 715 23 VR A1 12 i) J0AH 753X B 3T 75 2 W A, Co-Monitor AL IR 1% 42
AR B0 i LAk 2% 22 15 35 1Y) DoS T oK IR R .

o BAE I

Co-Monitor HLHIMHEH:E . 2 A RNE (S P8 2 AR B OCEE . M B4 303X 145 Co-Monitor ALHIIF 1% 1
A3 5 % 2 B 3] Co-Monitor ML T A 48 B IPE 1 1 R 2 A0 g b kR e A 3 8 A P84 ) A AN K
DAL, AT D B D D 2 S A R LA R Ak Zé‘@,({ﬁh%ﬁ&iﬁﬂJ‘ﬁEi&i)ﬁE//'\‘i%F%%%.HJU%
FLEB I Co-Monitor MU BRATT 4 A T 34342 I (10 g b 1 AR s A e T 40642k — g (10388 A5 R B0 77 3k
AN, Ky ik B TR e vk B AR X R gt A A 0 221 H AR #3141k, Co-Monitor mﬁéuﬁ%"%ﬂmﬁﬁmﬁ@iﬁ b
/T AE FE4Y. L 21, Co-Monitor HL ik 7 T sk 1 ) g 3 ik Eééﬁjaﬁ\TCF\ii _EW%ﬂﬁ%i&ﬁ?ﬁ%,ﬁﬁlﬁﬁﬁﬁ%
NSRS B *

L BATEAAUA  Co-Monitor HL%UEFP&?%@%EC‘%M@L HREN . HEAS. RAFEH. M
g DL AW IS A 2.
3.1 KA a0 3 !

0 45 (0L IBE 19 P T AT 136 R 2011 1P 190 4% 1% ) 545 7T 2 5 R4 B 6 10 3%, Co-Moniitor 2452448t
A S AR P TSR K A S AT TR AT 25 P 2 55 AN 1P 4% 182 A 5% 3F Co-Monitor AL i 75, B A
DU2S 007 1P bl 7 8 10 i 64 A/ 2, SRR A 7 8 ) s AT T S i 0 2 ) P ) ) 8 3 ¢ 8 1T
f&. 3 Co-Monitor Z 48 ff4dt 4 b 2 4 1 1T BGP % 1 3R 6 rh A7 A6 (¥ 2L A B 48 AN AR 6 18 BAT 1 15 A B e P A
45 5%F Co-Monitor HL = A AT o] 5 1.

FF- 3% ] Co-Monitor AL A VA R G010 5 (L AS A), i 5 AS A 7 19 B #% a (1) 1P #uhik addr 5 AS
A 1¥ BGP it R e b w5 5 AT 4L P i 2 451 addreP, IFRATZE P o AS A [ CHERT 4 (key prefix). it 4%, AS A
B ) OGB48 AT A 2 A IX AT RR Y AS A TR CHE AT 44 (key prefix set). SR, 52 S< B 190 44 3@ 1) 20, b
USRI A S M RO (A SRR AEAN R YA R e B SR B0 AS A T SCHERT S BT Be s A —
PR ELEAT S AS A 2175 1 B BT 200 At T e 2 R — £ ) -

S (5T A W 2% () kb P, Co-Monitor HLiHI 25k AS A E%E@%%@%ﬁ%%%%ﬁ ERGEF MW O HEE
— 3 AR IXAN ER X B AS A 7F BGP it RGBS 1 CBET A EE AT 3 M 1) AS A [ K EERT 4R
EAHANEA RIS P;2) ASA El’]?%ﬁgiﬁ% P W AERH BL7E BGP i 1 R4+ () DFZ(default free zone)
DX 3) ASIR] VA BRSO HE ATSEAN RE AR R th 3R AT 2Lk VA RGN S AT S AETT BT — AN S BE R 42,
h AR L, AR S b S E_I"J%Yidiﬁlﬂj FlE FRGE IADC B i 48 A 5 DR A 453K A A MR A o X ) b Ak
3.2 ;wwm g !

BATBR T A2 0GR PRI BINE S 53 ,1% PKI 451 E 5 F R,

S5 T EAE 3 JUEF5:1) I TIAIE#> RIR(regional Internet registry)(LL 41 APNIC,ARIN i1 RIPE 4%)
f DR FLIBC 94 8 A A A HTE AR (RIRCert);2) I FIMIE FA R EEAN ¥R R LA PIIEAS(ASCert);3) I F-AIE 0
% ) IS U 2% 2 BHAIE 5 (MonitorCert). 76 1% PKI H1, 2% RIR &1l LLUZ IAIE 10 (CAs), BT A2 5 2 W JLE T RIR
45 B ORI RIRCert E-15.RIR FFZE4 A A BN — ARG 5 4% RK—A ASCert iF 15, 1% UE 134 A

© PEEEESAIITOT

http:// Www. jos. org. cn



—ARPIMLAGRE, 1M %

HF ASCert 355 W I AAEH §

WO 2 AR, 1?””'
FORF N AL 1?:1
% PRI B, LG AiE 45 1 23 RO 46, T 5 8% 3 PRI R4 BEAR AL, b ok, 3RATT 7T MR B RE AN 5 5 5 0
HERAF BT A i ZE ) A YTUE .
R R G 2 Ak,
SN

CAs

ASCert; / ASC‘ ert;

X fR 4 :Co-Monitor: 450 7 %4 ) 4 &4 YA 15 i Lkl

RIRs

(APNIC, RIPE or ARIN etc)

ASN=1
Public key=k;

Signed by a RIR

MonitorCert; v

ASN=i
Public key=k;

ASN=n
Public key=kj

Signed by a RIR

Signed by a RIR

MonimvCerti

v MonitorCert,

IP address=addr;

IP address=addr;

IP address=addr,

Private key of k;

Key prefix=p; Key prefix=p; Key prefix=p,
Public key=m; Public key=m; Public key=m,
Signed using Signed using Signed using

Private key of k;

Private key of k,

Fig.5 PKI structure in Co-quito‘
5 Co-Monitor Hlifl ! 11 PKI

QWE%#ﬁﬁ%%E%W%%Mmmmmﬁ%ﬂ%ﬁ&%ﬁ%ﬁﬁ@%
MﬁrﬁMmmmmﬁﬂﬂfWﬁ%M%ﬁ A I 8 VR B 2 P 5 SO B 0 S 7 2 4
2018, LRGSR G2 % TR S AP ASCert i 1515 MonitorCert i 154143 85 - 49 2.0t
5

-

gk

2591

NIRRT AN, B 16 R ARG S RTREA. .2 58 Wik E
CLESL I W 2525 & — A~ MonitorCert 1IE 45, 1% E 530 0 00 2% 1) 1P il AH Y R sk 28 5 —
%’J)ﬂﬁ PKI 14&? fNS 5 ZH AT LRI A E R AT 2R 5 H VA R A RIWUTE S, X 1)l Co-Monitor 2 AE& 7k

> RIRCert
\ ASCert,

DRI,

= I K 23t EE MonitorCert ik -15 % W [ FAEH, T AN 2 %) ASCert AlE-15 A&
FEM AR TE H IR 00 ), I 24 A B 7 RO T EET 25 & MonitorCert GiF 5. A T

DISTRIBUTE,PUSH Ml HELLO iX 6 Ffii .. 5 3 A it & 4 5 Wl 52
T2 2 AZ A B S5 0T 3 R BN e A4 %ﬁ;w 5% B 4% 3. 1 T Co-Monitor HLHI 1
TR YIAHIC, N AU B AT 13
1) DISTRIBUTE ?‘%ﬁ%:ﬁ%ﬂﬁiﬂﬂ%&iﬂ@ L
HIER B E, ﬁ/ﬁ LA A R A R A T4
2) PUSH 4.8 téﬂmﬂ'ﬂ%ﬁiﬂ“ﬂﬁ& BGP ¥t (T 4% 55 8 5 G-table & 1 (10 52 S8 X5 R — 25, 2 0 28 5k
é;wumaa@mﬁmg‘s%zm PUSH v 5., 271 511 3 24 FH 8 A ir 0545 B A — B4
3) HELLO ¥4 JEh 455 24 s U1 4% 70 K058 10 1) 18] P9 ¥ A 7 AR AE 4] DISTRIBUTE 1 PUSH 3 12, 1%
by 21 0 2% 3% HELLO ¥ 8., LA 1) A S I 28 41275 ) O AR A T 17 iR A 0 U8 10 32 224 2 4l B
T RERE AT SRR IR ST S U BN R — B A R A DS A A 0 0 R R AN Y A U R T
TV S P AL A% T R A B S 200485 i TT 4 mp A 0 2848 S0 P9 2% L i TTL(time to live) {5 5L A i A2 IX Rl R

)

Je 5 [ 5

RS 55 1 I D03 B 2AT LA T AR L) A — SRS 5 5 — AN I s ar
TG AUEXT 7 10 5 Ay, T SR 560 2R U AN Limﬁ 2) Y= AR T —
EHENZN BT R A 43) BN R T
QTR SR WO 2 7%

33 HEEX
7E Co-Monitor #L# , T A7 — 3 5® X' T CONNECT_REQUES

H B,

T 66 0 R B R By 2 4 AT RE,

\}

T\COI\‘INECT ACK,CONNECT_NAK,
[E 1) TCP 4 ik 42, /5 3 Fhyig B H

55 3%

Xble el 15 5, 1% M 0 2% 5k 30 1 DISTRIBUTE 31 JEL 1) 3 Al 1 vl
- VAR RGN 2

% e DN i 2 1) 2L

(ST

ERL.
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i B SR AT T R ARG 3 B Sk (header) FIAN ] A2 (31 5 4 (body) AH 45 75 31 BV 46 440, G 4] 6 TS,

0 1 2 3

01234567890123456789012345678901

o — e +——
Header{ | TTL | Length |

[ STy S N N N N N . -

| Command |

g g +—

| Message 1D |

gy -

| |
Body : Message date (variable) I |

o . S

| |

| Signature (32 octets) |

| |

gy -

Fig.6 Message structures of DISTRIBUTE, PUSH and HELLO in Co-Monitor
6 Co-Monitor HLH/"+ DISTRIBUTE,PUSH 1 HELLO K74 B4t & \ \

T 63k A TTL A Length P40 1) TTL d5i it sk i 1 L3S v 5l M 0 4% A A2 1 08 K 2 K 2 0 3% 1) 7
— I A e R A A R TTL ek 1,29 TTL{E R O Hﬁ,iZi%,@\’Qﬁ%&%ﬁ.Z) Length 312 3¢ 7 %74
S AR KIS, T A B A TR B \ 15 ¥

W B A&545 Command,Message ID,Message Data iﬂ Signature 1X4 /M8:1) Command 8 ic 3% T i3 & 12k
R(DISTRIBUTE,PUSH 5k HELLO).2) Message ID % icl5% T b 1% i1 &) 1D 5-.3) Message Data 3k [ K /)N i 4%,
AR [ G54 5 9 R TR AR O B Y R, 24 3 R R HELLO INF %3 1% K/ 227715 .4) Signature 5% T-ic 3¢
0 L6 £ 6 Command, Message 1D Fil Message Data 3% 3 AN A 2 () 50 725 4.
sa w0

WU A DISTRIBUTE il HELLO 31 875 34 3 51 45 b (0T A3 2 154, T PUSH 31 S8, 1 75 98 3% 51
ARG F S 55 AW BBk A DISTRIBUTE Fl HELLO 74 B £ Co-Monitor KLl & & B,
PUSH ¥4 J3 U2 B 3% 31 5.

h T ORIE R A B AR e 224 DR BUIG 138 4% 84, Co-Monitor R4 B & 2 4E 47— A 5 k=9 3™
2530 A — S0 Y HTJE W 2% AR 0 b I SR P AR v 2 8L 77 X (flooding)#%3%: DISTRIBUTE #1 HELLO
R T PUSH ¥ B, W 2% 51 I O 32 1t 5 38 (pseudo-flooding) 4% 333X Fh A% 3 77 X 1 7 Fiow.

} >\

Can | reach monitor A with

@ TCP connection directly ?

Yes | \No! ) v
PUSH (to A) \ “ PUSH (to A) PUSH (to A)
\ \ -
A (v)
\K \ </
]
) oUSH PUSH (to A)
& (to A) PUSH (to A)
s
)

Fig.7 Distributing of PUSH message in Co-Monitor
Kl 7 Co-Monitor #LilH PUSH 34 & #1275 5
B2 —N RIS, L an M, PE i R —AY PUSH T8 BRI %, & e 2 i B 5% B B i, b dn A g7
TCP £ i 40 B 4o % 2 v e oy, HE D 2% M4 B30 1% PUSH 4 80 21 H A0 JE I 2% A 1 7(a) BT s SR &35 %
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LT, WS M 2 1% PUSH S AL 9 45 BT AT 040 J Wa I 2% 375 SR e A1 Bh e ), n B 7 (o) B ot el 2
P, U ALEARGEE T 1P 2 1 W 2% 5% T8 1 etk PUSH S BT 0 R, i 28 425 F) Fi] Co-Monitor 5 45447 11
N 2 M 454435 % PUSH 314 &L

35 HRERE

SEAATAIE AT 15 4% Co-Monitor AL H 1 R 53 7 B TAE . M 3E A8 RS U0 E I\ Co-Monitor 3R 40, 2L f 2 45
PG At v] U i PKI )45 B4 SR 4 MonitorCert i 1543 & 25 B4 1 W U8, v LA A 33X 20 A 2 B I (join);
T 43 F VA R0 B tH Co-Monitor 22 42 I, I 199 4 457 21 57 3t 7] LA4EL MonitorCert 1E 540, AT 7] LA A 3x 25
A % B H (disjoin). SR 11, 5 VA R 48R4 & MonitorCert 1E 5 LA S, Al fig A4 %J:mijzfé‘)i' B W 2% 5
— 53 A B ARG ALK IR A5 BT BEA S T L MonitorCert 3iF 5. BRI, W 0 #5316 75 ZEA5 B Twessage £
IR 4 AT HELLO i G B ER A5 e 00 35 PR 2, DA 280 A8 BB B3

W70 3 B 5, 8 SEEAR YR RIS (W15 MonitorCert 2 F1E F 44 1E — 5k A% 121 71 % (Member-Table). 1% i 4
F vl AR — T2 — A TLc41(IPaddr, ASN, KeyPrefix, Status, Time) o B 25— AN B 54, Hob IPaddr 38 hd ik 54 (1)
IP Huhk, ASN KN I8 B3 1 196 R 4t 5 KeyPrefix 4 i 1 b3 1) 5B i 48, Status La%fémz J\EQéIHUU(
A, Time 3818 S A5 18 22 70 B 1) Tovessage 72 B #5518 BT (BRIA 0 3 43-i). 434 M %sﬁ&wﬂ% Co-Mohitor 5t
TS5 H PAETEIRES AT PR S i I W 1) 8 Jiw. \

Dead AR 1% 51 4 T8 tH R &G R A Actlve(ﬂm4<)Jllﬁ4j<7§)jz-Ne|ghbormg RAT, B 5E 1)
R TV) P, 00 4 A F B B i B D R AT AT 3 L, 12 D) AR St 5 o Dead R3S Active F1 Nelghboring N
AHARTEAZR AL T ZR e v,y L4 B W SR A, W B D0 6 2 R R T B TR P D BB % B
F 19— S5 ) e Neighboring IRZS 15 1 T 880 &5 15125 58 (5 7 A0 R R IRA VAL T — /DA ik
HFEAL T Active szs?%w@m‘.

J Message received
¥

¥ Initial event :
_—»
> ,
\ Message received
Message (7
Time out

Fig.8 Life state transferring graph of participants in Co-Monitor \ \ -
'8 Co-Monitor LI 2 15 % 0/ i Ik Al | 0 g -

3.6 RIMER \ ) ~

£ Co-Monitor HLifIH, BT A Ml #5 3E R 1 17— /\u?ﬁﬁfﬂfﬂﬂftﬁ“ﬁmI‘J%,iZIW%E‘J?E?I*éM@$1X
%f Co-Monitor ZRZE [ 5 (¥ fHH AT AR K 5% Ml i B AR 2 SEmi R 045 i 2 1P Y 48 K (103 4% T4 B AR L
AL 0 45 1) 41 $ b 5 A ~FLE%ITJB’JE/§§&%&?I‘%W$H —HL.

T A M s B SR A 2 (380 (1) BGP % 111 50 37, 3% 4 ) T Co-Monitor HLiI %1 L 1 1) H 4.
A ik A3 4 BGP e i I AS_PATH 8 Pk £ S5, M0 8 g oy LA 36 et FL IR A 1) 11 9 R R 00 9, T 45
B BB A4 Kk B2 512, 5L Rk IR )13 53, AT A Co-Monitor 28 2 Hys ) i 4 4540 15 T I 9 3 4 AR — L.
AT R 2,424 Co-Monitor Z8 48 A 4h b 5 I AE AT F W S th B A7 e D0 S8 78 1P 2 A LI 45 ) 71 L L I,
LTI A0 S R AR — BOA ARSI T I DU, BT 28 96 000 8 1) 408 i I DCBUAE P 35 A7 G B AT 4% 1K) BGP
B T AT DA =1 SR B T 288 £ 6y L B 00 5 22 TR F) 1P 2 00 X 4 S P T 5% e Ak, 7% B8 B [ ¥ AR ST A A AR e
P, I3 AN T ZEAR G BGP 6 Hi (5 B 8 A sl A Hh ik B 40
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PATTH WA I 2% 1 40 R FRAT 45 R 3 WA 4 1) 4ed SCBEATZR 1K) AS_PATH 15 5,;2) ST a2 40 & Hh ik
I Neighboring ARA.ZEH 1 #4r of AR A8 S5 0 SR 4 1 O B A 26 000 % ol MR U 28 B A M 2 4 — A2 2%
(aspath_pool), 't & 15 AS_PATH 15 B th i, 5524 AS A 1 50 2% a AL S5 BT 4% (1) BGP % 1, st E

AS_PATH JE (I 1F aspath), SR Ja B SLBON i A & AE 5 2 #8200 00 #4455 B — 52 I (] 14T find _neighbors 5.3
FRH A AR SR 5 SR R 5 A PO Y R L RRAS AS A R DI 2 a #4171 find_neighbors 532001 R

0) ¥IthHyiE— 5 aspath_pool [F25 7 [ ilf I 25 %%, 104 aspath_pool_tmp, LA A — > T-7E 5 AS 5 [ I 1
A% ACHE as_set;

1) #IXt aspath_pool Hi 44~ aspath BE1T 2 2 543, Ho b aspath=(AS;,AS,,...,AS,)(n=1);

2) R4 aspath 1 76 2P AE Bl — AN B A AS_PATH,ic 1 aspath_tmp (i & aspath_tmp H 44> AS #RA71E T
W B a 1 i 8 2R 9F HARZS O Active), 2% J5 3 aspath_tmp JEON I I 75 %% aspath_pool_tmp, & [7] 25 1 25;

3) MK aspath_pool_tmp #145/> aspath_tmp #4728 4 D40 #E, L aspath_tmp=(AS,,...,ASp)(1<m<n);

4) B AS; ABEHfE 4 4 aspath_tmp H T A JEAR & TC 2 AS,, ... ASy N IR I 7525 as_set, ik [H] 55 3 2

5) dnJa MDA a (KSR I T AS Ik I I s as_set HITAT AS LTS B T ML 2R \ﬂ‘]’%ﬂ)ﬁ%.

3.7 SHEME )

\ >

W 00 25 T R TIE A O R M A K R B R B XS 45 £ Co-Monitor Z%,ﬁﬁﬁl%ﬁﬂ%ﬂﬁjv%ﬁﬁéizﬁ
K B A2 544 ¥ 8L Co-Monitor m%m%ﬁw\gfﬁﬁ@@%ﬁﬂw:h\ékﬁﬁﬁzftw{iﬁ% P10 5000 g R AT ) 6 A
6 AR A I T B P G R % e B BV A MDA befat e B IR DB a A T IR I RS b — BEI R A 18
S ZERANIN ] P, W 058 & AR 2 T R 1 b AT .

Shy SEDLIX AN T JE At B A D B A B BB R I 3 AN BRI, e AT 4 i I TR RS T 9 e A
C LA A S INF )30 o R 4 Si2 B 00, ) AR P9 6 45 300 62 ] DA 28 R R TS 035 3 AN B8k T 7 £ )
7. L T, W % i 9 207 B 74 T LA 2 22 b T £ 30 0 28 048 43 34 T=600(s),C=1000 4 R=300(s). % F i
V4SS b 75 1E FRIR AT TR A 2 100 (5 4 55 3 1 40 BV SR AR TR e 3 LR A I

4 KU 5L

I AT 2o 15 A 4 A i R 30X P S S B AR AR DR A I 2R T A AR DU BE 0 A I T AR e R TR R
1T Co-Monitor F 4t 1 5 (45 s A1 153 JUAL I B 26 50 75 (1 18 A 3l 0% X170, %) Co-Monitor 2 G Al i 25 4 ¢

SR 20 0 HI BT A1 2 AT T A B R 21 TR 25— DA 4R TP (A 2
41 BWEE . \ \

FL IR 451 90 4 80 R K PR 9 A 8 e O i £
SRS L 4 O B B AL A TR — 4 B
R0 I 24 5 L A M e O g
R ) 24 6 B 0 T B 5 O S R DR kA A5 T i T

HM (VARG 0 BGP M HR A A e R B F 2 100 i 482 75 B
KIS 47 010 07 B B BN 1R R AT K AE TLE R f
W s

W[4 INT FOZ2 I F 13 2R G5 1 4 B 0 T T I o (1

Fig.9 Monitor‘ng boundary of single AS B —MNEHGRRINF Ll AS ALHARE HIGRREN SaTE%

B9 AN IR R L R 57 0 10 230322 2% 1, 4 940 2R 5 4 A i e e T 0 90 305K 1 4
W9 BGP B h AR, AN IR RS AR  ER2  F FE st et B 9 b AS C I M U R B L
AS A {0 5 P A I, 730 A 00 T AS A FOAT R 8 5 3L ¥R R G048 B He Ak i XL AS A e
[, 321 Va, B
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V, = vAe[o 1] @

Z I

acINT

AR, Va=0 I, s AS A ASHE I H I AT ART 38 43, 3t A2 138, AS A EAT 5 ELIBE I AR 321 T
AS A ANT]FE I F) A B DR, VA AN L
[ AN Co-Monitor RN HIR RGEES K COM.2 AS A NEHES COM Hy IRk, I W s [l 2 2 20 (L);
fH2,24 AS A {84 COM H I, 48 3C Co-Monitor HLiI I £1,COM A KT HIR REH S E45 AT
WIS L A, AS A B INTE BBl A RE 2 COM 224 IITa E ¥ R4 AT 73 2040~ A=
PR

V, =M v,e[0,1] 2)

MEAR

acINT

HEAR(2)H, Y Va=0 I, %R COM HEAHUH AS A JEHi% AS WA 5 HIEM AR5 A = () A [ 1
JE VAR LA 1R ST 98 RS0 8 T COM 44515 AS A 5t nl L I AN FLIEE A

A L) R 2 (2), F AT T RouteViews 241 115 BGP 4 i Hudis ), A4 T % 1h 22 D SR B T )q 2007 4
6 H 20 H 10 i, %} BB RGNS A A Co-Monitor & 4 it BA7 (1 s «a%&ﬁﬂﬁ RS AR, A%
H 6 R AT RS K BN, FE% 1~28 831 R 4 kT 1D . 10(a)){?eTTEH9€IﬁLW}Em%éF
TEA I Co-Monitor REENEHL T, % B HT A 1 ks U5E B i ] QO(bW 7 TBEZE I\ Co-Monitor 2 4 (1)
H R R G E 38 (3 1D A 3K B 4 RN ), ﬁf; 5 3 FrE A W B A AR RS

1071 \ \ 1.0 T T T
: : l ‘ l
1072 E 08— —a- - ]
@ ® | | | | |
S 5 : : : :
s 10 @ 06 -4 - - - —
g’ 87 | | | | |
= = | | | | |
2 4 o | | | | |
= 107 ¢ ‘é 04 ff - — — 4 - — - - - b~~~ —
o 5] | | | | |
= — S | | | | |
109 | P o2
: : : : :
| \ \ \ \
10° ‘ ‘ ‘ : ‘ 0 ‘
1 5000 10000 15000 10000 25000 28831 1 5000 10000 15000 10000 25000 28831
AS ID Number of participants
(a) Monitoring scope without Co-Monitor (b) Monitoring scope with Co-Monitor
(@) AN Co-Monitor I ) 1 i FBl (b) A Co-Monitor Hﬂ‘ﬁ‘];‘:’ﬁ?ﬂﬂvﬁ@\ \

Fig.10 Comparison of monitoring scope of AS between Co-Monitor and.non-Co-Mointor=
10 AS A Co-Monitor 545 A Co-Mointor il H L5
% L P 10(a) B 10(b) 1 LA 51,4 A B A Co-Monitor 2 S I&H el 2 (T ¥ R 45(AS 701,3¢ 1D=1) 1)
S TR 4 2,29, 1 268K 2 S 1 ¥ 2R 200 11 sk 0 FEAR 6 /08, )L T OS5 Co-Monitor R ZEH, #A™ ¥ AR 1K)
M U [ o o /l\%ié}ﬁqﬂ?‘%‘q‘ﬁ‘ﬁﬁi%bu'ﬁu‘,@*#%.#%%ﬂﬂﬁ HTIR KM 10 MEBRRRHA LT E RET
PR B I6 R G022 /0 ] W I 21 2807 EL IR A 13% LA ok T Wl 1 F IR Y S Bl 1Y) 50%, th R #2900 £ 4N H
ARG Co-Monitor % 4 {1 AT i 33N FLIA b7 AN 2124 1/ A V6 2R 585 UK 4%.

42 RHlE "B

B, ﬁ%ﬂ’] HIG R G MA Co-Monitor R4, R A 1A S 55 35 (1) W D5 [l 8 O A 0 17 288 50 46 1) s ez 26
B4/, 55— 771, Co-Monitor Z 4t A5 g5 A U 21 B 1D R I T B R F AN S RS S 55 £ 5101
K7 A 5 (B2 i W D03 FRL), 6 B e 1 T 2R R R 2E WA B DA R AR B & 1R 4 22 O T IR 2R AR T A B
Co-Monitor R4 MR 52 HEEGIGK 7 N RIFCRE.

T 2%, A F VP4l Co-Monitor Z 40 1 K 26, AT 75 0 U0 WA ) A H 4 B 8L 2 1) Co-Monitor R4t
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WG K2E0 2 5 B 1A R G0 (W0 50) PR3 B0 R0 2) 788 A 50 5 10 8% b e 7 T BB DY A % R TR — A )
TAMB R AE BGP M R4, BEHEBEZWEN R R MBS HENA Co-Monitor R4, & e 1111 H#
Co-Monitor F 4 0 E AT E 5 (1T SR AL S i) 1R A 8% 000 e 45 366 T 3 R 140 26 18, AT T 228 JDCAk 0 st e, e DI R T
FE A E SR UCR BUE S AT H 210 B0 R AT A H A S IS OL T PR AR R HOH 2 R R
S8 A0 KPS B VA FR G0 E5 T IR TS EOR 48 e B — FE R I B IR R S5 /N A B A R S8 SCIR[25]48 7R
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