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Abstract: A fast and accurate generation (of worm signétures is essential in efficiently defending worm
propagation. Most of the recent signature gene‘ration approaches do not generate accurate signatures for
polymorphic worms in enyironments with naise. In this paper, a CCSF (color coding signature finding) algorithm is
presented to solve the problem of a ;Jolymorphic worm signature generation with noise by using color coding. In the
CCSF algorithm, n sequgnces are divided into m group, and signatures for every group sequence are generated by
color coding. After filtering all signatures, an accurate worm signature is generated. CCSF’s range of polymorphic
worms is evaluated. When comparing CCSF with other existing approaches, CCSF shows a distinct advantages in
generating accurate signatures for polymorphic worms in the presence of noise. Signatures generated do not contain
fragments and can be used conveniently to detect polymorphic worms in IDS (intrusion detection system).

Key words: signatures generation; polymorphic worm; color coding; worm detection; intrusion detection
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TR 2 (1 B 6T 22 2405 EE PR ARG YRR T 2R 4, T 0 R O A I R 452 A Lee 25 NI LK) Polyl-D
FR Y. Polyl-D F 5t & (1 BSR4 23 A1 1 Bt b HEAT — SOk A SRR I 22 A0 AR SO BRI TR E M 2
A EUR W00 7 A PR ARG B g 2 AR T I R FIE 17 RN A B R AE R B N AT 1 AR
T, AAVIGF 0 L1 0 5858 905 J T 068 P 7 T 52 T 0 1 A 11 175 080 948t o LSk 199 8 3 il T K fa 2 S
A TFUEEAT 155 460 DRI, B 4 19 30 R I T T 9 28 A0 R DG £ 1) L B i b R HEAT K
B TBA 2 AR 2 AR TR O H BRI PR IE AL 3 AR AE B SR B AR SR W T R H AT AN B 2
AU JURFAE B S R T VR 2 g T i, I R i VA AL RE LR LK

(1) #K2 37t (longest common substring, fii #k LCS) eV AE 2 HY, i1 Cai 25 A\ %31 1) WormShield R4
Portokalidis 25 A % i1 ) SweetBait 72 5 PUfI Ranjan 25 A ¥ i1 () DoWicher % %g 1945 ix 4 & 45 4 J K 4L T LCS
{149 7 23 2R $ HUUTG FRUARRAIE (PR 0% 7 12 B SR AT R A B 04 3 270 00 20 A2 D W 57 14D T 52 o b, 7 AR 4 R B ) B it
IR — 8 B P A1, B LA, A7 b P B g K 2 36 R GV R AT IE 0 10 % AR AiE

(2) T ZAEL: 717 (AL (token) 32 HU 77 725, 1 Newsome 25 A #8114 Polygraph 2 4:1. Li 5 N i%it
[ty Hamsa R4, Cavallaro % NV B i (RFAE 14 87 4 4 LISABETH il Mohammed MMZE %% }\[m]\#ﬁmﬂ
honeynet % %: % Polygraph 2 Z:l ¥ 56 I AT 5 Ui it PR A 2 token, 3% LAY token & 578 AT BE iiiin 4817 51 £
o S A K VG S 8 S o0 56 token HEAF 2 2, 1 % R 26 LN 05 77 983k 2 A @R K 1 o
E%Eﬂ%E%%%ﬁ%%ﬁiﬁ%%ﬁ%ﬁﬂ%E%%%%ﬁ&ﬁ f%%ﬁ%%%T%@ﬁ%ﬁﬁ%
WA LI e 4 T B 1 TR0 3R i H. Perdiscil™ i Y T — b M0k 7 vk, 3 1 T BE v rp R N M R iR
Polygraph /=44 i [ 4# 1E. Hamsa R 48 &1 P Iyqaph\i@%ﬁ&i% token H LI X EAE R T REAE I — 5 43,
735> P %l score(COVs,FPs) K i 3£ tokens E!‘J;%%YF%J AT 22 2505 d AT R I Hamsa 3 S8 7E R0 7= 26 i 7
%i%%%T@%?%H@M%?%ﬂ&%&%E%EE&HMWﬁﬂﬁM$ﬁ%%ﬁﬁ@%%ﬁ%”%
a8 JXFERTT token VXHUIT A% BRE 23 AF 1305 BU7E B A 0% 5 v REAS VL BCRFAE. Cavallaro 55 A % v [R4-1E B 3
Fi%LSME&ME%f%EﬁﬁW§WE%%W%%E%Hmw%ﬁﬁ%ﬁﬁ%%@ﬁ?%ﬁm%ﬁ
AT BN token, 37 LA LE Hamsa 370350t ik ) 50 SR 1T, LISABETH 745 % F& ik it Hh £, 25 W 35 O R0 J7 LA 16
FLPTRICH K 1 BT A tokens H1, 1T BE 48 tokens J& AN IF A 9. Mohammed MMZE %5 A3 77— N3 honeynet
REH IR 2 BIG BB IR E F A 2 I K YR tokens 1E i BRI S BB AE SR IO kS
Polygraphl™ff] token J* S AiF $i B 7 v — 80, 24 ] BE b v HE B0 55 IF, T 04 J b 1 A R

(3) FET 22 )5 B I TC 1 i KR A B2 10, B B 8 P24 o 6 T 2 2 0 I 1 BB B A0E 1 3 B U 6. %
75 VA3 3 AR AT DT TR f 42 J5 BB I 5592 CMENW (contiguous matches encouraging needleman-wunsch)f1 2 7 x4,
% F AR 592 HMSA (hierarchical multi-sequence alignment).CMENW %‘IZ'/T\‘/{?FZE@}#,@E@%F&? i P 4
(FVREAE - B AR S SR ANIE & 22 250 KA SR TR 08 22 205 R L B A0 2 T 4805, 7T CMENW
A TR AIE B T 4 11 HMSA 80337 H 2 v X3 1 B, 5 Polygrapht‘ﬁ,ﬁ’ﬁ”ﬁ%%*%ﬂ@‘%b‘i‘?%%ﬁ
TEHE B H IE 05 () L)L "

(4) # T Expectation-Maximization(EM) Il Gibbs SRA¥% 1 iz EAL H 43 7 47 1 (position-aware distribution
signature, i Fx PADS)#2H 1. PADS Hete T HEF-FRAE (M Rl 7 v A0 36 - 5 5 (00 Rl 7 vk 2 1) O R 2 SR T A AT
I 5 AEAE (K15 50T PADS [R] 4% 6 1575 21 1E 5 11085 HRe ir

3 o R A e T MR T L 0 SR £ 11 AR ) R (R A D MO B T e
A M M 0, LB AT A T 2 T b A AE — AL VAR AT e TR M1 0 SR 1F
() S RIS AR ST 72 € 450 B 1) 22 25055 sRRRAIE 19 3) 312 HXJ7 125 CCSF(color coding signature finding) >k
il AT WA LR IR AIE B B AR B IR) BL.CCSF S0 0, 7 2 20 HL 1 IO 4% B4R 3 3 7 i 7 9 B )7 1 4 m

VBT 126, e 2 H U TE 10 140 0 HRURR AL AT 28 A ke 17 AT R T AR D0 10 22 2 0 U 3R ) A
CCSF SEILAEAFAEME Py H1 A LT E 0% Y A 1ty $R 1L 05 HURFAE, F HLAT RO/ 77 48 %R 25 1, 42 i 7 44
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AT RCR R B SR DR 5 AR W], ,CCSF - S503% BE W% B IBCHY IG5 P 51 o ) B A R A1 1 e 27, m] LR - S B i 2
AUy ERJ RS I AT 5 A

ARTCH LW SR A GO G AR5 VAR R I TR (G 6 R A B S PR ICEA I S B R 2 2
o S 45 RIF HEAT 73 M AN 18 B0 UE AR ST Y (0 A B IO 1A LE A PR AR AT W 5 T 0 T IR 20k 28 3
XA SCHEAT e B

1 CCSF &3

CCSF BVEIM H bR LA S n 574, b AE7E K 4505 U541 1F) m] 5 it vh S B 65 HURRAE. B T TV
W k 4% 17 20 2 055 dUF 51, BT LA T SR B BURRAE, 75 X n 408 B TP IR AR k45T HI AL A AT R AR SR B,
BTG 2L CX AT K 457 A AT REAE SR B AR 2, 4 m] 5 b o e 510 580 H RIS 3 4 4 m] et i A5 2 000 46041,
HI n=2000,k>1000 I, C {14 H KK A 15 CX RBEATREHESR BUAR AT AT AR SCRFH 40 9A 10 578, n 46791043 1 m

mﬁﬁﬁgw{W%ﬁﬂmﬁ%ﬂ*%%ﬁ~ﬁ%ﬂé¢#@m{J%%E%ﬂﬁuéﬁiﬁg%ﬁ

k
m m
FU IR u 467 5 AL AT R AR SR IR, 42 D A2 AE—A> u %F%ﬁﬂﬂ‘]éﬂéﬁ?@%%ﬁ%tﬂ’ﬂiﬁ% i TR
BPHEAT mCy AL SR, 2L b 28 DA — UK RE RS SR It TE A 1R 5 HRURS 03X ST g UELIE SR I, mC +h 1 € i H
BN N TR HMEH/J\,m%%%&%ﬁﬂﬁgﬁﬁmﬁ%&x%&%% 9 ﬁ%)ﬁﬂ%@ﬂltﬂﬂéﬂ@%ﬁ?ﬁ
B RAT N BL B2 Bl LU g O(E K, ARSI B 4, 1T o B Rt o UK il n, 7 g=20
i}, CL =15504 , C = 38760,CL = 77520,C12 = 125970, C3 =167960 . A X Le K47 o] LU 1,24 g=20 I, i 4145 3k
ATRFAE S v 55 8 DR T, ANIE 5 755 BRrh I L 45 5 % (0 g B O mi, A SOt — 2D g /e 9=20 I
ﬁﬂ%%@%@ﬁ%*%@%ﬁ%m%ﬁq.
1.1 %ééﬁﬁﬂ,‘ %

T 2T 2 1 Alon 2 B4Rtk 1, S 3 00 24 50 A9 84 Q=L .. K} o6 A B4 4 W={L,... K}iKg
J7 AR T W AT RS TC 3 x #BE WU B Q (AN IA] f(x) L Bk £ o4 Wi 5 4 s 4 Al i f ) Q A
JCEAE AR R W R B I B 1 oG 25 Chen 28 NIPHEHR BB (0 40 i 7] K fi# k-PATH,LOG
PATH 25 NP M (1) i {1, F 7,336 —Hie A 5 4 7 FH 8 13 2 L TROVA5: A 4 B ) v AR SCoH R €0 e S P i e
A 9 5 H 1] A

T (0 i ) 1) AR S 052, R PR T e /b 1A A € 078 6 T AT (9,u) 2 4 AR SR T — Pk T 3 4 VRN 5 €7

R AR B A 2220 — R84 g JG4L H FR A (g,u)-coloring 5 €4, ;'é%ﬁ:rfj;l@ ¢ieC 7 H o FUdFH — Ik,
AR %0 €6k LA €, 75 R S 8 2 6. 01 5 — (g, u)-coloring 75 (A 8E 2 &t AR R (g, u) 41 &, & D 1 E— A
(g,u)-coloring %é%%iﬁ(g,u)éﬂ%.ﬂﬂ%&%é%ﬁﬁv/f‘(g,u)-coloring 107 %=, %74 Coloring(g,u).

£k (g,u)-coloring # 4,9 A5 K AT g-u AT AR E AKX g-u N ASIEFE T g-u B 7R IX
FERITTHRE T, 8 A 2% g-u /I\E‘*%’éﬂ’géj\?ﬁ‘rﬁi k7= Coloring(g,u). 556, K g A9 skl ok g/2 MES B
%%@é‘ﬂﬁ’l‘fﬁﬁ;%)ﬁf&fé 92 B Arrh g-u N R AN S AR O 10,2 g=20,u=19 I, 43— AN S
HA0,% 20 /l\;ﬁ)ﬁiz%‘ﬂa 10 NMEAR ER A AR NAE 10 MEAALER 10 BrE 5, LA EECh 10.
M g=20,u=18 W, A A1 A A R AT DUl W28 I AN G 526 61 R TE T 4R6 P RO 1 R A e
AR EL 2 u<18 B, AT DL i 3 U B8 /N RS SR At e, RG-SR A A — 2D R 4

Coloring(20,16)% {4 )5 2 T4 8 1 T A 0435 S 24 ) motif #r % i i1 A 0427 Coloring(20,u)(u=11,
12,...,19)45 (807 S )0 L0 A PR AE SR I ) .28 1 B0 H T 24 g=20,u O [RMA I 25 8 07 R 1104 B4 - 5 AR H
F8 TR CL AL BGRAT T Hee.
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Table 1 Comparison between the size of Coloring(20,u) and the number of u-combinations of 20
F 1 L% Coloring(20,u)# (4% 5 (20,u) 4l & %k

Coloring(20,u) u-Combinations of 20

u=19 10 20

u=18 50 190

u=17 170 1140

u=16 403 4 845

u=15 862 15 504

u=14 1220 38760

u=13 2 036 77 520

u=12 2 085 125970

u=11 3250 167 960

M 1A LLF Y, (g,u)-coloring 75 (6 % H it 16 /N T (g,u) 41 &5 % CU L 3AT e CX R n 4 38 471 - - UREAIE (1 5
FREEH K mxColoring(20,u)/X M g 4517 FIHE UL (L A2, T I 3RAVHELE g 47 7 P R IURRAE.
12 EFREHRIYAIFERIN

AR SO SV T A i AN £ 05 R B B T B R ) L bcT%EﬂﬁEl’]M’l‘%jJ X, EDT%%/&\EFém X 4
751, M‘}:Elﬁtﬁﬁﬁiﬁlﬁj%ﬁ/@* I I A, 25 068 U 470 R 7 71 (R A 5 X i o

FATH LS Signature={tok;} 3% 7~ 2 25 4% B HRRAE, I 77 tok; S 28 i /\%4* ?ﬁlJ J@f/\fmﬁ i > token. i & —
/\J?FIJ@ T Slgnature T token, U”Jv}\jjlz/\ﬁ%‘ﬂlﬂ@ﬂl&ﬂl%\ﬂi#%ﬁ Newsomemﬁ% TXHE IR AR AT DA

é’lﬂ%@ﬁ*@(@é‘ﬂ%i)?ﬂ I, 15 x %i’%%ﬁ)?\ﬁﬂb S, ={Y1,....Yx}. B CTF(common token finding) /& $ B ¢F
BT 25 B K B length E[b,‘a]ZI‘Eﬂ HIFT A T Fe 51, 004 BS54 Signature . B F 7 v 2T H x 4%
U B A e R J,,H\Jutf"q‘ﬁ L yi & T Li-length+1 /> 7 ¢ #1{V||i=1,2,...,Li-length+1}, &1 5
Y1 YicnYisg, oy T EER BT Vi,V A token. 4k B A token JiF, 7F 5457 41 2 FH R IR 4
5 Hi% token B 57 FH) 70 4 s 4k 4 R ) AL I VETELY 1Y 2, - Y TEREUHT I token 7E$2 UL #2 v, 51 CTF
YOI K E A a 1 token, SR G LI KR a-1 [ token, LRI IUIT A K FE 4 b 1 token. 5% CTF
FI AR R R W 1 B,

Algorithm CTF(Sy,a,b).
Input: x sequences Sy={y1,...,Yx}, &, b;
Output: A set of token Signature={t;} for the x sequences.
yi is the sequence with the smallest length and L; is its length; length=a; . \ \
While length>=b \ \
{For j=1to Li-length+1 \ 3 -
{Choosing V; from y;; \E
If Vj does not contain the special symbol and if all other s)que es coﬁtain Vi
{Signature<«-Signatureu={V,};
replace the characters of\VJ W‘h spemal symbols in all sequences;
B .\
Iengthzlehgth-l;k
Return Si?nature »

L Fig.1 Description of algorithm CTF

’ 1 443k CTF [Hik

CTF SyERIN 1R 24 % & O(Imu(b-a)), 2L /1,1 3 4 7 F 18, m i K P B KB u )3 B s 4,b
RS S HIP =R liUE T8
Tang™3i5 Y 10 45K AR E RE % 850 10 i AS 5 £, A S8 5 token HOK 2 3<<length<<15, ] CTF 4%
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a=15,b=3.

AL BE I v (1 I A KT I R A I e A BRI 0 R AR, BT LA IRATT S R SR A E g (R n] R
TEAE u(u>g/2) 4 45 HUT H IS T o] 2 B HE 0% R AE . i 5K nT B R W) g 4P BB AE o AT AL B /T T A 4 11
T4 ki Coloring(g,u) {4 5 %€, #1833 F2 F Build Coloring(g,u)# 7=, Coloring(g,u) it (6 30U £ %R Ao

CTF HEX u 4P S AT RRAE S X — I RE AR U P 2 o,

Algorithm SGA(Sg,u)
Input: g sequences Sg={y1,...,Yg}, U;
Output: A set of Signature Sig={Signature;} for g sequences.
Build Coloring(g,u);
For each (g,u)-coloring of Coloring(g,u)
{g sequences of Sy are colored with the (g,u)-coloring;
Su={X1,...,Xu} is generated by merging sequences with the same color in Sg;

Signature«—CCC(Su,15,3); 3 \ \,~
If Signature; is not & \ \ -
Sig«Sigu={Signature;}; \ -
} { \ ‘\‘ -
Return Sig \
Fig.2 ESC(‘ipti("’l of algorithm SGA
Rﬁ i SGA [f ik

41 SGA(signature ‘generation algorithm)#E it g=20,75 (0 2% u FIHUE Y 4 11<u<<20. BV A IR 1] &5
Sig S 14 AiE “Signature 2T A4 7, T REAL & ZANERAE Signature. i T A 43 )R €5 2 B 3 AR Js ) 7 41, F A
(g.u)-coloringy# 6.7 i 1 T ¥y CL ALGH T LA IRAEAT (45 /10 u 4691 PR IS AE 55 CY IRAE g %751
HE B u 57 BB R AR AR ).

# SGA FLik i, #1& Coloring(g,u) (07 I [ & 24 Bk O(1), % F Coloring(g,u) I (477 Zhf g 4
JPFNAT A B G AR R UG P FI IR M 42 B0 O(1),CTF BERIR M 424 O(Imu(b-a)), it LA
SGA N ] 5 2% A O(f,(1+Imu(b-a))). L f, & Coloring(g,u) #7554,

AR u=15,% 1 SGA 514> %t Apache-Knacker, ATPhttpd F1 BIND-TSIG ix 3 g tfu ik 47 4% 1E 2 HX.
SEI 4> WL WEAT 2R T 5 Polygrapht™ H [7] 1) 22 A0 ke A 4 1 éﬁE!‘J”%%)?ﬁﬂ%Kﬁﬁﬂﬁil’ﬂ‘]ﬁiﬁ,”ﬁ%\ﬁ)?ﬂz
I 6 28 L 1) token, 5 J 41 5 1 HURE AR J5 9102 i) th B AT 28 S 110 token; 35 2 4111235 7 31 J& K HHPolygraph”?
7 2 0 35 7 ), A5 A0 b ) T B e e 3 5 20 AN RS, H e M R 4 0BT A 1K s e i ke
HH k'=20—1.55 1 PR [l 25 SR L6 2,28 2 2R IR (] 5 S 0 2, 3. -

N 2 T LTt 2485 P 1) 55 S 912 ) AN A7 A S 0 T 90 e T L e 3 13 91 2 i U S 77 4 26
LR AT B, SGA BLVEIR [l R IE AL & uTﬁﬁﬁ‘/ﬁﬂf" ¥

(1) MKk=u Hﬂ“ﬁ&i’zlﬁ]Eﬁ%?ﬁ%é*&@é‘%ﬂi%ﬁ,Wﬂ?&ﬁﬁiiﬂ‘@ﬁ‘]?%’%ﬁ,%ﬁ 2,5 R A )

FRIESR A A8 T IRy Apache-Knacker 4 tURFAIE:
. [‘H'{TP/l.l"r\n’,‘\r\nHost:’,‘\r\nHost:’,‘\xff\xbf’,‘\r\n',‘\r\n’,‘GET’]

(2) % Iy I, ST [ A 4 45 0

M 3 WFLLT Y, Y W 5 0 BRI 2 1) W A 2 AR TR 28 S TR 81 R N, SGA B33 [0 1
TEER G LUT A L

(1) Mk =u iR [A] PR AE AR A A e SRR AL, AR 0% R A1 S e R S A LT R A B AR A

WK 3,SGA H ik AR E A A S T IE# I Apache-Knacker 7 HUAF i [*HTTP/L.1\r\n’,
“Ar\nHost:”, “\r\nHost:”, “\Xf\xbf’, \r\n”,\r\n’,*GET ], A8 & T 855 HUR 51 5 e 2 4 8 J6 7 41 o
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[‘HTTP/1.1\r\n’,*Host:”,“GET’,“\r\n’,“\r\n’]
(2) 4 k<u I SRR R AR B A B 5 T I U AR & R 51 BT SR AT 1R A R A R B
FRFZ T A T 5 B A L3R 3,SGA i A48 T R AiE 4 & i AL 25 B R A5 R AR E
[‘HTTP/1.1\r\n’,“Host:”,“GET’,“\r\n’,“\r\n’]

Table 2  Extracting signature from 20 sequences with random noise sequences
Fe 2 20 ST A REE SR I (RT BEIt A B AL AR (R 3 1 41))

Worm name u Signature Generating probability

K>u ‘HTTP/1.1\r\n’, “\r\nHost:’, ‘\r\nHost:’, 1

Apache-Knacker worm - “\Xff\xbf’, “\r\n’, \r\n’, ‘GET’
k'<u Null 0
ATPhttpd worm k'=u HTTP/1.1\r\n’, “\xff\xbf’, ‘GET/ 1
k'<u Null 0

> © LI LI ’
BIND-TSIG worm k'=u \x00\x00\xfa’, “\xff\xbf’, “\x00 1
k'<u Null 0

\

Table 3 Extracting signature from 20 sequences with noise sequences generated by Polygraph *
R 3 20 & HI MR AERIN (AT SE L 2 B Polygraph 7= A48 (I BESE 7 51) e

Worm name u Signature % 3 Generating probability
‘HTTP/L.1\r\n’, ‘\r\nHost:’,‘{\r\nl‘ost:T, .
Apache-Knack k'=u \xf\xbf’, \r\n’, ‘\r\n’, ‘GET”’ 1
pache-fnacker worm ‘HTTP/LA\NN, “Hosty, ‘GET’,\nn’, \nn’
k'<u ‘HITP/L1\N’, ‘Host’, ‘GET’,\n\n’, “\r\n’ 0
K> HTTR/A.1\n\n’, “\xff\xbf’, ‘GET/’ 1
ATPhttpd worm % L CHTTP/L.1\n\n’, ‘GET/
Lk'<u ‘HTTP/1.1\r\n’, ‘GET/’ 0
% K>u ‘\X00\x00\xfa’, ‘\xff\xbf’, “\x00” 1
BIND-TSIGworm “\x00\x00\x’, “\x00”
1) k'<u “\x00\x00\x’, ‘\x00’ 0

ZEEFR 2 FIk 3,2 k' =u B, SGA F= AR MHFIESE & R ¥ T 1E A HURRAE, RN PE IR0 HURFAE R 1.
2 k'<u B, BT 32 e BT, SGA SR AL R E AR B AR & T AR AE 3 DU HURRIE A AE 2R 0.
76 SGA FEMIERE b AT — D BT SEi A P FIECE A n 10 SRR AE 2 ) .
1.3 CCSFEZRyidiz
CCSF SyL 1 B AR e N FIELE Jg n 1] SEth vp I H 0% B AAE . 7 58, CCSF Sk #2745 n 457 51 43 ik
20 4675 — 41 35 5 — L W SR AN A 20 4%, D) B ATL e B EL A e 270 (R B AS B AL 20 463 n %F%‘ﬂﬁa‘)ﬁi? n ={%} 4,
3 >

N H SGA ﬁﬂ—;,%%wéﬂ}?ﬁﬂiﬁﬁﬁ?ﬂ%ﬁxﬁ%éﬂ}?ﬁﬂﬁ@ﬁ@%ﬁﬁ&%ﬁﬂﬁ W1, Wo, ... W B 20 )5 51 (1 4b
AR R L 15 "

SGA HEMSHAIIAIESE u=20,u1 REVER ARG R, WS B u=u-1, Gk PAT X FE, H B A RE RS
PR B SR u<1L Y SR R E A L A I eI TETER AT T R, 2 R RS TE SR ECAE AE TR SGA SR
EIH@%’{E%‘%@ﬁTé%‘&%?ﬂi%uE@%i%ﬂ@lﬁﬁ%ﬁﬁﬁLJE SGA Sk~ R ESE A Sig; i, Sigi P IFHRFAE
WA 2 3o 1ok b A5 1 0 vt KR ) 1 S O 1 4

KR Ty ©

Y E TR A token #S7E Sk & It R R BILIE U2 AF D GG U F 4R AE T A7 A token AR 7E IE #
HE B IR, D)) W 2% AAE A 075 HURFAE B G0, 24 SGA BLE X ATPhttpd i B AT RFAE SR HUN 3645 T Wik 3 s
RFAE:—F N A LHTTPILANAN \XAXDE *GET/ Y, 75 4 — K A {' HTTP/L. 1\’ *GET/*}. 78 1 318 #h v 12E 4T
B IS HTTP/L AN FI “GET/ 35 76 i w3t op tH 30, 97 LA W 4 & (' HT TP/ NN, “GET/"} Ky JE I dv B 4iF ;171
\xFAXDE A o 8 s HE B, B DA I SR A L HTTR/L. 1\, \xfAxbf” *GET/"} Ay i H R 4iE .
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P0G 1 56 G AR AE A Sigs T IRRE A0 JE R, ) SGA HIL IS4 u=u-1, T B eH% A7 S AT
FRAE SR H F Sigi AN 47, 83 SGA BEIAMZH u<ll. Z 45 A 25N wi=u; 75 10 ,wi=10.

XA m )7 5P B m ANRFIEAE S Sigy,Sig,...,Sign A1 m ANME Wy, Wy, ..., Wi, 29 WitWo+. ..+, >n/2 B AN
CCSF HVEFREUH T i HURFAE. R 5 X BTG A B AR S Sigy T A IEREAT A 3L token $2ELRELH K1 token
LA VB Z R R AE AT 24 2L token SR I JR R 2 H1 T 2 0% P AE 2 8, — 2RI T R 2 MW
TE A (R0 FRORE AR, T LA SO AR 17 B 45 (0% s IO R fE AR 2547 — e 1 22 5, BT Sigy,Sigy, ..., Sigm H IIRFAE 7T

-5 1R 25 e, DR AT 24 3 token R U T 7= AR IR AR AIE -4 B 2 — M, B 08 A MLEL A A [R] B 25 [¥ 055 B CCSF 5032
AR w3 Fios.

Algorithm CCSF(S,a,b,N).
Input: n sequences S={yi,...,yn}, a, b, N is a filter pool for filtering wrong signature;
Output: Worm signature Signature={tok;}.
S—S1,5,...,Sm;
Sig=NULL;
For i=1tom; 3 \ \
{u=a; Flag=TRUE; \ - .
While (Flag==True); \ | -
{SigiSGA(S: u); ‘\
For each Signature in Sig; \ \ -
If the Signature appears in N, delete it from Sig;
If Sigi Y

{wi=u; FIag=FALSE;\ \
Else {usu-1;
If (ugb) Then {w;=10; Flag=FALSE;}}
. Sig=Sigw{Sigi};}
If wl+w2+.'..+wm>n/2 then
¢ {Extracting the same tokens from all Signature in Sig and put them into the set of tokens {tok};
return ({toki});}
Else return (“not finding signature™);
Fig.3 Description of algorithm CCSF

& 3 %k CCSF Kk
7F CCSF H3:th SGA HLvERIIN I 5 2% 4 O(f,(1+Imu(b—a))), H £, /& Coloring(g,u)HI# (0.5 3T LA, 532
CCSF [ [ S A% OU W§ f.(l+ Imi(b—a))] AL f & Coloring(g,i) 045 (3. ’ \ \

n
% i=11 ‘ »
T SGA S04 4,5 ¥ u (HUIE  11<u<<20, T BASEi% R % 7 a520,b=11.CCSE 4705 n 465105 p
T m 420 47512 m 4 20 %}?ﬂ¢ﬁﬁ$¢~éﬂf?ﬁﬂ,iﬁéﬂf?ﬂﬁﬂ&%ﬂi K40 BK = u I, i SGA Hk A AT rl
HIEEREAE 7 A R e 0 LA 1 7= A0 HURRAE.

2 EEMR , \ \

AT C++ifi 5 SBBL T CGSFYSLIL, 20 7645 W 35 PR 85 N R JC e 35 3R 85 F b 47 7 00k D0k R ) 5
Polygrapht VAT 1 1% I 91, 13 4% Apache-Knacker A1 ATPhttpd i i, 3£ %t CCSF 5345 Polygraphlrf token J3
BURFESR IO 2 R 2 U U7 128 HMSAMIEAT T LL .

2.1 ZRREFETHMR

B 9= 42T 200 4 Apache-Knacker F1 ATPhttpd U B3 1), 76 To W &5 5 0 F K F CCSF STyk AT R AIE
$RHL, I 45 B 5 Polygraph 1 HMSA 7= 42 (R AE 64T T L. E A 45 51 036 4.

M 4 T LU H L AE A BE P e e A1 DL R ,CCSF 10 5 At i ERURE E 3R IO ¥ 44 T LA H 1 A 47 e

- 4
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Table 4 Signatures generated by different algorithms
F 4 BEILENRE

Apache-Knacker signature ATPHttpd signature
Polygraph | Sr ” : HT{R{]L%\;Q"\W\X\Q"H\OR; ' ‘GET/", “Wff\xbf’, ‘HTTP/L1\An’
HMSA ﬁr'ff :ZIK'JJES/ tlf,}\z\(’,‘;\; glr:\?“?";‘?’gg;:?\?\r\n “GET~/*\xff\xbf??22222222[108 A~JHTTP/L.1\A\n
CCSF HTTF&#\{(\Q”\[\Q”H\‘}S\L g rost, ‘HTTP/L.1\AN’, “\Xifxbf, *GET/”

22 AREMETAMNIR

30346 ) Apache-Knacker 1 ATPhttpd i st f: Jy s F 1. 57 3t o 152 0 kA 7511 200 4,9 i
PR F SRR O S B, 5 I 3 0 S0 T i 4 S O 11 T W 5 7 50 077 4,7 2 A

A IR A BT LABRATIR T U PN BEAORPPAG 3 FhEid: (1) IR IMIEARFIE A BER P fEIX

AL 2 T

TERFAE TP B T T (W55 HURFAE token; (2) 3 [HURS SRR AIE IO ME . P RS 1A R IE 2 H8 70 FRAE o A6 50 1 10005 e
¥ AE token. 1 ’%&{E{‘\xff\xbf’,‘\r\nHost:’,‘\xbO\xib’,‘GET’,‘M’,‘\r\n’,‘HTTP/l.l\r\n’}}E@Q‘Tjﬁ #1f) Apache-
Knacker i HUEF1F token:‘\xff\xbf’,‘\r\nHost:’,‘GET’,‘\r\n’,‘HTTP/l.l\r\n’,)5/7?)TZ?&;L)\%JE%Eﬁf%‘iEI"J"%?E;@%kHﬂE
S T A o0 1M 7 LU A S HOHHAE. B 4 475 T GCSRPolygraphail HMSA i 3 FSE 1A

IR IERI A PS5 WoR T 3 %*ﬁ?tﬁ@*%ﬁﬁ%ﬁﬂ‘]ﬁ%ﬁ Pa
\

Probability

1.4

1.2

10— —a

0.8

067 5 ccsF

0.4 Polygraph

021 —“—HMSA

0.0 " ; y y i

0 20 40 60 80 100 120

Number of noise sequences
(b) ATPhttpd worm

(b) ATPhttpd % 2515 H

Probability of three algorithms returning accurate results (there are probably fragmen';s ir\rest\lts)

Bl 4 3 P o] iE o 45 R MR (55 R T Re L & e ) \ -

1.4
1.2
> 1.0
35 0.8
5o
'§ 0.6
o ] —o— CCSF
6'4 Polygraph
0.2 —a—HMSA
0.0+— v
0 20 40 60 80 100 120
Number of noise sequences
(a) Apache-Knacker worm
() Apache-Knacker % 254 iy
Fig.4
1.4
1.2
> 1.0 e
% 0.81 \
8 06 \
® 041\ —c_ccskF \
0.21 Polygraph
—a—HMSA
0.0

.0 20 §40% 60 80 100 120
¥ Number of noise sequences
(a) Apache-Knacker worm
(a) Apache-Knacker £ 5% it

¥

Probability

14
1.2
10 T T
0.8
0.6
S gc(azligraph
027 —a—HMSA \
0.0 " ‘ ‘ " i
0 20 40 60 80 100 120

Number of noise sequences
(b) ATPhttpd worm
(b) ATPhttpd % 254 Ht

Fig.5 Probability of three algorithms returning accurate results (there are not fragments in results)
5 3 F ARl W] I Al 45 R (S R A 1)

© PIFEREBARPEIZON  hups/ www. jos. org. cn



EE FARTHERM S SR RIFIE A SRR *

2607

Wi 4 Fi 21k, CCSF Al Polygraph 1 fit DA% s BOAME 28 7 A2 15 1 F 05 HUREAE . 224 AT 3t o e e BB L 10 45,
HMSA A BE =2 IE i Y] Apache-Knacker i HURFE. A ] 4 7T LLE H HMSA 7= 42 T s Apache-Knacker Ui HUR#AE
(RIRE AR T 77 2 ATPhttpd i B 4E (0 HE % X 2 N HMSA J2 UK S8 2SR 70 P T 51 T I (14 i il _E R AT 11, 24865
P B R 3 470 22 10 (AR BL T 65 v P B HMIS A 7= 2 TE AT HURF AiE (V0 M oK 2 AR BT 5 B LA e, 24 )
St P R 7 51 IR A s T 359% M), Polygraph TGy = A5 R f (G HURE A . Polygraph $2 X n 4% 7 471 R osr BT k
I F7 51 AR A R AE. 2 W8 5 32 0 RS 4305 XU 9710 2 1A A L 097 )5 471 B 1, Polygraph 4 2 42X 261 7 41
VB Jh R AIE P — 308 43 B HE >R, AT A d5 26 7 2R (R AR AE TPl 2 B 5 8 ) .CCSF T I H T % a1 HEAT R AR 32
B, DRI 3 DA v P AE 2R 4 B RS A 11 0 PR R AE . 25 4 1 4 T IE] 5,CCSF il Polygraph 5 HMSA A Eb, g 0% B i 3
T AR R T 05 EEURRAE

A% CCSF H %5 Polygraph Frie BURFAEEAT T Hhise AR A Apache-Knacker 1 ATPhttpd
% RPE A R 5, 23 390 77 A2 T 2 000 AN IR FE A [ G2 5 2 000 4% 55 51 AR AR AN IR SR FH e 255 13 51 B A G v 1) i
B AR I 3 [ 5 AL AR SO0y A1 5 H 43 024 100,200,300,400,500,600,700,800,900 4% it 1 35z [ 25
B 55 Polygraph i BUREAE S I & [0 45 AT T oA, P A 45 R WL 3K 5.

‘ \\

Table 5 Signatures generated by CCSF and Polygraph comparison in the presence \of’noiseé

# 5 CCSF %k 5 Polygraph Jy k(e b5 0l K

ﬁ%ﬁ'ﬂ%ﬁﬂ@ﬁ I
\‘ . -

Number of \
noise Worm name Polygraph CCSF
sequences .
Apache-Knacker “\xfxbf’, ©:”, “\r\nHost:”, ‘GET’, ‘HTTP/1.1\r\n’, “\r\nHost:’,

1100 worm ‘w7, ‘\r\n’, ‘HTTP/1.1\r\n’ “\xfi\xbf’, ‘\r\n’, ‘GET’
ATPhttod worm T ‘\xf\xbf’, “‘O\xde’, ‘F\x18°, ‘HTTP/1.1\r\n’, “\xff\xbf’,

P & ‘HTTP/1.1\r\n’, “‘GET /’, “\xba\xc3’ ‘GET/’
Apache-Knacker “\Xfi\xbf’, “:7, “\r\nHost:”, “\xb0\xib’, ‘HTTP/1.1\r\n’, “\r\nHost:”,

1200 fworm ‘GET’, ‘M’, ‘\r\n’, ‘HTTP/1.1\r\n’ “\xff\xbf’, ‘\r\n’, ‘GET’

3 ATPhttpd worm FAXbF, “%\80°, ‘L%", ‘HTTP/L.1\AN’, ‘GET/’ HTTP/ 1"1c\_;ré”T B Wb,
Apache-Knacker “\xff\xbf’, *:*, “\r\nHost:’, ‘Z’, ‘GET’, ‘HTTP/1.1\r\n’, “\r\nHost:’,

12300 worm ‘9%, “\r\n’, ‘A\xf4’, ‘HTTP/1.1\r\n’ “xff\xbf’, ‘\r\n’, ‘GET’
ATPhttpd worm WHfWbf’, ‘HTTP/L 1\, *GET/’ HTTPAL I, "Wt
Apache-Knacker “Xff\xbf’, *:*, “\r\nHost:”, ‘GET’, ‘HTTP/1.1\r\n’, “\r\nHost:’,

12400 worm ‘\r\n’, ‘HTTP/1.1\r\n’ “\xff\xbf’, ‘\r\n’, ‘GET’
ATPhttpd worm WHXbF, “\xeb)’, “HTTP/L.I\A’, ‘GET/’ HTTP/ 1"1(\;;} H LULCLE
Apache-Knacker “\xff\xbf’, *:*, “\r\nHost:’, ‘2, ‘1g’, ‘GET’, ‘HTTP/1.1\r\n’,#\r\nHost:’,

12500 worm ‘\x02\xd7’, “6\r\nHost:’, ‘\r\n’, ‘HTTP/1.1\r\n’ “\xff\xbf’; ‘\r\r}\, ‘GET’

. 3 B 3
ATPhttpd worm WHXDE, “WefS?, ‘HTTP/LA\AN’, “GET/, *Axcf’ HTTP”'gé”T B giror’,
Apache-Knacker “\xff\xbf’, ‘ze’, *:7, *>.”, “\r\nHost:’, ‘HTTP/1.1\r\n’, “\r\nHost:’,

12600 worm ‘3n’, ‘GET’, ‘\r\n’, “HTTR/1.1\r\n’ “\xff\xbf’, ‘\r\n’, ‘GET’

= ¥ & < 7« B
ATPhttpd worm ixb”, “\Xbfx94’, *HTTP/L 1\’ *GET/" HTTP/ 1"1&’} H RULLLE
Apache-Knacker “\xfxbf” ¥:7, “\r\aHost:”, “Y\xec’, ‘HTTP/1.1\r\n’, “\r\nHost:’,

1=700 worm \ ‘GET’, \r\n®, ‘HTTP/1.1\r\n’ “\Xff\xbf’, ‘\r\in’, ‘GET’
ATPhttpd worm IWE, “HTTPILIAY, “GET/", “WeO\fo” HTTP/ 1'%?} H UL
Apache-Knacker ‘\Xﬂ‘\l):d,)f"‘\ (Tf(b (;)I;B_?\xgj\\\l_ri\nHost ‘HTTP/1.1\n\n’, ‘\r\nHost:",

worm + XORXDE, ; _d\nnHost:, “Axff\xbf’, \r\n’, ‘GET’
1=800 ¥ \xfL\xf1’, ‘\r\n’, ‘HTTP/1.1\r\n’ ' '
3 ATPhttpd worm WHbE?, ‘HTTP/LL\A’, *GET/, “W82\x17" HTTPAL L, "W
Apache-Knacker “\xfi\ixbf’, *:*, “\r\nHost:”, ‘Wg’, ‘HTTP/1.1\r\n’, “\r\nHost:”,
12900 worm ‘GET’, ‘\r\n’, ‘“HTTP/1.1\r\n” “xff\xbf’, ‘\r\n’, ‘GET’

ATPhttpd worm

“WXf\xbf’, ‘HTTP/1.1\r\n’, *GET/’, “\xba\xf7’,
\x94\x04’

‘HTTP/1.1\r\n’, “\xff\xbf’,
‘GET/

M 5 0 LA, CCSF 3™ A T 1A IRl JURFAE, 1T Polygraph 7™ A= T TEAff 1 i 17 1R AE AR 2 i
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T 52 g 14 5% 1, Polygraph 1 7= 45 T 2 42 1) token /3 71, W 7E 42 L Apache-Knacker §if HUREAE 1], 76 7T 5 it o 4
FT 200 kMg A s BLT  Polygraph B T 77 AR T3 SURFAE Ab, 1B 75 AR T, \b0\xib KM 471, T
CCSF U B2 B T BT token 11 4 i HUAREAE. [K 1k ,CCSF 7= A= R AL Lk Polygraph 77 A5 B4 1iE 56 K .

3 % it

N T R W T RS DU T 22 A0 HUR R AR SR B ) R AR SR T R TR AL AT I 2 A I RURFAE B 342
I 92:(CCSF).CCSF Sk w264 n 4505 P 5 43 Bi 2 41 20 J¢ 51, 312 FH R gm gt 20 F 213k AT 4 fE 42 B, 7
T R AT B 1D 5 RO FAE R R e R 11 () I, R O b AR AT T i (1 AR R 22 ] B e v e R A B H A>T
i tUF 814 H I CCSF et IF i 32 B HH 06 HURFAE.

ARSI e T AT b P L — 2R A 1) R, R 2D TR AR A AT B R B 22 S0 U R A AR )
R BRAT)E S 70 T BRIt R 5 SR HUHEAT 4 28 8RS TR O3 T BB A SR U RR AR A 3 4 K TRAT T g iR —
o I T 380 B SIE (1) 9 45 R B o
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