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Abstract: Tracing online propagation paths when worm breaks out on a large scale can improve the network’s
anti-attackability. The existing tracing approaches to obtain worm propagation path are all based on off-line analysis
and usually have a lower accuracy. This paper proposes an online Accumulation Algorithm with sliding detection
windows, which can fleetly and efficiently trace the origin and initial causal edges of the worm.\The algorithm
solves the conflicts in choosing causal edges and tackles the problem of merging propagation paths in the
consecutive reconstruction phase. The algorithm’s accuracy and performance ‘have_been analyzed. Experimental
results reveal that the online Accumulation Algorithm can dig out causal edge even at the initial stage, and the
Accumulation Algorithm can achieve detection accuracy higher than 90% while its running time is only 1% of
related works.

Key words: worm; propagation path; onlingstracing; detection window
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F LRI 3 7T LG HY 3 Pl Bt 2 ) :Worm-30 JECile kol 3 ik, 78 5 000s B B4 e T 438 S i ML, 41%0
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. Table 1 Three different warm scanning rates

RL 3 FIAIE] UG HLd 4 R

Worm scanning rate Worm-30  Worm-60  Worm-90

*
X

Worm scan duration (s) 30 60 90
Total flows (million) 5.08 3.59 3.09
Fraction of attack edges 0.41 0.16 0.03
Fraction of causal edges 0.002 4 0.003 2 0.002 0
Fraction of infected hosts 0.100 0.099 0.063

157 [& I S BN S ERERI LW I, SR VRAH R — A S R0 28 4. S8 v 35 O S IR Ui W, 25 2 SOl i e L
256 41 TR & S HO RBEEVERE L WA 4.2 Wi & SHONTE L BIETERE M .5 4.3 A HE
TEAS B BRI 5 4.4 ATHRRCRBVTE . BIHAT LSRR R AT Sk M e
T 5% 4.5 1 SR 6 IR ST S P 2% AR T G E

© FEREGERAIIGTT hitp://www.c-s-a.org.cn



B3R F RN R SIE RAEIEREN EERB A& 809

§ 0.08 Worm-60
h=]

b

S 0.06

k=

G 0.04

=

2

S 0.02 1
<

T Worm-90

0.00+ \

2000 4000 6000 8000
Time (s)

A
Fig.3 Fraction of infected host along withitime
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Table 2 . Parameters’ initial value
_ k2 SHNIYIGE

Number of accumulation process: K 10
¥ Time interval on the definition of precursor: At seconds 1 000
. Number of edges in the result set: Z 100
Running duration of online algorithm: R seconds 480
Size of sliding window: S seconds 2400
Threshold when choosing conflict edge: 4 0.1

41 BREERIERE
411 K XHHEEER R

B4 25 HE T SRR IR KR R0V M 28 1) 536 T 5o T % P A 26 (100 e K =9 I, B5032 E , J8ad 200 R Uk
e a (RE A 22 3538 B T S i v BUR AN 2D (SR AE B e 49 2R I 1) &5 SN 4 g n] R I, Y
K 2 8238 K I, HEAf 2 T T B DR D SR AR S 22 I8 W 45 T e e 1 30 1) 28 AR T A5 AT R A A SRR B ik b il
TR Z AT IEH 30, AR T8 2 AR M rT BE N T 45 AR 4 IR E7R T 3 A [ 3 28 [ 0tk oy 1623000 ¥ iff %
(K 5% 0. VT LS55 7 1 7 R 00 8 250 50 A ) 0 B A 2 9 =l 35 2 A Worm-90, J % 320 6 Y i i 1 2.
AR BERE 1K 3] 30%.

1.0
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0.8 i TR e
> @ e A=
2 /o/ _+"Worm-60 - — @ ——f
5 .06 JE'_T/ ]
§ i 2 ; ......... AA
g 8 o o4l EE A
£ iy
8 0 {;___A—/Worm-go Tk — — e —
0.0 - L L . i
6 9 12 15 18 21
K

Fig.4 Kvs. AA (attack edge accuracy), CA (causal edge accuracy)
K4 KX AACA 520
412 At X PERERIE R
K5 g th T AU AACA RISE . 2 At H8 OIS, HERf 2 15 56 T AR 5 I A A At AR /N I AE R 22 AR, 8
T 1) SRR TEAG W e BT — SR LARTAt B[] P ¥ A 1 9 1R 320, AT A A & 75 2R BU(E 2R 4R BB A% i [ 1) e
W AR BRI A AE AR AU A SR AL SRR B AA B0 J2, T i A 38 S B A AR T v s AE 2 At R4k
H O INT A1 3 S i FaeAIG T 3202 TR D B RV TRl (K At BEWRAE AT 58 22 (%) 70 0K UM B 1 i 2R RR B I o 2 Tl 1)
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B NE 6 FE 7 thn] & HIX — 55, AL 4R 2L T 5 I, FP(false positive),FN(false negative) 3375 it 7t &, B8 £
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Fig.5 Atvs. AA, CA
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Fig.6 Atvs. FN Fig.7 Atvs. FP
K6  AtXS FN 52 7 AtXE FP [R5
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Table 3 Optimal At of different worm scanning'rates

3 AIA AR R LA

Worm scanning rate Optimal At (s)
Worm-30 600
Worm-60 1400
Worm-90 1600

4.1.3  Z eI R |

L P36 0 S 4 8 T 0 gt b TR 8 S B 5 4 SR A 1 8K A, CA K785 A 1. B 1 7
Worm-30 s FAT I H () TOP-10 A EI T 100%HERI R . FEE Z (K3 K, Mok 122 (1 R B gL 1 0% N\ 45 4R
R X R AR A2 ST 21, RIS 2 7E Worm-60 245 1Al H 1Y) TOP-600, #EAf 26 thiE B T 73%. [m] Ity & 31,24 Z
AR /INIRE, 36F Worm-90 [ 6 W ¥ fff 6 ARAIG, 1% 1% 22 12 11 475 HL e 0% T 40 b B e 1T 14T 6 3G 2 1A K Z A3 B Al 11
il 1 v ) R P PR LR Y, Z=100 I, % Worm-90 [ ik 2 T R ) 30%. M 4. B 5. & 8 ik E
AR I, T e 10 M Al 2000 A 2 e B 3 A 3 2 TR W A TR R IR AT AU T AR 3 T o A
I RTBE 112 b7 7 6 R R A 0, A e 1) A MU 2D AT B v R 4K 2 B T s A
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Fig.9 Data magnitude vs. execution time
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Fig.10 Online detection accuracy along with time Fig.11 Online detection FN rate along with time
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Fig.15, A causal tree reconstructed by accumulation algorithm
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Fig.16 Accuracy of offline algorithms Fig.17 Execution time of offline algorithm
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Table 4 Information of experiment data Table 5 Experimentresult (%)
x4 ERAEER \ R5 FEEIR(%)
Total flows 14 356 . AA CA
Total hosts 907 ACC 92 90
Fraction of attack edges 7 966 OACC 83 80
Fraction of causal edges o 135
Fraction of vulnerable h_osts 0.15
Fraction of infected hosts 0.15
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