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Abstract: System incentive and alternation of attacker’s strategies are not taken into full consideration in current
intrusion response research. An intrusion response model (intrusion response based on attack graph, IRAG) based
on the attack graph is proposed to solve this problem. IRAG model deals well with the attack’s intent and
alternation of strategies, and takes account of incentives of system and attacker across-the-board. The experimental
results show that the IRAG model can effectively improve the accuracy and effectiveness of alert response.
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Table 1 The prevent probability of response methods
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a 0 0 0 0
a 0 90% 95% 0
as 0 0 0 95%
a, 0 0 95% 0
as 0 90% 95% 0

Table 2 The lost caused by attack
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my 0.1 0.6 0.3 0.6 0.6 0.4 0.3
m3 0.1 0.2 0.3 0.2 0.2 0.2 0.3

motmy 0 0.1 0.3 0.2 0.1 0 0.1
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