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Abstract: The component-based system will provide a predefined survivability specification which consists of
corresponding degraded services in the presence of various kinds of malicious attacks, system failures or accidents.
The main contributions of this paper are (1) presenting the method to represent service core based on component
families and installation orders, which can precisely capture the system services perceived by users; (2) proposing
the reasoning rules of system recovery based on component compatibility and installation execution, which are used
to judge the success property (the newly started service works well) and safety property (formerly started services
are not damaged); and (3) presenting the algorithms to simplify installation execution based on the concept of
projection, which supports the reasoning analysis of system recovery of big scale. By the analysis process based on
survivability specification, the corresponding reasoning rules can be systemically applied in practice. A
component-based system named MVoD (mobile video-on-demand) is illustrated to demonstrate the practicability
and efficiency of the formal model and the analysis method.
Key words:  component-based software engineering; component-based system; component reuse; survivability
specification; service core; system recovery
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KR AT R AR R T A M E R T A G HATE RS2, A IR A
hEZ DS TP311 X HERFRIRAD: A

FEF #4481 4% £ T F% (component-based software engineering, fii#k CBSE) T3 ¥ & #4E T & 19 32 i 76 491
T TR B R A SRR TT AN A 2 B8 v B T R 3k 26 RN o i (R os 42, R E i U R T A8 B T 2
RV 70 330 L el 5 4% o 45 £ S 2 e N X (A B R R B G R A R OB RS, &b A il
HIRGR) XHRIRGEERIT ARG WELH ARG IR RE) S FAT HH AR s dEr=Emahamy
XA SR B PIAH O, I R IX 2 R 4 R Ak e i 2 B K s SRR B R R A S R A S
FaE.

B Internet () H BL5 & J& ILAE 10 36 T #4419 & 4t (component-based system, & F&X CBS) T IHI Il () FR 35 M
B BHEZELE MBI T NEAR A RENE, LU A6 4 55 B AR SR I3 S5 A (N BT AT 1 Web Ik 45
EYUTT I A 17 RAFLE T Internet (8N 42 b AT — AN S0 AT 78 T 0 3R 85 TR 3 i F A7 20
DL A, 3 LA ol b ) 05 35 A 02 S A R A 8 W 48 (R TLSE T3 b AR R E2 30 A e 1 3 42 3
Xof TR A 1) BRI 5 1 5 ] (5 P DR P (] AR A P ) R T LRI R I AT A 6 T A 1) R e 7t AL B
A2 A T IR 00 T A DLAE A 2 — AN T AR v f) e v ),

BUAE, [ A AR RS AT A AE M oY A AR LR 4 AN D5 1HL) WA R G5 AT A AR PRI 5T 16T )
WFFTHE AL B A S AT AT 2B A7 W 97 4 22 (R AER. e 2 S 20 B 0 2% A 44 ) 32 S R e, ) 300 1 A 4 PP B
T _ERAIEIE R G AT A AE v 802) 44 S R G T ZE A7 M 1) o SURIF ST 32 BRSO T ZE A7 R K I 4% 45 B R 4L
JIT I8 2% LA (10 52 S8 15 R AT 1 00 7 S A3 3 1 R 2R 2 R IS I 2 () 22 4 T 0, i i xS
BEAT 2 4k 100 B AT A AR R (1 6 Aok s SCRZE T AR AR 3) A R R G I AT A A A TR 93X
T R 5T 5 B2 P A7 1) — S 56 R R 0 45 A FOAR IS HEAT 23 M7, 3% R o] REAE A (0 ] A A2 55 2R AR 5 R —
SE 1077 ¥ (T B AL o5 2 1 2 4 PR i) SR B v R 8 O T A A7 P B2 — R 7 R T e ek A ok P o D
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AT L ATGy MBS LS 1)K 5 2 1 B I T AT AR A PR R (1 AR S R U R 5 3 g
AR G P A HE BN, O 45 B T AR R (W R W T I AR 2 4 A S B
RUE S I P R AT P 58 6 1 PUAR DG A i A SC R BT AR IR 5056 6 14y i 4518 5 e B!
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1.1 xR

AT AN B S TR R G —— B s A A% & 4i(mobile video-on-demand, fii#X MVoD), LA i
RBAIFRBIBIHLS T5 . — A MVOD R A5 LA T 11 AN ThfePERIFE:MVoD &% R S8 1 g8 — 4\ s 8 1 P i
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JHCA B AP AATUZE R AE K 2 B S bR 1A B T R A R T RE MM 51 2 A, IX 26 B AT AEBL ) 8 1A 4 1 sl A
BT — AR5 MVOD R G 1 IR R 4 B — 8 1) a5 M AT 1 4 Rl I T AT A8 B o F P SR B R R IR 453X
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[] component
—» Dependency

Contents DB

Fig.1 Component dependency graph of components in MVoD
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R RHE H] B A NAERN T 2 IR 55 (53); ¥ A0UIR 55 (Sa) REATUIR 55 (Ss); 5 ARURI AR AR 55 (Se); 7t 7 B2 42 o) A4 AL A3
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Fig.2 Perceived services by users of MVoD system
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1.2 [G1REAYHEIAR

7 I R AT 153 22 7, FRATT 58 R AR SC e S AT 1 9 AR A R A R IR 45 1B AT 8 SLAR ST AR I A A
S BAL R (software component)”. e K F AL FH 4G Ky )72 19 Szperski S AR 1 5 X, B A #4 2F J — MV T
o S B2 00 S X S (1 45 ) G, AT DA ST B L5 T A = O LA ORI SR Avizienis 2 Ak
“FR 4% (service)” I 8 S, BN —AN 2R 48 T e A% 38 1) IR 25 (delivered  service) & 1% & 4 it FH 7 T fig /26 1 1K) (perceived) 512
F547 4 (actual behavior)4,

1 SE B B BE TR I R G P, — AN IS5 T 2 1t — 2K [ A IR 1 50 M F g e B i — o 10 38 e 2 R
12 R (dependency) I It 449 11 18] 58 B 45 BiMVE ok 32 F5 (support) (1 R4 25 [ (1) 38 8 1 3 5 RO R e T 4652
FEIEAN R 55 )7 Bl (start) I3 6 g 14 1) 22 2 (instal 1) I3

— AR B — AL B A A LT e B A T R FRATTH Cry R B B M | AR SR X T K
15 Crgy AT IT—AHGPE P \p IEIRAS X T MR G Co Ml 7, oz G PR PRI SR 5 4R AT
(K 2R HE S, 7, YR 7, IIRIAFAR G (WL H0AT, C, ={me 3)-C FRIPFII T A HES LA 1T (7,) -

W55 s HRIPFEE A B e, PITSCHE, MIAC D supp(s, {rme, 3) - [FIINE PGP JE 4 455 o R 6 7 A 5K £ (etity ), 4
I8 A SEARSE T (precede) ) — AN SEAR B 1, ¢f o cf RIMAE M1 ¢ 75 ¢f Ll e SR LUR R AR BT LUR IR
TR I S0 Bl e 3 R TA 5%

2 MfRFERENHELER

2.1 AEFNRSE

EX 1(ARFE1%). — Mk (service core)t—A> Z o4l SC=(S¥,C¥),ix H.:

o S¥={sy,... SR RGEAE AN N ZI I e SR A K IR 25 I AR

o C¥ R AMIPHES, HLil LA Vs e S A7 1E {re } = C¥° 1813 supp(s; {7, }) -

b 55 A% A2 T8 3 S R 2R 8 T A L 1 FH 7 3 0% J A 1 B 45 3R AT b BT 73 30 1K — AN 1 R e ¥ o] A A7
FR It (survivability specification) & i — 21 756 & U (IR 45 4% BT 4R, 8 - SPEC={SC*,...,.SC"}. it T Hy 1tk R 4t
FA 2 AR e, BT — AN 2F 0] B8 3O — AN R 48 0T CA AR B8 AN 7] (DR, R 458 T LU 2 ANl AR A7 P 1
FVE. TR — A 0] AR A7 R T AN ) I 45 A% 18 I 45 B2 — 3 SR A [0 10, T A T ) ) A A T R 9 v e 45 A 1 i 45 482
A AT LU AR A 1.

21— A AN S R D0 P (B s OB B R K S AT R G e 8 N AT 22 B i AT SRR I IR
FHEEN T RGN AT RS 0 5 — NIRRT R K.

EX 2(BREZMED). T supp(s, {me, P N UHTRS L SC=(S°,C¥) R M5 & 5 id h sCR=
(SF°,CR ) ik L

o RS s AE SV (e SV R F;

o L YR RIMAHL S AIAE 2o, TG AE C¥° HhadbAT 2eke.

R4S si B BTG B 1 B, LT3 sy Bl — AN IR 54 A 21 S¥° b Bl B SR=8%0U s, }(sk e V).
{ e, YA 1 22 Rt U S %, A 00 BURA A (Y9 22 28 SRS ) L. [N O 25— R PFBEAE C° i 2%, C° v
R BE CLERAEAE T 5K 1 AH [F) A4 A SRR TR R A DA o 58 P 1) 1 B SR R 4] e e IR AR (B F 2 %% . B O
AP 22 2 B AT A AN 5 5 ) il 2 T U 1) £ 2 SR s

WF = NG E D, BA AR SR KR, AR IR &5 % Wk 520 AT 2 ) 8 8 B I IRk
5 Re B B L 7 0T T (R I Thg, R 2 A WA B AR 1% I S5 A% K 520 04T 2 05 LA RIS P B 438 15 86 Thie 19 ik
S5 ATHAR BB A4k S B A1 T 5 (¥ ) B8 I 512 o 1R A 1 2R 0 52 06T T 28 R 22 4 M 1 5 SRR A I 199, B 3k B = ) 2
PERA DA T — AN ZR G R U, dae BIAR ) D 52175 100 2 2R G 53 WG BB R AIF R Tl 2 SRR ORAIE 22 4% 1 AN g Sife ot
B, 2 A 1 ) S 45 5 O T R A 2 A Mk 4 /0 R R IE JRUSK T DA E S $R A 1R M 25 41 48 R 1 % B 3%, 1T R o 1 v
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23 T SR 0 IR S5 1T 3 BUR R R % 1E R AL 1 IR 45 52 931,
ARG — AR S5 RZ (R P S 28 T 4 E IR 22 4 PR IR S5 A% Wk S A0 1) 2
EX (MUMMBEZRES) &€ MG LI L SCh=(SF°,CF™), i R A7 15 {z, }= CF ¥ Ml 13
supp(s, {mc, }) B4, SCRALRR hy — AN S i i 55 R e 52200
EX HREMREZRED). HEMSHIE L SCR=(ST°,CR ), i vsie S #AF7E {re, }= CH ™"
43 supp(s, {7e, ) B4, SCRRR I — A2 Al 55 K e 5220
A R=SC ..o SC™ Wy lIRS5 4% SC A1 SC'II I — AN S5 A% W 5225 F7 51, Jerh 4 — 4> SC™ (SCRi eR,
1<j<m) B — ARSI E L R R S5 SC i g5 i 5220 )7 51 R Bk g5 % SC H SFn= = (SR,
S AAZ I FERR K MR S5 K A8l SC—B SCY bt T AN IR S5 % W B2 A8 )7 Bl ok it I B g s — A R 55 A% e 5225
M e 5 56 55 5 AN IR S5 R IR IR 45 B 5 AR IR) T i IR S5 A Wk 5220 3 70 st e — A IR 55 A% P 52, 1 AN 5 2 A 2 1) S 9
A9, 58 4 AH (7). R O AN 52 I A (9 IR 55 A% Tk &2 25 8 i B3 W] AR A7 R 0T 8 SLIR IR G542, I AAS 2 AT IR R 48
53 T TR A MR 5 A Wk
EX S(EMBRSZME). W4 E— 4 sCh(SCh eR1< j<m) #4& j 1h i ik 25 1% Wk 5225, 6 4
SC—E—SC' Bk by — A BT (B 55 A% 1 2.
EX 6(REWREZIKE). RS 4 sCH(SCHeRI<j<m) MELZLEWIREHKE L, T4
SC—FSC' BN — AN IR IR K.
22 MHMRRESRENRIT
2.2.1 WP sEng
R P 22 2 SR PR —— AN KA G AT 0 ) A B 5 v AT 22 386 A 58 SUR A 22 308 SRS I, 1 508 5 | N I 7 A 44
YR SRNEAE Insert(c?,C,) FE M cP 1E I —DF m HIHA B RS Cp 5 ¥4 1F Repalce(c?,C,) 1
P Bt R S C b T BA MRS | .
EX T(RIEKME). 43 5C supp(s, {zc }) Al SC=(SV°,C¥°), e M IR Ko — MF of e {me, } Wi 225 5]
SV rh g U 4 Tz 3 S
o B ¥z dE5in% DIP(direct installation policy),Bll IR = DIP 44T #1F Insert(c?,C™).
o SEAYHESNE TIP(total installation policy),Bl IRP =TIP U1 C¥*Crpy=@, MIHAT A Insert(c?,C™);
WA CVNCrpy=d AT 1 Replace(c?,C¥ NCy)) .
o HRA 2B INP(installation of new-version policy), Bl IR? = INP .41 CY*NCrq=, AT #: 1
Insert(c?,C™) ;R {c ¢! € C¥* N Cyyy .0 < p}= D AT 2 4E Repalce(c” {cf | eC¥* nCepy,, < P} ;
5 AT A BAE AT
o 235 mE NIP(none installation policy), Bl IR = NIP .41 C¥nCrpy=@, AT EAE Insert(c?,C™) ;15
A 2 B A AT
R WIS M PR 2R S IR I S PR R & { g, 3P BAMIERIR S 1 i rE.
222 ZEPAT
SINK I AR T PRBLIF] A A 5 b BAT AN R RRAS 5 (1) 8% AN A 2 TR 1R G 3R
EX 8(BRRE). 4T supp(s, {7c 1) I ic {me, Y WHPFR G { me, PAAT 5248 4F Replace(c” {c] | ¢l e{zc, }.
p2r}) 2 IR PFEE 15 R supp(s, {ze, 3) AL, MIBR R 1 ¢ FLAT 17 ) e 4 E (backward compatibility, fiij 7 BC).
EX I(RABTHRE). 45 supp(s,{re, ) JFIL {mg, Y ARG { 7, AT ¢ #8 4T Replace(c” {c] | ¢ e{zc,},
p<rh}ZJa IR AFAE A R supp (s, {reg, 3) B, WIBRAG A o FA 1 i e A (forward compatibility, i Fx FC).
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TR HLBE A P B G MR ME R RS MAE P RE SR F R | ERA S R p KHOATLE R £ ¢
(P=N) BRI ¢P HLAT M i e 28 e RWRE AT ¢ BEMS SKILMPE R | PR AR5 Lh p KR EE R F ¢ (p<r) i)
e,

AW e B R AR S A DS RIE 3 R R T 3 A (FC) . 1) J5 3R 25 (BC) A BE 1n] /iy e 2% S 1) Ji5 e 2%
(BCAFC). X T~ 4 4 5 Ji5 v 1 Gl H 30 11 5 At Ay A BOE AN T 17 5 25 410, 7S 1) i SHE 8 T ) A, T AT 20 42 AR 2 K
T 43 18 R T L — AN T IR R SR

EX 10(RERIER). WA MR RBLE—D =04l (¢!,Comp?, IPP) .2k B He 25 Comp? H#4
P cP i 22 B Mg 1PP AT 23,

T MR e 0 PP AT A2 Ja BRI ¢ FEANEN T S o UFR e e R IA S (¢, Comp?, IPP) HATHEA
AR A TR Ry B AT AT N5 A N R A4 A N R A N

T BT, 3R IE R (6P, _ ) RORFIME P 13 250 22 2 5w T LI AT R, Al 5 2R

EX LU(REWIT). g IS e JBA, 7o, BVERIAT I e, TR 10 22 e 2 3 aC AR N HE 21,
LN IE(xe, ) -

55 TR0 5 ARG FATT T {IE (2, )} RIS R AT 1E (g, ) 1 (KT 22 B 08 AR AR 15 1 2R 22 e 3k
AT 1E(7rg, ) AT n A 2K A ST IE (7, ) MR n.

2.3 MENRESRENNIT

o A 2R 5 1 O U, S T A A K A I 1) 22 3 AT 3t 4 B 4% 491 4 Dassault 22 45 11 3 227
CATIA ik 4 JL TT AN A A g ol P22, B L 3 4 2 ) AN () R AR 5 2% 1 3 2, D) SEL AT 7 ) 2 2B 30 AT 45 T 2 2%
LA, o] i8] 4 A2 21 2 495 1 30 2 AR A A4 S 2R e 75 7 52 o v 2 FHD 11 BB 5% T R 8 T 5 )N B8 AT $ g
FAAGE 2 Sk TR 40 52 % 11 22 e AT

GHAT 1E (e, ) TERIPE R Cegy LB — AN 2B RIE X HES,1C K Proje gy e ih IE(7g, ) T RAT
PRI 1 22 e e 3K B AT IHE VB (g, ) P RDAR o7 8 41 .

EX 12(FMPATHR). WK SY° IR I 2 AT 1E (g, ) A IE(7g, ) 70 HRAT i, BT 43 21 (R R 14
Er AR UK 1E (g, ) AV IE (rg, ) A5 S AT SR IHRAT R il Effect ., (IE (7, ) = Effect ., (IE(7¢,)) -

HI NG, 3% S HANTAI R 5 SR IS P (g, ) 7R 1X N, AN IRSS SO 5 3% BUEATIHE 7, H DL R
BT e B AT B ROR, AT 0 1

PR L. WL Pre, ) = i, fy U Effect,, (IE(m, )) = Effect,, (IE(Projg ;5”...Projg o)) .

Flfng, )
Pk eIk A (cf . Compp, IPY) e 1B (e, )(fy < f < £y ) HRSEMMIRER S { 7o, P PRAIIER RS f 1)
etk T AP I 1 S AR A
MR 2. 85 Ve, mg, € 11(C) Home, # mg, MR P(rg, ) = Prg,) B4,
Effect o (IE(;rCk )) = Effect B (IE(;r’Ck ).
L4 P(rg, ) = Plag,) = fifpfy Bh Vg, 76, € 11(C) B P(ng,) = P, ) MARIERR 1,47

-IE(7c, ) -1E(7¢, )
Ef'fectssys(IE(;er))zEf'fectssys(IE(PrOJF(,lfk «.Proje )

fng, )
|E(7r(';k
F(f1)

= Effect .. (IE (%, ),
T LA BT 2 159HIE. \
B 3 MR CPCrod 54 Efect,, (Proj'FE(i()”ck)) - Effectssys(ProJ'LE(i(ir %)\ (,_,NIP)) .ix H., ProJ'LEu()” a) |

oo NIP)FR & BT B 101, NIP) 1 2B 6 7 2 J (1 2B AT 8 Proji ™ .

) HIE(7¢, )
'-'PrOJF(fNCCkk)))

= Effectssys (IE(Proj
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DRI A o 22 282 SR NIP AN PAT AEART B0 A%, AN 4 X6 22 28 P 58 (R 00 SR 3t I AT A s 7, J9r DA I3 3 AR Jr.
%R 4. XF Proj,'f(i(fck) = (c?,Comp}t, IP%)o...o (c/",Compi", IP™ ) o...0 (ci*,Compje, IR"=) , 41 5 (s, Comp;", IP™)
K Proje ) Wil AR, TIP) R s ik o, B 4,
Effect, (Projf(i()”Ck = Effect.. ((ci",Comp;", IR")o...o (¢*, Comp;?, IP*)) .
Bk Projeg ™ s 5 — AN (L, TIP) iy 256 21k R (s, Compr, IR )(IP =TIP) %4 34 I i I 7 1 T
(si',Comp/', IR") (1<I<h—1,h=2) 1) %2 3% 4 i 3nf 22 e BE5E 15 i, T DA, 1X 86 22 25 R dh AU mT LA e Bk M 4 &b
BT DL ST 2R RAT ROR PR 5T, B AT i DR AL 22 AT 1E (g, ) S 1A 2 2 JUARUR T S 3K
WO P X5 BFES P (g, ) (A 2), SRR AR LREHAT 1E (g, ) 7E P(rg, ) AR — IR 55 SR R AT B (A
3), A M IR O B AN 2R AT B AT A (B 4), 3w 5 HE TR A6 )5 (K 228 AT 1E (g, ) P I 28R
AL W EANTHE NE (g, ) P IAH N REA T HEB 1, 75 2 o 22 A 10 22 B8 AT
B 1 B PATRA Ed RE.
Procedure SIMPLIFY_IE(IE(7, ))
N L HAHAT 1E (7, ) 5
it - BT AL PR 22 RAT 1E (7, )_Simplified .
|IE(7, )_Simplified <~ NULL
P(7¢, ) <~ PERMUTATION_FAMILY_NUMBER_ IE(IE (7, ))
for 4 %Hk%S f, eP(r,) do
{ Projy ) « IE_PROJECTION(IE(7, ), ;)
LIE(7g, )

Projr’_Simplified < SIMPLIFY_PROJECTION (Projr ;')

E (7., )_Simplified < IE(, )_Simplified o Proj’ s’_Simplified }
end for
E1E (7, ) _Simplified H ) 22 43k SN2 B AR 1B (7, ) HH HOAH RGP 24T 451
return (1E (7, )_Simplified )
end procedure
Bk 2. SRIUCZEPAT A 5 HEA R 7R
Procedure  PERMUTATION_FAMILY_NUMBER_ IE(IE(;zCk )
N IE (7)) = (5, CEL IS ) oo (57, C 1S ) 0.0 (i, Cl IS
M P(ﬂ'ck) .
P(7e,) « NULL
fori=1tondo
if 1 eP(z)
thendo P(zg, )« P(7c, )el;
end if
end for
return (P(zc,))
end procedure
8% 3. HPATE N S F LB R .
Procedure IE_PROJECTION(IE(ﬂCk),i)
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BN BT 1E (7, ) = (s,Ct, |sql)o...o(s“i c,‘“ , |sfji)o...o(s,j~,c,‘jn,|s,jn) AR
v R HATIE LR IR | L IIBER Projeg, o .
Projr g% < NULL
fort=1tondo
if =i
then PrOJF F(re) <—Pr01I (7o) o (s, C,1S%)
end if
end for

return (PrOJI'EE,()”Ck )
end procedure

Bk 4 TR AT NS5 SR LB B R

Procedure SIMPLIFY PRO.JECTION(PrOJ,E(,”Ck )

LIPS PrOJFE,()'er = (c?t,Compt, IP)o...o (c",Comp!, IP™) ..o (c*,Compj2, IP*)
fth: Projrg_Simplified

IE (/rck

Projeg, °’_Simplified < Projy %’ L=1

F ()
forj=1toado
if (c;',Comp,IRY) HA (,_,NIP) fERH.C¥NC,,, D
then do B Projr, °_Simplified 11 (c{",Comp;’,1P")
else if (c’,Comp,IP") HA (,_TIP) B H L<j
then do
{ Wk PFOJF ) _simplified 111 (ct,Compt, IP%) L« j}
end do
end if

end if
end for

return (ProjI'EE(i()”Ck ) Simplified )
end procedure

AR LI RIS AP O(n+mx(n+a))=0(n?), JE 1 Sy ZReAT 1E (g, ) IR

3 ETHANRENMGRFREHEE

AT I 7 A 1 22 REIAT 1E (e, )_Simplified /-4 L6 K 43 7 A1k BEAG 1 2R GE Wk 52 1 PR,

B o1. ﬁn%{lE(an)_&mphned}r-hWf‘caﬁ?i‘%%iﬁt(cf,Compf,lPip)%B L7 (c?,_,DIP) Bk (cP, _,TIP) Iy
FER A4 SCR=(SF°,CR %) & — AN I I I 55 R 5220

FU 1 n] DL el B e 3 SR DIPYRISE 4> 2 e SR TIP (¥ SCATHHY UIF 1 Mg

B 2. L2 ReAT {IE (m, )_Simplified} §ii &£ LL T B AN A1

o {IE(%.,)_Simplified} "' ) & A~ B A Kl A BRI 24 RO XM B A (¢, NIP) & 3, H
CR™ N Cryy PR EH T BCAFC M,

o {IE(x,)_Simplified} ' (¥ & A~ F A7« R4 N BOR "1 % B R & UM R A (¢, INP) B A,
CR ™ N Cryy AT R A BC M2
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I, SCR=(SRY, CR9Y5) S — ANl T A i 45 4 Wk S22

ik X T {IE (7, ) _Simplified} o (AT 4> % RERIA X (cf,Compf, IRP) & B A B A 4l AR Bl
S HAT S ARAT NI T T3 590 18 3K 7 A7 .-

i) kLR (¢, Comp?, IPP) AT M AR

FEXK AP LR, 75 B R SR B IR S 0 s ORI o C a3 C° o 17 IV 75 22 FH DR S RE T
JE SRS R s AP ¢ DA fhfe CR¥ T,

i) 2HRIER (P, Comp?, IPP) HAT“ KA ABR”

TEIXFPE BN, 75 B0 5 e U0 2 v 45 H A AN 4 At 2(a) 7038 LA Ak R A P DRk o e 3 SR s NP
T AT AT N 1) CRSY i fHZ (CR5Coy) AT A 1 ¢f #5 B AT BCAFC (e 23 i LR AIE ¢ A5 58 1k
c” (I ThAE BT LA, 75 B FE s R of DA amAE CR i Ti(b) 658 2 A4tk rh K P Rl i R A 22 35 5%
WINPT 3547 B4 N 2 sy 1 RIAEAE ¢ e (CR° A Cryy) (p<) MBI, (CR S Crep) T AR M - 8 L 4T BC (K15
PPk X H R T ! RERESE R ¢ I ThBE. BT LT SR s IR of DA dEAE CRYo i T

DAL, AN AR B B0 1) 2 1 00 1) B, 6 TR o 75 B30 HE s IR P di 78 CF ¥ a7 i T (¢P,CompP,
IRP) 1542 R AT {IE (e, )_Simplified} (¥ AEREME, T LA BT 5 B3 HF s, A PFHBELIT(E CRo° oy b SR A7 1
{r, } < CF% 4T supp(s, me, ) ARG E S 4 1743, SCR=(SRY%, CRY) L — A Ty ) i 45 2 e 5220 BB 2
ST O

MM 3. WER {IE(x, ) _Simplified} AR 2he 1L K (¢, Comp?, IRP) #EELAT (P, _, DIP) 2 (¢!, _, NIP) [f]
TER, T4, SCR=(SRY, CRo¥9) L — AN 2 A I IR 5 A% W S50

U 3 AT DA Hz bh B e B IR G DIP RIS 2 B SR MG NIP” 5 S UE B DA,

MU 4. R {IE (zo, ) _Simplified} o () A F AT “4 AR R e e ik U (P, Comp?, IRP) #HAT (P,
BCAFC,TIP)=k (c?, BC, INP) JE 30, IR 45 1% Mk K 45 SCR=(SRY°,CR %) J& — AN e A I 45 i Wk 240

B T RERAT 1B (7, ) AT R 2R IE K (P, CompP, IRP) & 2 AT “4fi AR "l 2 H
A AATE N H 53 035 73X P R A

i) ZHRIER (cP,Comp?, IPP) HAT AR A"

FEIXFE BN, T EE 5 e R 4 thgs it b 22 e R IE XM B () 2 3eRiA = (c?, Comp?, IRP) A
(c”,BC AFC,TIP) JE X M1 P [R5 4 e 5ems TIP 4 T (CR°nCray) H T M LRI HE AN B CR-° v,
HE, ¢? BAT BCAFC Isfe ek X AT LURAIE ¢f AEWE 58 B (CR Y M Cry) AT — AN 4 (1 T I LA, 75 2 S
si(s1€SF Y, 1<I<k-1) M F D g ds e CR v (b)) ek ik (¢, Comp?, IPP) HAT (¢, BC, INP) 3l
c? DR A BT AR A 22 2 SR INP™ 548 17 (CR " Cory) AR AS 5 L p /NI A M P T i N 21 G5 rp fHUZ, ¢ By
BC Mz, i a] LLRAIE ¢f fE85 58 U(CR YN Crp) THEE — MRA S L p ANHILERI D) B BT LA, 75 50 FE s
(IR th O 4 CR e rp T

i) LHRIEN (CP,Comp?, IPP) BA K4l AR

FEIX G BN R SR O RS s RS A PE A R AEAT AT AR Ak, B 35 B R SCRF s T M &4
FEAE CR T

DAL, ANV A AR B B0 D)3 5 00 1) T 6 FAG P P TR B CHE s (AR 4 CR ¥ i Tl T (¢P,CompP,
IRP) 76 2 HEANAT IE (g, )_Simplified v (FIAEREIE, T LA si(51€ ™ 1<Isk—1)K U6, JT A 5 22304 ) (R 1
e CR o MAASRAZAE {mr, } = CF A4 supp(s {mre,}) H15E X 5 A #3,SCR=(S™ 9, CF %) jt A2z A g R
SR 5 BRI 4 BRoT. O
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MW 5. Wi v(cP,Comp?, IRP) e {IE (7, )} #EAT (cP,_ DIP) JE 3, 84, SCR=(S*°,CR%) g — A~ i H.22
RIS

FRI) 5 B DATT 32 th 0] 3 ANKHIU) 4 HREFEAS Y E B .

MW 6. 455 N Bk SC—2SC’ 4 R g — M ik 25 sC™i(sC® eR1< j<m),

o L SCR R 1 5] 2,98 4, SC—R—>SC' & —ANRLIh I R KK 5

o 1 SCR LRI 3 HHLI 4,784, SC—R>SC AN A MRS AR ;

o i SCR R 5,784, SC—R—SC & — AN B2 A 1 RS i 5.

) 6 S2Fr b ok 5 AN HE I I HE i, I B .

AT 0 RGeS P T I HESUN, T T 25 3 AT AR A RS 1 R GRS A BT AR, 1 3 TR e Rk
FELLF 4 AN

L U A R T e B A B 7 B AN K T A AR 45 X AT DLl i A Al MSC(message sequence
charts)®ag, LSC(live sequence charts) I} 1 {1 22 48 il ik, St BT 5 £ R 55

52 DR T RE B AN [ Mo WO B SR B M R G IR S A% AR SR FH R L 17 B 1 IR 45
KA e 7005, BN 88 1 2D i 8 I A — AN IR 55 4R H B BT IR 45 SRAG) B 9 1) R 25 4% .

B3 PR YR NS A% N A R G AT AR AR B T AR A MRS ST M R GEAEAS IR B BT T AR 1
RGERE.

B 4 0 KR AT A A7 P R HE SR X 4 5 1) R G ik B2 R o (e T M R 2 A ) EA T L

Identify all Identify service Reason the properties of

. . Build the -
the services cores according to PR a given system recovery
) - survivability -
perceived by different presence snecification based on survivability
the users of of attacks, failures P specification and
. of the CBS .
the CBS or accidents reasoning rules

Step 1 Step 2 Step 3 Step 4

Fig.3 Analysis process of component-based system recovery based on survivability specification
K3 Tl LA MRS RO AL A R G S A R
4 BB
AR R 3 T n] A A MRG0T ALY AR RS S ML B R S8 MVoD 19 R Gt A2 mh 2 fu iy 2 T 1) 1%
RGPS K 10 AR SR LS AR K 1 S P A 5 BRI AN [R] A A A DL 1.
Table 1 Component families and components with different versions

R PEFIR S IA AR

Component family  Component with different versions  Component family  Component with different versions

Cr) {co.c} Cr) {cs.c.c}
Cruy {a,¢},c} Cry {c.c}

Cre {&.¢5.¢5.c5} Cr {&.c5.65.c53
Cry) {c.¢5.c3} Cro) {cs.c5}

Cr {c;.c} Cruo) {clo: €, S, S Clo}
Crs) {c5.c5,¢3,05,¢5} Cray) {0, cio}

THARYE R 3 WA H R RG KR TR X MVOD RE T IR LK R L P4 R =SCR 0 SC™ o
SCRe JEAT F Ge W ST 1 4R HEL (B €] 4 7).
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1.2 3 1 4.3 1 2 314 3.2 0 4 1 2 4.2 2
supp(s,.{Co. ;1 C3,C;,C5,C5, Cin}) SUPP(sg,{C5. €11 C3,C;,C5,C5,Cq, C5, s, a4 Gy, Co 1 Cra )

sc? sch SCRe sck

Supp(s, {C5,€1, €3, €3,€5, 5, 5, G5, €3, €5, €5, €1 F)
Fig.4 Service core recovery step sequence R
4 RS EKE L FHI R
AT P B I N IR DA IR 55, B S1,52,53,54,55,56,57,58,59,510,S11, W B 2 Fr 7 48 AR 4 AN (R 28 B ks
TR R S5 4 MVOD R G2 T RESR AR 13X 10 AN IR45 A6 B 11 AN IR S5 12 (3% 2). 88 5 MR IR 45 A% 3 5L R e 1V v
A7 P SPEC={sC!,sC?,sC? sC*,sC®,sC?,sC’,sC?,sC’,sC,sCMy.
Table 2 Service cores of the MVoD system
F 2 MVoD RGN 4%

Service core (SC) Service set (S¥°) Supporting component set (C¥*)
sc’ {s1} {c.¢f.5,65.03}
sc’ {515} {oh,cl 2, By
sc’ {515} {ch.cc2 ¢, ¢ 2 cl}
sc {s1.52.5:} {c2,c%,¢ ¢t et b e i}
sc? {51,50,55} feh.cf el b bt et e Rl ol 62 el
sc® {51,53,84,56} {c2,ct,c2,c2,c3,cl ¢k 8 c2,cq,ch, Cch}
sc’ {51,53,54,85,56,57} {c5,c2,c2 ¢, C2,C2,C2,C3,Ch, G2, Cy , CBy il €2, CLy }
sc® {51,52,53,54,55} {e2.¢%,¢3,¢8,¢8,¢3, 2,2 el ¢t ek b ey}
sc’ {51,52,53,55} {e2.c2,ch, ¢3¢, ¢3¢k, 2 ¢ ek 5, C2
sc? {51,52,53,54,5,6,58,50} {c2,¢3,¢2,¢, ¢t ¢t 2, ¢2,¢2,c2, 5, 62, 62}

11 2 A2 3 3 2 .3 3 2 3
sC {51,52,53,54,55,56,57,58.50,510,51}  {C5,C7,C,C5,C5,Ch,Cy, €2, €2, C5, €2, G, Ca, 7, €2, Cly, €y Cip Gy b

FRGEIRST I i G R AR I 25 2 W S0 7 5, AR SR IR 45 4% SCP=(S%°,C% ) =({s1.85}. {5, 1. €3,
C2,C5,C2,Co}) b b M B AR e AT I B I RERIVE S 1 2 % R 5 1 AN IRGS RS2 20 sCR R 45 % SC°
) A R £ 3 28 VE DA S supp(s, {5, €7, 65,¢5,¢5, €3, 6, }) P e e ek UL A 3. 3 4 o i 517 LA A 12
LARAT I

IE(7c,) = (c;, BC A FC,NIP) o (¢}, BC, DIP) o (c5, BC, INP) o (3, FC, INP) o
(c;,BC A FC,TIP) o (c¢,FC,TIP) (¢}, BC, INP).
AR e BT P T S0, 2 SR A P RS HE DI 001080206011, AT e B 4MAT 1E (g, ) MUK TE 1 5 e
5 AT B R AT 0 BRI X S e B AT AL N CY* 2 Cro2@ HL IRy = NIP FHPE i 3 #]
51, Proje g2 = (ck, BC A FC,NIP) 1 LA ;5 4 Proje s’ = (c3, FC,INP) o (ci, BC A FC,TIP) H1(c; BCAFC,TIP)
1 Proje g iR 5 — AN, TIP) K 2562 ik K, PR 4 T4, (ch, FC, INP) T L 2 e i A 2 38 K 5t %
HAREAGT T LA, T4k 1 22 R AT
IE(z,) _Simplified = (¢}, BC, DIP) > (c§, BC, INP) = (c;,BC A FC,TIP)
(c§,FC,TIP) o (c},, BC,INP).
122 [ 1E (g, ) _ Simplified #1122 %% 42 ik AR Uk AT 4 £ 11 22 26, 743 1) SC™ = (8%, CR ) =({s1,50,53},
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{cb,ct,c?,¢3,¢8,c2,¢2, ¢ c3,ch} ). Ak 1E (e, ) Simplified I i J% B i Mo £ 2,5, 8, c2,¢5y 4 s #bai A8 7 CFRooe
b RN 2 T, SCR S — A BT 1R 45 R 2 2

Table 3 Components and their compatibilities of SC*
£ 3 SCP MR IR E

Component Compatability
C BCAFC
o BCAFC
c FC
¢ BCAFC
c; BCAFC
c? FC
ct BC

Table 4 Installation expressions of supp(s,,{c;,c?,c3,¢3,C;,Co,Cr})
4 supp(s,{c;,¢l.65,65,65,¢0,0,3) ke ek o

Component (¢ ) Compatability (comp;) Installation policy (IRP)
C BCAFC NIP
c? BC DIP
cs BC INP
c FC INP
c, BCAFC TIP
c FC TIP
o BC INP

AL, T A 4 U MR 45 A W A2 20 SCRe T SCRe . CRe™® e by 8 (¥ 34 25 M AT supp(s, {ct, et c2,¢2, b, ¢,
CS.Cg,ng.Cé.Clzl}) iz LRI E 5 MK 6 CR ™ iy {1 (1 3 25 vE supp(sg.{cs,c?,c3,c5,c3,¢2,¢;,ca,Ch,
C2,Ca,C2,C5}) F (1) 522 i R LR 7 RN 8.4 ek it A FETKEL I 0 82 B8 BAAT I 280 S I, 20 3k PR A 25
Pk AT A 187, T LAAS 2
IE (7., ) _Simplified = (c;,FC,DIP) o (c3, FC,INP) o (c3, FC, DIP) o (c{,BC A FC, INP) o
(c2,BC A FC,TIP) o (c¢,BC,DIP) o (ci,BC,NIP) o (c3, BC, INP),
IE(7, ) _Simplified = (c;,BC A FC,TIP) o (¢},BC, INP) (c3,BC,TIP) > (c;,BC A FC,INP)o
(c;,BC,INP) o (ct,BC,DIP) o (c¢2, FC,INP) o (c§,BC A FC,INP) o
(c2,BC A FC,DIP) o (c%,BC,TIP).
$5 18 1E (g, ) _ Simplified o f) 42 4 32 158 AU URHE AT ) 1 1) 42 42 43 3] SCRe = (SF7°,C™ ™) =({s1,52,5,543,
{C5,€5,¢1,¢7,63,C5,65,C5, €2, €3, G5, Co, Cr})- 1E (g, ) _ Simplified (¥ 57 45 K (B 17 5 )#4fi A2 1 C™° v i e A1
NI E ¢ B B AT BCAFC A8t (A1 o) 147 48 A543 ¢ M A nT LA R o) RAR AL ARIE A 2 wf
B, SCRe & — AN Bl I 10 i 55 A% M 52 A0 R B0 M, FRATT BT BL I BT SCR = (SR, CRe ) =({51,52,83,54,58}
{ci,c,cd,ciclel, ¢,ca,cq,Co,Cl,Ca A — AN I R IR S5 A% W 20
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Table 5 Components and their compatibilities of SC™

%5 SCM vkl A Ho e Ak

Table 6

Installation expressions of

1 1.2 .31 .31 3.5 3.1 .2
supp(s,. {5, €1,€5,C;5, €5, €4, G, €5, €5, G5, g, G })

Component Compatability
o BCAFC
o BCAFC
c? BC
s BC
c; BCAFC
c; BCAFC
c? FC
ce BC
c FC
ch BC

6 supp(s,.{C5.C1.C3 €50 03 G5 G5 G5 Gy G, G )
{22 ke ik 5
Component () Compatability Installation
(comp) policy (1R")
c? FC DIP
o BCAFC NIP
¢ FC NIP
c BC INP
[ FC DIP
c BCAFC INP
c BC DIP
c? BCAFC INP
c: BCAFC TIP
s BC DIP
et BC NIP
o BC INP
Table 8 Installation expressions of

Table 7 Components and their compatibilities of SCR

2 3 1 A4 3 .2 1 4 1 .2 4 .2 .2
supp(sg,{Cy, €., C5,C5,C5,C5,Cy,Ce s, Cg 4 Cg 4 Co , Crp })

T SCR HEIHIIE R I A 8 supP(ss{CoC/ 516510065,y Cs G Gy G 1 Ca G )
(¥ 23 e ik 5
Component Compatability Component Compatability Installation
G BCAFC (cP) (comp?) policy (IR?)
¢ FC c2 BCAFC TIP
o BCAFC c? BC INP
o BC ¢t FC NIP
¢ BC ct BCAFC NIP
¢ BCAFC e BC TIP
¢ FC c? BCAFC INP
c; BCAFC ct BC INP
cs BCAFC ct BC NIP
c FC ct BCAFC DIP
o Be ¢ FC INP
¢t BC ¢t BCAFC INP
¢y BC c BCAFC DIp
¢z BC TIP

2% ] A AEPERLIE SPEC, I T S® 7 ={51,55,55,54,56}=" * H R =SC™ 0 SC™ o SC® rfi i fep — M 55 1% W 52
AL A IR RS S A AR R 6 T LAAS Y, SC°—F— SCP 2 — AN Tl (M I 55 B K.

Rl
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5 HXIESHR

JUAE FRGE R 0] A A7 ) B — R AT 7N A DG (9 3R (R B A B — AN RS R A T W) AR A
PEfR & . WestmarkX1 75 2004 4E%f ACM,IEEE F1 SEI(Software Engineering Institute) (19548 31T T & F1 4%
TF, R IUATAE A 25 P & FE I AT A A7 1 8 X, 48 X R R G0 3 850nT A A7 T 9 S e 7 T 17 TR 2R
K. Knight 2 A 76 CHA[18,19]F 45 H T — A% (5 B R G ] AR A7 1 72 4% a2 X (rigorous  definition), il ik B 3 1 7
3ok B R G A] AR A I %R Y L T 42 52 1% Ik 45 (acceptable service). JIk 45 {f (service value). R4 #
(service transition). /¥ 3% (operating environment). JIk 4512 (service probabilities)5 4™ J7 1. A% 3C ) L AE w2
TE ARG T AR R fl EAIFSE T 58 T A AR A7 PR 030 B M 1 R B B TE AL BE Y IRt T M N ) R ek B 4k
Jo P P HE 4

5O B TAEAR LY, BAT AR i B, A6 4 2 B0 % 0 i #4128 B e AR I OC Rk AR BEA R SR . 1 g
A% BN 1D IR 55 114, 3 S i OC R0 R R G ] AR A PR LI R . > R G TR L R Bl — A IR S5 IR g A2 ]
MR O B P T8 T SCREZ RS 10 R A 1 2 2B 4 SR 22008 1 R A2 T PR I AR MO0 R, R R AN RE R (46T v
J 1 1% %% (available service) 2! 451 fi1, 7645 Z) LA 4% 2245 MVOD ) 7o, [7] 45 K 1 SC(Cre) M T 35 4510 fit
T4 1 AC(Crroy) IR A5 4 A T A4 AV C(Crraoy) Z T 317, JIT LA, 0 255 ) 42 o0 30 75 55 A0 G f88 ) ) e R AL 50 v f ) )
PE 22 3 B AT G i R A £ R AT e A A 2 TR R D B KO DG & BT B T DL DT R S By X
FE, c5 ocyo cfy Tl cf ol oc SERUAE T MBI TR MR 4 B8P 1,7 C5 o €y o C BR Gy 0 €2 o G AN .

I 25 A% 100 % 5 140 P8 DB 108 2t ) A 2R 0 W A2 1) TR B2 R bR A8 AT B 1 Bl S ) A 2 8 2 IR B A A R G N — A Il
F A2 7 B Iy — N IR S5 A% 0 2 B2 DR 35 FRATY 70 00 %6 18 B AS [ A1 P A [R] (10 e 25 2k, 3l ek e SO AP ) AN ) 2 22 5
W S i 38 28 G0 IR A AR T (0 e S AN 22 4 1k A8 SCHR[26] 7 Parrish 48 H1 T — AN T2 2 405 58 10 ) Sh (5 8
IR FH i 8% AR )R 22 4 M (VAT 2 8047 10 110 2 H 52 450) IR AR 2 A (R HE 238 A S 1) A 32 HG R R A B T R R 22 4
PE R 5 IO BIRA) 4 2R G ik 52 00 e 8 e T 5 T ) AR 7 P 2R A7 PR ATE 0 b 65 985 B TR I, R AT T v T 38
F Al EAE NG . R G MR T U e B HE 28 2 BE S B B AT A FEI R VR 2 2 I I AT A FE R 48
Wi 52 2 2 A 1) IR T ) 3 v T AR A7 1 2R G L AT I S SRR T S 5 LN e AT B R
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TR RGP N — D RGORES R 2 ) — D RGUIRE AL SCHR[27] 1 Saridakis $& 4 1 —F i i #% B
TP 28 5 0 (4 SR80 43 19 U7 V2SR 2 Bt die R BR B 19 R G T B . 4 28 46 HH I 2R 28803 4 FFD A X b 7 VAN EL 8 I B
Bk 2 R R AL 2 1T L R B Bk AR A e 1 B 2R AR AN 0 o S 2 S BT T SO AR L % vk S TR P R S
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6 FitS5RE

SO HY A R G AR GE W T AT T IR A K G0 A Rt T N2 Rl A A7 PR R I A 1 R S R I B
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XA S BRI A T 2 i M AR T BT i © 4R R A A LR SO AE T8 TR R SR
TR, B T AR G 4l 57 U, 9D T 3N R GE IR A 3 T B R T AR GE IR P RE. 248, 334 7 B A £ 22 114
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