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Abstract: A fine-grained controllable delegation authorization model (FCDAM) suitable for open environments is
presented. It integrates the merits of both RBAC (role based access control) and role-based trust management and
can effectively control the propagation of permissions of different sensitivity levels in roles. An approach for
assigning trustworthiness thresholds to permissions in local access control policy is discussed. The RTy framework
is extended to support trustworthiness and the algorithm of calculating the values of trustworthiness of entities in
the extended framework is proposed. The usage of the FCDAM model is illustrated through a typical example.
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## ——FCDAM(fine-grained controllable delegation authorization model), & FAE4EE I T 2+ A & LA RE 4
BRI 5] 3R T A ARG s b 0 R PRy B f3 45 B B 69 7 %, ART " e T AR B 8,4 7 £ XA
T RGOS AEE R G T T  SR ARG AL B0 Sk FF 4 & BLR 5 b AY 6948 B AT T L9,

FEER RIS AR BT B AR AL

REESES: TP309 SCHERARIRED: A

BET A €10 V7 ) 4546 (role. based access control, i FRRBAC) Y23 ik 51\ A £ (R & SE IR T 1 P FITR B £
IBH ) B0 BSR4 B B g FL A TR AR A € AR N AP, 8 b A T A B A AR AN B
RBACH 57 — AN 34 2 1] DU i b S 3R 42 A 20 R 4 76 InternetiX BE 1) FF 7 20 BR 5 b A2 48 = 1 I B 2R 1 1A
SEAR, SE AR 2 ) 48 T B A MR AT BN TR 45 10 A8 3 X Bh v S B0 5 M LAy FH A 0 140 4 v s o) o 0 0 A A
3, WEUR BT 3t A LUK B B A= SR ) B 0 BEAT B2 R I AT 1945 e T RBACHE DL 375 X 3 5¢ F WL F
S0 (45 AT BT B T £ TS B8 0 B 2 S A 2 RV EEAT 2RI AT 3064 4%, SE B Internet FR455 R 1Y

« Supported by the National Natural Science Foundation of China under Grant No0.60603017 (% H#kRl223E4x); the National
High-Tech Research and Development Plan of China under Grant No.2006AA01Z454 ([H 5 & ARBIY % J& #1-%1(863)); the National
Key Technology R&D Program of China under Grant No.2006BAH02A02 (IH 5 Bl 3 £ 11 %)

Received 2007-02-26; Accepted 2007-05-31

© HIHBREBSAHIGIT  http/ www, jos. org. cn



a3 2

EAEL

s

Etmks 0 T AR AL 0 T 45 B AR 2003

28 RIS IR R SRR AL T A 7 IR AR S 4, A0 AR BN ) 2 A8 ek 2 4 S B )R T, 3K 4845 A AR Y K 0%
AT AR 4 M7 e AT U P 42 1 1) 0. 451 401 R BV e (K 52 B SEAE A =By E 2K g £ LA ry 43 T F B (RIS ) 2%
FL4h T S AAB, BT LM L A 4 B.rpe— DK A DIRFFAr, BT LUE I B.rp«—C.r b X RIS IR A4 C, M 5 ,C X
A AR C.ra«— ESRATESRAF A ro WA 1 JE SR Bl 5 ZSFE 1% 155 10 385 o, S 4% 129 352 A58 A a6 vy {5 8 I
A8 AL T ZEHE A TS ) R R AR AL A AT B S 5 W T S 48 R AE I 2 AT SR A BB S AR B 90 dn R
B.rp«—C.r3ffi{5 AT B A%, M EH AR AL ry FF A5 AT BE A K A0 8 2, 538 ) S8 i X A9 AR ) 1 A B 1) TR 3 A G 25 VR
FERZATL I A2 P 2330 A B B AT BE AL X PR 00, 16 58, AT REAS B8 AT 20 S8 5 4T B2 K3 AN B 1 s i A i
WO ALy FEUR RIS S 6 0] LLSSORE Ay (R SE AR 2 () A7 0 3G P R BT 1) 22 S, A Cu Ay R (0 B A R ] i
o FE RO 1), T AR AP L IR BT AT 8 57 0 T LA ), A A5 AT B K AN i B 1) SE AR A REAT A S BB by ik ]
DL 38T A (R ZR R R 35 LA A (ORI BR AN 2 0K AT Z3 0 U V5 28 1, i 3 BR ot T ASRASZ A i i 04 )
AR FA (0 AL PR IR AN [ R T i (At AR JEE P AR P 37 4 13X P 2 A B IR ) SR — A SR R AT AN
T VA AIAT A AR 2 A AT ] — AN U7 il ASBRE, DO Ao S AR SR A5 1% A 8 02 80 R LI AR G B AT B 2 AN e
SRS AR T IR 5 11 23 G4 1)l DL CRAIEAS BR A% 75 1) mT 458 0 AR T R Ge I e

AL LA RBACHIE AT 2 % B AR 5 42 1 T — A& A JF 780X 3R 5% 1 22 46 4% BUBE 2 (fine-grained
controllable delegation authorization model, & #XFCDAM), 5 i Hifilt vk T b 3R A B A% 3 425 1 1) R0, A7 B 5 1 s
T Internet SR 3E I 0 25 8 Y5 110 U 1) 428 151, Ay 40 28 T 1) EL KB 9 0 9050 L 2 1) i 0L SRR 4R 1 T3 0 IR A B AR 3
FFAZAR I ) RBAC 1 I £ £/ PR 43 e G B A AT S5 o 4 LA OB R o) AR ke, 22 11 A A8 B I U v st e B A
SR B A A €0 2 18] P9 AN 4 W0 S T 5 S R 1) 45 A 5 3 ok D 8 ST AR 155 4 P R 6 mP B )45 5 B, A
A5 AT AR 12 B . RBAC 1 €8 )2 I 51 S AR B 4k K 2 5% 0 £ €8 o BB B0 15 4 B8 B AR TR T —Fh e
JZRRBACT by £ (b B R 43 e A5 AT )5 B I 7 1k AEAR e 56 T A B S A b, — DN SER B A 2 A S
55— AN SR B A SR S AME R, X GBS U A, B T 858 4 AR (linked  name) A1 A (6,28 4k (intersection)
S ARG X AFTE, FEAE BE AN — 5 A2 1] BRI 2 P 45 0, T P BB 2 B2 2% 1 B 65 4 I A A5 SEAR B AT IS I TH S
AR SCRRT o8 T AT T 97 8 AT SR T L EAL I B ABEAT B AR T — A e R 5 15T BAE e rh o1 55
SEPRAFATJE 7772, FE B Y R SCRR 5] I VR S0 T — N Bl A5 R IR 3 v 3 ST A A A 3 1) Bk

1 #HxIE

SCHR[7-91%F RBAC FEHY v A ZR 4B IR FEA I BEAT T R, B2t T & 1 A 29 SROFL s 00 St 77 53X 2 AR A ]
(1 AL AR AR AR A B T AR RAT AT I 5 4R 22 FE 10 52 408 AR IR s P B (B e il A1), 2
P T S PR R 0 T AR B 20 T AR TG L TR P AR BRI T R T AR IR RS AT
(K )5 2k Z2AE (K 5 15 3 AN T PORHR LK X 48 AR SR T I AR S LR e A7 A2 1 A sl LA oL 19 5
X AR G OB (K 22 SEUEREAT S i PR IR IE, 113Xy I TR A 5 1) AR A mp A BELR 1 A R R 0 T T8 A 85 o 11
BpANE BRI S BT K A S 2 AL B R BRI Uy ) 2 SR, T AR R A B R AR R
BUSEAIE, R GEARKEAE Z T SEUR R A I BEAT S A EAG 2, 5800 nTAT () U7 VA 2 A8 SR A I 7 v 3y A5 s b A T A 7
UEAN, SCHR[8 911 ZZHE 7 SR A2 58 A AT (FRR AT A ), ANRESTRE XS A € P SRR IR 0K J5E Z2 T 42 1.

AT E M g T W0 1) 2 DG AR 1T, C A (0 A R A i A AT B S L i M B T BT
ot e A R A7 10 AT 4 A2 5 1) . Keey note ™98 47 SR FHAT A 24T 4% f. SP LR A1 /R A8 K 1) 24T

HEREREAT TR UR L, SCVF AR 58 T DASE T A IR ZRAE T REAT ) )5 4k 22 48 IR L IX P 77 125 S 1 ZR B R T oK
ST A0 AT A7 AN Bl 56 S RORS T b S5z AL 2 A4 14 T 475 R R o PURTRTT VI 8 A7 2 1 2 0 it v B 48 4%
) 4 ) 7 SCRR[15] 7 56 Pt 1A 3 A A BE SR MEAT 2o 4 I L 211 10y JEAEL R0 1% T AR A7 A2 R AN A2
(1) B (A H VS ) P2 HEE) SR T R i T P2 511 (ACL), T ACL i — o G Joe 1 A 22 1 5 58 Ml LAAE 23 A1
AT T2 N 5(2) JEBE S AT v 5505 0 R UE i e e 45 A T X AR B AT AR — A S B m] T
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R AT AR A0 HE LA AL (AN R AR GE R PRI A PIIE T8, 56 T A (0 O 5 AR B 4B AR UE A AR T LUK
B A Bl A PR i E A AR A 3 SRR BE R DL — P P 4, I R A T AR L B T S I R

SCHR[16]3 1 A8 A AR DG ZOR S BB A= 5 4 BIAC S A €00 1K) 90 WE . 2% ST AT 5 B8 S ZR AL IR L HEAT B, )
PEARAN SRR A €0 r (A PR 40 5 P A% 4 7 1.

2 ETEEERIRIKE

TR SR 3L T A ClR A5 T4 H 22008 1 CoRIORL IR 1) X031, [0 SR FH 24 S E 1) 7 2SR R 7 i C LB 43 T, A
T R TAZ AT B 5 | 2 34T — S0k 561 (proof of compliance). SR, 3t 45 S P AN B - (1) £ (5 ASL R4 15c, 3 5
AR T A BRIV U ] 42 71 SR W 3 T A SR A A K P TG 4 R T A T % T At B T 5 AN R 0 R 1 R U X
Pl 2R R 7 A 0 AR 1, B AN A 2 10 A I B R IR 6 AIE IR AR A, T L2 3 AR S8 U ) SR I ) M
(2) FIZALEIEF s A1 OBUBR 4 B AR T RBACKI 3 (1 52 . A RBACH, A1 €84S B 170 £ 18 1) 24 o W00 4o 4%
eI LT 11 €00 PO A A B P S, 35 2 — A SR 0 R 1) . 55 3 6 4 5 (Y A A48 BB RY AR ) A ST AL f X 23 4 £ 55
i AU PR o 0 CE PR 4 G A2 AN 38K AR U7 100 47 1 546 s (0 5 0 30 TPV I — 5040, A YA A 0 1 1 900 v 2
RIS €053 TIE, 320 it FF) S5 A T8 Jok 2% 8 R F A KA A 3 e i €, 38 A S8R ) ) 42 o) S 3R A5 U ) BB X el
SRR T ARG TN, 3F BT LR 7 5 Hh S FERBACTE A 4 o R, & 454 T (54T 45 BIFIRBAC K- A (4L
T G T LR,

75 RBAC i a2 — AU BB AR &, £ (b (BB P B A7 A1 SRR S8 11 22 5 A, 28 /S B 7 ML 45 1 I
OG0 b R D7 B ORI B T AR SRR B A B AL 1 A N DR ek ) £ AT R G 3R A AR ST ML
¥R = 2 F 7 (prime users) # €8, AT BT DA 25 W AHUAA 9 B2 07 e A5 BB )7 il ok AR, 5 B W T Filfs
SR LE, 2 WA N B 97 0 6 — 0 R B AR A IR, R AR e T AR LA T A R R AT R P A e AT A
AN P17 F¢ A% G 00 (5 AT A 5 3K, DT AT RE 8 3R A 1% A €0 1) P P A8 e 30 DX 0310, 2 R 8 AT A A €5 o (9 T A A
B3 2 AN .

% SCIE 3 R A A AR 20 I S B — AN AT R 1 B K I WA B R B, U AR 2 DK T i B 4
AT FE A5 A €00 19 S U A g SR A5 1) AP A €5 1) 432 US4 00, 68 TG T8 4 L ) A SR, /. 55 30 3 o 0 J2 VK 4
TR RAS R . — A T 222 11 ) 750 A2 014 A 2 3 28 4 7R ok (R AL PR 1140 45 A 88 Rl L. £ A1 € Hp 3 — b oy BT A7 3 LB A B 45
S8 A 0 AR AN — AN S AT (9 77 8,10 BN TR FERBAC TR AT I 2 AE L AR ST AP SR F (9 7 10302 o (4
TR ZR PR A A7 AT TS 130 A1 9 2R B0, A4 1 ) — A BRAE S5 4% £ £ (descendent) 1 e S I6 ) 45 4T 32 b {2388 3t #4622 Uk
A AT PR B A R i A AH S £ € (ascendent) Pl b [ B R4 — NI . DB/ (AR AT 1 .

EX 1(RBAC ##EI EAli T &)

ROLES,OPS,0BS #r Al M. #iEE. WHE.

PRMS2(CPS<089) 31y g [ 4.

EX2(EEE. EEEHRE. FEERERBRLY).

TLS=TTS=[0.0,1.014% Al 4315 4T L& FN{5 AT S5 (i R B 5

W teTLS,t=1.0 FR/R % S5 44 /2 5845 AT 15 [1;1=0.0 Fom S 2 58 A AR m {5 1.

TACS=[0.0,1.0]/& 15 T 1% B = R H IR A

EX 3G IEEERES AR E). PACROLESXPRMSXTTS 25 A7 15 4T & B8 1 FA (/AL R 73 1. %
(r,p,t) ePA NI —ALUE(TE (U2 IS A r (RSERe] DATAERCRR p. A5 1T B {8 A2 —Flon) £ €5 oA BR 1 48 P
(usage)ZI .

EX 4(fERX). DRHCROLESxROLES, /& M &[] ) B4 32 FL X FR.RH J& DRH [ H &« A& AL, AR T
IRENAY/ @

B 138 1 RE 145 T AN b 05 TR T 45 0 SRS, FL 5 A 5 4T 155 B30 10 A £ B PR 4 ORI £ €6 52 IR AT
il N R AT DU L B/ f Guest X1 %1% W9 il 4 7 o (p_view);Ordinary £t fo 1F R L 52 T 7 5 (p_order) FTREAT
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b 0 A TFARALE 09 T S R AR 2005

7E 25 ¥ 7 32 A (p_credit); Discount  f1 {5 fo VF I 15 1) =2 52 47 1 (p_discount);Special £ & 1t V7 5 52 1% B4 3 ARk 45
(p_pod) A A 3K (18] Gty K24 22 N ) e 45 (p_dlelay ), Ji & 4 A DAy s — PRI ASC B i LA A A R B 8
Table 1  Permission assignment of the RBAC policy example
F 1 7l RBAC HEmE (¥ A (AL R 43 iic

Role Permission Threshold value

Guest p_view 0.0
Ordinary p_order 0.70
Ordinary p_credit 0.70
Discount p_discount 0.80
Special p_pod 0.60
Special p_delay 0.94

Special

0 0.90
Ordinary Discount
1.00 1.00
Guest

Fig.1 Role hierarchy of the RBAC policy example
1 7nf5 RBAC HEm& 1 £ o 2K

RBAC ff {8 J22 I b 14 58 1 €84k 25 5 A8 A L B A BB A5 (r,p, ) € PA U — AN BUK F46 T t BB AR ELS v
R SEARTT AT AR R p. 3 (r',r) e DRH, U w4k 7K r 1 A AL BRI A 1R i 82, — A S A LB FE AF AT R IS 1
AT AT AL PR p 7R TS AR 0 v 6T AT A ) — B PR AR PR AN AN [ FH 368 5 DA TR 45 358 v RN T A RT3 32 A
055 BUAR — AN AR IR R AR B, FH P BCAS A v PR DU 0 B PTG ) 15 e AT o D0 0 AR G 28 5 T B i ]
5 FE A R A R AT TR AR AT IR R B MR R AT by A7 A 38 85 B R a4 B A B v 1) LA B TR R 6 TAT A0 IRl ABR p,
—ANDMEAT Rt A A 6 o (W P B L — AN DU RIS AT B A v 1 P 7 ELA 5 v 9 1 8 DAL ke, — AN DU AT
vEAS R P RIS <t 5 AR T RAATAE p, B AR v R BCRR p (A5 AT B BB T B AE T B AR r P L X R T
PRIEZ ARG WA B E 2 % B W, RohE R v p BEEERMEAN tIFE t>EA P u UEME
t(t<t"<t)BUAR T At v, 0 u NEEE N i) pH BT u 2R DUE AR teE AR R UE A r Ul
i) $1) p. R SO I A 2R B IR AT B B A s ek AR B A5 5 A b AR B Bl AR A S e 3R — A
BN HIE AR E E.

EXSABRREMEEZESERRE. £ fCoeff. &HH fAttenu).

ATTENUCDRHXTACS, A& £ €8 )2 YK 1= F9 AF A T 428 4k 7K 55 8 1) L6 B 100 45 4T B 10 1 368 99 R 200 0 e
((r',r),m)eATTENU, (r,p,t) ePA, N f 8 r'ot p IS AT BE B 9 mxt. & 1 28 B T 7 4] S s 1 68 )2 OB SLAR AT B
R S D R AL

PR 4 fCoeff(drh:DRH)—>TACS 45 H P AN £ 75 B 4 4% 7K OC F W #f (8 2 8] 1R 15 A B 19 (i 3 U8 3% 4, (drh,
fCoeff(drh)) e ATTENU.

bR B fAttenu(1:RH)—>2 ™S 45 Hh A 100 J2 U0 1 77 A 4 7K O 2R (42 B 0 482 ) 14 4 €60 22 1) FRD 435 4T 38 I {1 38 Ok
HIFR B3R fAttenu((rn,ro))={m|m= H fCoeff(rM,ri)}.fAttenu((ro,rn))EMEz%—/l\ E& XA

i=n-1,...,0A(f,1, )eDRH
TEr Al roZ 18] °] Be 1 22 4 BR 4% 45 (ro,p, ) € PA HL(rn,ro) € RH, T ry B B p 1) 45 A B2 B8 A txmin(fAttenu(rp, o)) 141
EE 1 b, Mguest®special 7775 W5 4 1 42, M guestZE ordinary 1] special ff) F2 98 AR 240 R /& 1.00%0.80, M guest:
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discountFl|special 1) £ J A B AL AL /2 1.00x0.90.

A5 AT 1 08 8 2R R A S5 b 7 T 42 S SR Mgk 1) — 8 4, bl A Sl 1 35 s B 0 67 97 L I (Ra,Ry) € DRH,
BRGNS N Ry BB X T A1 R Y % D T 5 A7 % A AR X U 1), DU PT DA s — AN 1 R HG T U,
WA BRI 7 B0 R 5 0 25 5 AT AT R, HH RIS RR, DU AT DL T8 — AN 8/ 1 3R B AR AT % B s 9l R R S
A BE B A 1 5 N A A RBAC S B 1 2 A 1 5T, I SR AE WA 5 NS A FE [ RBAC S H A1 €5 r BB 68 41 AL R
P, WITE XS B 51 AR AR 5 BIRBACH! A1 B r A7y SR A p, A A IU I p oG BB T — AN AT 5 B E, R G IR 28 m {5 )
a3 AP L P SIS AR A B 52 o M AT A T A RR

TE X 6(F 5 authorizedPrms). %% authorizedPrms(r':ROLES) 45 # €0 /34 AAL BR A A3 AT J3 M8,

authorizedPrms(r')={(p,t')|3r:ROLS-3t:TTS-3a:TACS-r'>rA(r,p,t) e PArnaefAttenu(r’,r)at'=axt}.

K 24T R RBAC SRBS A1 (5 B4 BB R B HAG A B 1A

Table 2 Authorized permissions and their trustworthiness thresholds
%2 FBRR R ILAF AT B A

Role Permission Threshold value Role Permission Threshold value

Guest p_view 0.0 Special p_view 0.0
Ordinary p_view 0.0 Special p_order 0.56
Ordinary p_order 0.70 Special p_credit 0.56
Ordinary p_credit 0.70 Special p_discount 0.72
Discount p_view 0.0 Special p_pod 0.60
Discount p_discount 0.80 Special p_delay 0.94

EX 1(ABHHEEEEHE).

S C0 BSOS A A 1 A S MR 2 A € T i 2 ) e /N A R, LB 5 T i A (I A LA 20 IR O BB )
55T P52 0 A /DN 0 2R S AR PR A5 A S AN R A Al U7 ] 122 A9 €6 PP BT A L 432 2 T TSR, ) 9 /G 380 12 A
B = .

%1 tRoleActivation(r:ROLES)—>TTS %5 H A 4 r (R30S 15 AT 1 B i

tRoleActivation(r)=min({t|3p:PRMS-(r,p,t) e PA}).

141, tRoleActivation(special)=0.60.

ARAXALSE RBAC SRIKIEAT 19, 3l i AL A (o BUR 70 S B 5 1N A AR B2 B R R R 7 A (0 rp A TR) SRR (1 1
JRRRE, S A a0 200 LR 2oL b B A5 AR P2 MR A A € A AT AU IR A T L% 18 T RBAC SIS H K A (/AL B 73 iC
e FAR AT BE B, — A 56 8 R B2ASUASE B3 0 2R e 53— A o 02 S A (O G i JF A S B 2 S ) 2 e B4 A B
1 1 € B HLHE A ) PR A AT

3 EEEMHE

KRATE FAERT o I FE MG AT, 118 T AL IX P i J5 115 AT 45 BIRE 48 b U AT B 1 5 16 AR B 46
T NP AT SRR B R IR AT )5 o 8 1) 5% ProofGraph Trust.
3.1 FEEEITHER

LEFCDAM 376 B 1) S A4 3o 28 H6 55 UE B 1) A 45 B 350UE W Ath vl LR A A 118 B €6 A 42 BUBE AL AT
T SRToEBMEALIE AR Z 444 T FCDAM T [ 8A BHE S — AMEAT B GG, T RER T ZAT AW A
TACIE RS AERToH  BIE AN E A B &G H H N ILBERBIEIE, E A B EAAEEZIH I AAN
HomUR FEE, A e R 1k — @ PR L A5 A% B G 2 BEAN RT o FEAIE DGR — A 35 A BE SR AR P 3K A Il 85, -5
X S5 RO ATE BEHEZERR A RT(T(RT, with trustworthiness). #45 AT & 51 ART oI 347 B5U42 He J5 AT A AL T
R FE RTo TR R EERT R G5 (K PR R (G0 B vk S8R P 1 5 4 PR 45, B 8 T 32 RO RE (R vl 420k R
R4 4 PR AT IR IE B HE SR

(1) Aore—B with t, 1 A il B #8252 44 r A G4t SRR E L5 SR A B XU B DMETJE t RS Ar /)
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L B e T SOAR S (R SR ) € 43

(2) ArreB.ry with t,HH AFIBAEPINAS R SEAR 44 PR 2 A1 6040 R A AR B S SO AGE ST BLr Y
BRG] LS AT BECHAF AL IR B3 B 47 e SV AN SR (A) B8 IR AR BE () 17 5 — AN E(B) B HE & A
P (A IR R

(3) Are=Acryry with tH A SR rFllr 2 A (40 GRS A BE Ar 1 B R B e i £ L3 SO0 n SR S 1
BHEA i taA.r, HBX & X CHATB.rof 4, W CHE A N LUE A B A A r X RO AV L — & A A FE 1)
A SAR (BT A H AT Ar A B 0 S A) ZEHE 52 SCAR I € (AL ) IR B3 TR ) TG AN 75 2418 58 X S8 SR 1) B A 44
FR.

(4) Arre—finfor..f,y with 3 o —ANSER 4 L M EERLATT S BRI M 68, fiofan . o f BN f B A8 4.
HoBr SO AGE SCIRN I B AT B iR i 03 B 40 1) S A LAE A BE LA A1 A T

LEFF G SE A8k B S b e A ORI ARE (kA T LLATUR BT AT LA, Ay, AN SR I BT A
). BEAEUE AR 5 TR A b (0 A (0 AT AT T 7 GRS (1) I FEIE), B ZeAB 45 i a2 — € 25 A R AT 7
(BRBL(2)~2K B4 (4)), I H A B — A5 AR BEt 12 A5 A B S e T AR SO0 3X IR 46 1 12 R A A B n SRA I A 52 4
T e B AR IR U E ROAZ R T 175 I L R 8 /N B T A B R e B R AR AR P 0 A (A R
REZZ A XA (0), B IBE 28 R 2346 SR UF I 06 20U 5 52 46 455 1) A A5 R B e i 1€ — ANl D) A AT e 6 45 ) Pl g o
B S b 8 R AR R AN S A AN BE U7 ) AS T R 8 U (el /N ) sl AN A8 T A R S ) BT A I (e
R, IX ST A PR S i AN R 1) DR G A A S 23 I 4 R ) 98 S 5 3 TS A B A ) SE AR EA AR B8l 1)
FA 0T AR B SRR AL B T 2 A b (3 B R 1) S A SRR, S AR AR A A (B I B A T A R
JERIERE T BT SRR A R E AR

TEPKIZR G, B TE 1A A 3 T SEAR 10 44 FRT A 845 5., SR AE EAT 5 4 DA UIE Bsf ) 2 1 0E 15 4 — AN
B[ L 1 G5 R A B (Y 2 R v AR 1 5 A AT 5 T A PR RE B P 5 AR T 2 AR AT 0 R B )
ST 30450 B (1) e A5 AT JSE T DL B B PR P S AT SR AR AR T SEH I E R E R RFERBR AL
% TSI R ) 1) 23 HE DG 2R 4010 401 RT o H 1804 22 A 62 00 Sy €438 4 IX A A AR AIE 0 A T AR e e P 5 T S T Fl— o )
gk, NI S 240 T AT

SCHR[5]45 H T RT ol FEE 4% & I 57 v ProofGraph. & 2 18 i #4 2 — ANiE BH B (proof  graph) >R s B (). AR &
SENH T AERT TH I EAG AT B 598 ARG 45 B T il il ProofGraph LA SE IR AERT o T [R] 20 i 47 45 4iF 5 J IR
FZ AT B2 v S i ProofGraph Trust 4 4.

LA B 1R E I A B 3 S b T R ZEHE AR IR % 1 (store) SRR T — A A [ 1% B A s 4
(org), 1% F5 )i FH— LR 2 25 B W AR 106 L OG 3R, DA 3 S8 O 27 (10 20T 42 (R K 11 48 5 I 45 (53 81050 30 RIT AaE J07 S A+ 45).
T HEHE X B0 A G AR IR 1% 0 T R R VR O 4 5 L 4 e B G R IR K A 1) L HE A T oK
MBI v XA 5 K T 5 AN BRI S A& AU ) R IE.

Store:

Store.ordinay<—Org.member with 1.0 /75 A9 A2 53 AT DAGE FH 15 i B0 3 AR 45

Store.special«-Org.member~Store.ally.teacher with 1.0 /I B 7 K25 [ 0T 51 ) A S R 3B 1R 4 3, )

CINYE=NEES37R I

Store.ally<—UniA with 0.96; //UniA &Ik B K2

Store.ally<UniA.recommended with 0.9; //[a] UniA ZFCHER B A3t NBEE R

UniA:

UniA.recommended<UniB with 0.8  //UniA #E7% UniB A

UniA.recommended<«UniB.recommended with 0.85; //UniA [f] UniB Z=FE 1581 K 273 N B (AL

UniA.teacher«Li with 1.0;

UniB:
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UniB.recommended<«-UniC with 0.84; //UniB #£#¢ UniC JE A1

UniB.teacher<—Wang with 1.0;

UniC:

UniC.teacher«Liu with 1.0

Org:

Org.member<«Li with 0.95; Org.member<Wang with 1.0; Org.member<«Liu with 0.58

R SRR, Y [ R UE G B 2 BT e S SR 1 A (0 OB AR (0 B A (0 AR, AT R 2 e BE TR IR
r'LA K e BUAR IR AE AR B (A R AR IS AR 20 A e BRSHUAS o AR AR L HLE TN e B v (W B A2 4010t 1] 2 v L
I3 44 {5 Store.special ) {5 AT &£ B vk - % 42 Store.special «—— Li 1 #% 4% i1 1 15 4T ,Liu B 4348 (0
Store.ally.teacher {15 1 5 B wk T 4% Store.ally.teacher «—— Liu 71 % 53 {5 AT X Bl Bk A2 AT RE AL 3 Fib
AL

(1) Ar<—e’ (e @& S A (h L BEH A (Ll Al (0 A8 4R). & 2 F AR IE Alre—e’ with t BLEEAS 21 45 Gt 6] 2 iy

org.member<«Li,Store.special<—Org.membernStore.ally.teacher,Store.ally<~UniA.recommended.

1.0

|Store.specia| |<—| Org.membernStore.ally.teacher |
e %N A
|
l Store.ally.teacher [t UniB.teacher
[}
: oo A 0ok
[}
' | UniA | |UniA.recommented
[}
' 0.8 0.85
[}
l | UniB | |UniB.recommented|
[}
| 0.84
[}
|
|
|
: 0.95| 1.0 1.0| 1.0 0.58| 1.0
[}
' | Li | |Wang| | Liu |
Lo HEL, TN i

Fig.2 An example of credential graph
2 SEIEERP

(2) finfan... e (s SEAR). B AN & B 1 i1 FEIF AR 2 1, 1 A2 i A E 1 o i) AR W 2 12 5t ) X S i
ALK fle——e, f,«——e,., f,«——e, #i 0, 2 " )i Org.membernStore.ally.teacher«Li & i %% 1%
Org.member<«Li Al 1% Store.ally.teacher «—— Li 3 Hif1).

(3) A.rprB.ry B2 1 kW 42 5 ) Ay, «—— B4l 41,321 Store.ally.teacher<UniB teacher Jz i1 4 1%
Store.ally «—— UniB-F: 1) 5 o 28781 (2) A1 2870 (3) (K114 Bk A 5t 2, 3 HH 300 T A0 86 420 () B 45 O LSRR 4.

AV T TET ) T8 1 3 ot 28 280 (1) a0 (A5 AT 3 R e L 0, I 8 bR 4 toe 3R 13 P A A B8, DU AT DAV S A B AR 1Y)
AT ¥ e, «——e, (N>0)H A0 & LK R K €ns1<—€n,8n¢—€n_1,...,014€0, B R B top T 47 144 42 (¥ 45 AT )52, Witop
15 X F:
toe(e, «—e,), n=0

top(e,,, <€) = - '
P(8r1 ——6) {f(toe(e <e,)top(e, <)), n>0

n+1

© PEBREBAIHTUR  hupy/www. jos. org. en



a3 2

AR

s

5wk 04 T AR AL 09 T 45 B A AR 2009

o f 2 BN T SCH B8 28 T TR — B A% TR PIAME AR Lo 55— 5 A5 AR BEf 75 20 L (1) X THE
& ae[0,1.0],b€[0,1.0],0<f(a,b)<1.0, X fRIEAEHIA PS5 VL HIE A LR EUE BEAT B — AN 1 Sk (5 AL 1
(2) f(a,b)<min(a,b),3X LRAF B 23 HE 18 B2 1 B4 00, A5 A B2 e 72 SE BRI A2 bk S5 A 1) /60, 65 Ffedkaz S0 min ek 4
& {40, % f A3k, H %2 Org.membernStore.ally.teacher«Li 115473 4 m, ) % 4% Store.special «— Li {115
FEEE D 1.0xm AR AR ST o B AR 1 Ui W, f BROAh ek # A

H FO s T 0, T 2R e «—— e TR R A AT JEE A8 0 D, DU 4 B AR A AT S 25 5 UH BRI R T
WS WA T IR 3 Pl AE AT RS

1) ()8, AT E N BT ZHERAF, R AR A 8 30 0] B ) A TE T AL AR AT ¢

2) T (2)AL,E S B SRR P IR B AR 1 DR O A A S R T SRR R P AR A AR R B
18, Bl toe(f nfan...nfo<e)=min(top( f,«<——e),...,top( f, «——e)).iX B Fl minffE ks e 5 b
FOAE AT R, L2 SO s ke g LA AT £ BELIU AR 1 o oy 2 LAY e & /D B DA AT {5 BE L A 4 — A
fi, 5040,

toe(Org.membernStore.ally.teacher<Li)=min(top(Org.member «Li),top(Store.ally.teacher «— L.i)).

3) KT @)ALILArLreB.ry, B R A A «——B S, BT LA toe(A.ry.rp<B.ry)=top( Ar,«—B).%l
i1, toe(Store.ally.teacher<-UniB.teacher)=top(Store.ally<-UniB)=toe(UniA.recommended<«UniB)x
toe(Store.ally<—UniA.recommended).

H(2) (3)RBUL e HILSCHFEAE T K, SCRF AR TP I A2 v AT BB 38 AT HoAth(2) . (3) AU, IRkt Bk A

T A s UL ).

1 LR THERIRY v S B 2 IUAG A A KA AT B IO T B HE AR H I P AR AR5, 2 f RO ik
TSI T ZE 46 50 d5 A5 A 82 1) 56 ) 08 A2 A 5] 1), ZE R I A28 vh AR AT — IR ZR HE 1V T A5 BE BRI, 0K A 45 SI R HX
73 #1110 1) 5 2 T A BEARUAIG, AT A 45 952 44 M LA SR AT A 10 o iy BB B AR AL L 28 1 A v AT S8 10 JF AN BB Y 1
S, T 2 A SRR B A2 v 3 L R DAL, 22 0 3 8 TR A5 A B I 75 B2 TE B L SRR R AR IR AR B X 2 — i
VAR el e 28 4 U1 45 381 ek I 1 SR IE 30 O A B 49 4 B 14 P 2 B Wang BRAS Store.ally.teacher f {5
L,

top(Store.ally.teacher «— Wang)=toe(UniB.teacher<-Wang)xtoe(Store.ally.teacher<—UniB.teacher)
=1.0xtop(Store.ally «— UniB)
=1.0x(toe(UniA.recommended<«UniB)xtoe(Store.ally«-UniA.recommended))
=1.0x(0.8x0.9).

ProofGraphTrust &%,

ProofGraphTrust 5y 5T SCHR[5]H i ProofGraph &30 (EXS HHEAT T4 8, Se I8 T 825 1) FE L B & LA
AT JE 1 8 ProofGraphTrust 1 #% «Co JE AR & R BT & B0 ) A6 A AN BT 977 o I 1 1, A 90 452 1E 28 70 1 o T W1 2%
(monitor) JC IR A5 A5 B2, 448 16 58 1R AR (50 1K) B D3 B 1l 5% MRAGZ A €0 1R 455 A 58 1) I A1 478 44038 0 5 1) SEE AR 1) A 14
T SEARHL AR 12 A 0 IR AT 18] I A% 9 B e 4 11 T R0 IR 5

T A S 0 U W % SR AT AT LR L 4T store.ally.teacher N F] b-proc-queue U A% A1
b-activate(),#4 5 ¥ H ProofGraphTrust 15 s [¥] run() i 25, AT J5 #8500, 459 2 00E B B an 18 3 o o TiE 4
iy 10 B S R AT IR, B b RN TS R AR B T LB KT . SRAR I ) R B X i 1) R A R AR R AT
I 1A — AN I AL 75 (monitor), 122 % 5 3 3 12 A 248 QI (145 AT B2 M JT b vl LA 2 5006 E Aff M o 5
T 3/NATLLIAS Store.ally.teacher f €8 (¥ H ' S AR Y. 145 4T B2 . ProofGraphTrust 4075 J& %) ProofGraph [ ik,
SE I ] 25 10 TR R AT A AT B vE S AH AT SO e BRI e A R AR R SCHER (5] e B 6 R B 7,
ProofGraphTrust 532 i 280 1H: F1 56 4% 11 W] D4R 31 fRAIE.
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1. Store.ally.teacher 0.96 5. UniA.teacher
- 11. Li
(Li, 0.96) :_ (Li,1.0)

(Wang, 0.72)

(Liu, 0.643)

0.72( 8. UniB.teacher 1.0
12. Wang
1.0 (Wang, 1.0)
2. Store.ally
0.643 | 10. UniC.teach 1.0
(UniB, 0.72) (Liu,1.0)
(UniC, 0.643)
0.96T T 0.90
3. UniA 4. UniA.recommented
(UniA, 1.0) (UniB, 0.8)
(UniC, 0.734)
* 0.80 f 0.85
6. UniB 7. UniB.recommented
(UniB, 1.0) (UniC, 0.84)
f 0.84
9. UniC
(UniC, 1.0)

Fig.3 An example of the execution of ProofGraphTrust.run()
3 ProofGraphTrust.run()$i47 =1

EHE 1. XN TRTTHFEUELE S C N CH IR % H ,M=size(C) (7€ X L 3CHR[5]), B ¥k BT 11 & XA
AT SEAIE BT AT B AR IR 18] 28 E T3 Bl A AIE (69 80 H |, W0 55292 ProofGraph Trust (1 ] 6] 52 2% B 2 O(N*+NM), %% [] &
4 JE FO(NM).

E B AR (R AR AT B I D AT I e e P A gt O A T b ) S R AT A R 1 R BT PR, 7 ) 2 28 B A A
BT s 80 I BORUIT A 1 s AR 0 E BT B e R C b BT AT 5 A 5 B ISR IE R 5 AT LR 15 B 1 ST IR 4
2 hC L AE C_E AT 5% ProofGraph Trust i 71 C'_E 4T ProofGraph i & ik 5% & B A2 2 41 [7) 1. 1% 7 solution
monitor (¥ 7% 3k AR T8 2 A (SR IE T 5 AT FE 2 5, W3R 503 7= A6 1R UE B )2 A 8D (%, 24 A8 ) 1) BT i = AR 1
solution ) % H 42 #H 7] 1, I FLIX 2esolution 7E [l v 4% 13 1) 1k R A0 40t 2 A7 ) 1 DR b, 79 o 402 LA A [RD 11
N 1) 53 2 J3 0 4% 1) 55 2% i . 2 R SC Rk [5] 1) 7€ B2 3,ProofGraphTrust i) IS 1] 42 24 & 2 O(N3+NM), 25 [7] 55 2% i 4y
O(NM). 0

TR I gk S A ok i e AR A A ) 1 R TS SR T AN 1 BT 09 U e 48 1 SR 44 A SR i
RBALEIEHEAT SR T, W% 3 45 T ProofGraphTrust 152 H ) 52 A4 HUAZ £ €0, 1135 4 L.

Table 3  The trustworthiness values of entities getting roles

=3 SIS T IE R

Entity Role Trustworthiness value
Li Store.special 0.95

Wang Store.special 0.72
Liu Store.special 0.58

FP Li aTRMTAE A {0 Store.special = IR T T AR, Wang 7] LUAT A% £ (0 AR B 1 28 30 352 Ak 22 A B AL
PR, Liu JUIAS B8 30 special ffi 4.
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a3 2

FEAES

*

5wk 04 T AR AL 09 T 45 B A AR 2011

4 HEEIMREMR

FE— A SR P2 RO R o, S 1 5 i 38 ity P S 28 W V5V 1) 97 3K (op,0), R A R AL 2 1% I A BR ¥ A
Hh A €6, 58 5 1f ) ProofGraphTrust Sl 57 S o2 75 BB IUAF 12 A1 (0 B AR AT R H X M5 AT FE 5 4 (6 P AL
A 2 5 B B Bl A8 ] LU 8 240 2 75 BB AT (1A BR .

EIR 2. 524k e REMG AT A UG M B p 24 HAY 24 55 A0E B b A7 78— 4 PR 4% | IR WA fth AT UGS AT ) t RS
FEASAIE A 14 v, 36 2 (p,m) eauthorizedPrms(r) H. t>m.

IO T e SRTGAN PR p A ME— 5 v 2l A AR T p IR A v, SR AT B R OR AR A X R
SRR, U e TR HR A A G A (0, HETT TEVE SRS p B e Sl AR AT S EIE R AR 1 «—— e HUAS ¢ AR AR AR
T m, AR PRI (1 32 AL A e TRVEIRTT p.

FEONE U0 RAFAEIXRE— 4 4% r «—— e X r 1 AT activate() B34, 4R 5 1 ] ProofGraphTrust &3, M4
SCHR[SIHIE B 7,0 282 80N r G R, IF B SR e B r BIMEAERE Ui 2 Ut CY AR F ST
FER AR A v=t), BT t>tem, B e BERE 3RS p. O

L5 4% G2 (W (5 AT A5 BRI U AH L, FCDAM ARG 3AAE T 41 0L FE (AN PR A% 6 2 . e 3R 48 T R 7 B ke s ol 1
Hh RIS R P R (1) % B O T LA v AR M vl 5 o S5 e A SRR 9 45 AT B B 4L, 8 A B3k 451 o, Store 3
BOY Ok G A S A 3X P U BRAEE T E A 0.94 [R5 AT B8 B E, X AR UE T A 78 43 W A5 1R SE 4R A B AT A 124X
B, (2) FEZRFCITRE A ZSF0 4 1T LALE N S 40 28 R I A5 AIE o 10 1A 24 15 A R, DA BB A BT A Tl o % = 0 0 ) 4k
FFLHUS £ (0 1) S AR 1475 AF B2, 4910 4n, Store 3 3 25 % $E1IE Store.ally<—UniA.recommended JF#% & 15 4£F 4 0.90,
AT LU T B UniA ZHERBUN SR (B 45 UniA HEZEHE I RIT )5 4k B 4E I 52 95 SE7R) B A n] REAT 18 42 1
AT,

5 £RiE

RBACFEA 1 BURAE BEACHY, IF AL 1 R f IR AR S AH AR GE 10 1 P 14 £ 00 e 75 sCAS BE I A2 1R
InternetiX F K T TR FR BT T B A S AR T 52 AR 1R 75 I 1 1 €60 0 £ A1 47 B i 2o 48 00 TP G B4 it 17— ol
RAE~ ATRIEATT 2 E K 2 RO R R B AT AR L 3t A R Ze R IR 2 1 ) AL AR SCZR 45 P 25 1 (P35 3Rt T
AN TAE AT L ) Z AT AU, SEBL T A8 T ISR 68 Ay €0 mp PR AL B PR 2000 32 A% 847 A SOl ol Dy ¢
PR 7 W0 5 IR A A P52 1 L FRD 075 925 050 s B e 7 #7380 o BB FR) A ) RBURSORE P8 A% 0 PR T4 L IR 5 A A B R &
AN REAT 250 b A 3 S5 ) 0 A5 R 2 5 D PR35 485 B 2 0 v A U e 52 LA A0 2 2% ) R 2 vy /S A2 7 P ) 2k
PEGHE A SO RT il 3 VI 15 AT B SCHF 40 T AR X b (45 A4 B AR ¢ b oF S S5 A B i 55006, AT
A LA S T SR R A A AR L I R A ) A € R U T AR FCDAMSI L T — Fad T 1 JF s AR 5 0 52
R AR JEE AR BR A 3 2 161 AR Z= FEH AN T3 58,40 B R S D Internet A58 0 45 B3 5 ) ) 1] 47 .

BOGH AR, FRATT 1 ARSIV L SR K S A AT A SO B Y 1 S R A L
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&% 1. ProofGraphTrust.
ProofGraphTrust J2& — R 1] ] X % R 10 500k, AL T AN E A 2 ProofGraph Trust F ProofNodeTrust, LA & 3
A~ # B 25 :BLinkingMonitorTrust,BlIntersectionMonitorTrust,FlinkingMonitorTrust. 1% £ % X} 3C #k [5] # 1
ProofGraph #H4T T IR .
ProofGraphTrust [ 524735 &
nodes:iiF B [ 74 5 :edges:iiF B |8 1 (11321 ;b-proc-queue: J& [ 4 21 FA 371 ;f-proc-queues Fi [ 40 B BA 51
ProofNodeTrust (1521535
b-proc-state: 5 7] AL PR A,
f-proc-state: {i [ b HLAR 2
b-solutions: {i [ fi# 5 & BN L (s, ITE X s Do Skt AR L,
f-solutions: J& [ fiff 46 & REMR AT 2 (s ) RITE s 4 A (0t A (AT,
b-sol-monitors: J5 [ f# 5 LA 48 & AN IS A2 I (n, )T n 9 BT B0 9 S AT sl n A4
solution IR i 45 4T J52 B {1 6 9 R 4L
f-sol-monitors: J& 1] fif 00 2o 4 & A A% 0 (n, D) ITE R n S B AL I S RTS A n 4B
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AR

s

FimAL B R TR T ds R Ae AR A 2013

solution I 45 £F: J5£ B {8 5 9 R 5L
ProofGraphTrust: run()
{ while (one of b-proc-queue and f-proc-queue is not empty)
{if (b-proc-queue nonempty) {n=b-proc-queue.dequeue(); n.b-process();}
if (f-proc-queue nonempty) {n=f-proc-queue.dequeue(); n.f-process();}}

}

ProofGraphTrust: addNode(e)

{ if (a node n exists for e) {return n;} else {creates one and return it;}
}

ProofGraphTrust: addEdge(e,<—e,t)
{ n;=addNode(e;); n,=addNode(e,);
if (edges.contains(n,<—n;))) {return;}
edges.add(n,<—n;,);
n,.add-b-sol-monitor(n,,t); /7 ilmonitor
if (n,.b-proc-state!=unprocessed) {n,.b-activate();}
n,.add-f-sol-monitor(ny,t); /%5 Jimonitor
if (n,.f-proc-state!=unprocessed) {n,.f-activate();}
}
ProofNodeTrust(A.r): b-process()
{ b-proc-state=processed; creds=find all credentials defining A.r;
foreach (credential “A.r<—e with t” in creds)
{addNode(e);addEdge(A.re,t);} /T8 Inids A5 AT BE R U5 T R AIE
}
ProofNodeTrust(A.r;.r,): b-process()
{ b-proc-state=processed; n=addNode(A.ry);
n.add-b-sol-monitor(new BLinkingMonitorTrust(A.ry.r,),1); //3LF, monitor K145 1T )& B8 Tk R Bk 1
n.b-activate();
}
BLinkingMonitorTrust(A.r;.r,): add-b-solution(B,t)
{ addNode(B.r»);
addEdge(A.ry.r<B.rp,t);  [GARMEAT FESE T BRIA.r I A A5 AT BE
}
ProofNodeTrust(D): b-process()
{ b-proc-state=processed;
add-b-solution(D,1); //D %} A & & — S (L 1 /9 solution
}
ProofNodeTrust(fyn...Nf): b-process()
{ b-proc-state=processed; m=new BlntersectionMonitorTrust(f;N...Nf);
foreach (j in 1,...,k) {n=addNode(f;);
n.add-b-sol-monitor(m,1); //monitor {115 E 1 BIAE T R EN 1
n.b-activate();}
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BlntersectionMonitorTrust(f;N...nf): add-b-solution(B,t)
{ if (B is being added for the first time) {n=addNode(B); n.f-activate();}
else if (B has been added k times)
{let (B,t;) ef;.b_solutions,...,(B,t,) efy.b_solutions;
addEdge(fin... B, min(ty,...,t));  HHTIL IS AL SCRFAR b & BR AR5 A7 B 1 e /ME
b-solutions.add(B,min(ty,...,t));} /s INJE ) filt
}
ProofNodeTrust(e): f-process()
{ f-proc-state=processed;
if (e is a role B.r,) {add-f-solution(B.r;,1);
n=addNode(B); //B.r,% A S &5 N 1
n.add-f-sol-monitor(new FLinkingMonitorTrust(B.r,),1); //ZEIRAE N 1
n.f-activate();}
creds=find all credentials having e as its body;
foreach (credential A.r<—e with t) {addNode(A.r);
addEdge(A.re,t);}  HUAEAEEE RIS T FEIE
if (e is an intersection) {return;}
creds=find all credentials like A.r<—f;n...~f, with t in which f;=e for some j;
foreach (credential A.r<—f;N...nf, with tin creds)
{add-f-solution((fyN...~fj),1);  IMBEAEE N 1
n=addNode(f;N...nfy); n.b-activate();}
}
FLinkingMonitorTrust(B.r,): add-f-solution(A.ry,t)
{ addNode(A.ry.rp);
addEdge(A.ry.ry«B.ryt); /AR EAT LT BRIAr S 2 AT
}
ProofNodeTrust(e): add-b-solution(s,t)
{  if((s))) exists in b-solutions){if (I<t) replace((s,1),(s,t)); /1% B 15T BE i K I
return;}
b-solutions.add(s,t);
for each ((n,c) in b-sol-monitors){
n.add-b-solution(s,f(t,c)):} //i14L solution FHT15 AT BE I 1) i A% 4
}
ProofNodeTrust(e): add-f-solution(s,t)
{ if ((s,1) exists in f-solutions) {if (I<t) replace((s,1),(s,t)); /115 8315 AT & 55 K (R it
return;}
f-solutions.add(s,t);
foreach ((n,c) in f-sol-monitors) {n.add-f-solution(s,f(c,t));} //i14% solution K15 4T 8 I 1) 5 A% 4%
if (e is an entity D && s is a partial solution (f;n...nfy,J) && all k pieces have arrived)
{let the k pieces be (fi,ty),...,(f1,t%);
addEdge(fyn...Nfe=D, min(ty,...,4)); /T IIEAT BE A SCREAE 45 B AR 05 AT B 1) e /INME
f-solutions.add_solutions(f;M...~f, min(ty,...,t)); Y} JEBIET A %
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}
ProofNodeTrust(e): add-b-sol-monitor(n,t)

{ b-sol-monitors.add(n,t);
foreach ((s,1) in b-solutions) {n.add-b-solution(s,f(I,t));} /AR ¥EHr 1) monitor [7] §ij 1% 4% fiF
}
ProofNodeTrust(e): add-f-sol-monitor(n,t)
{ f-sol-monitors.add(n,t);
foreach ((s,1) in f-solutions) {n.add-f-solution(s,f(t,1));}  //AR¥E:H7 %] monitor [ J5 4% 3 it
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