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Abstract: MSR (multiset rewriting) model is a technique of protocol modeling based on multiset rewriting.
According to the results of the current study, this model is not perfect. Since the intruder model of MSR model is
not suitable for the verification of the protocol, it was improved. Using this model, the secrecy and authentication of
the cryptographic protocols are described. The practice proves the improvement of the former model.
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3)  MZIBTIM,( ..., )RR SZRAH ELFAG IEIZ 8 W A7 B X B 402 — AN E.

IRAS S AN B SERIPIR A5 T 7 4, BV 5 S = e | SN | S1,() | S.M (1) -

]|

FOWH FEZTE N Ths—rhs WySERAT 7 3 7 i1 B2 R PR 400 000 A2 152 0 3 48t 1) A0 F1 . 87 4 e 3, 2 L )
MISCAT Ths 529 RRA S BB M VCECHS B0 2 Ths 2 S IFEERE,S 10 —ANRE T A (S\hs)Urhs, HI{E 2 4L
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f1begin(A,B) AT RV W IS0 RS 5 A 58 WML — RS AT I D 3L I J7 B2 AT 5 438473 — i il iX
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3.1 ik

fa] 5 NS AFHAE AR AR

(1) 4-B:{{n,A4}},,

(2) B> A:{{n,ngt}y,

(3) A4—- B:{{ng}}y,

BRCH) MSR AR R IR I
3L: principal™® x principal'® x pubKB"® x nonce. ko
VB pricipal.
Vky : pubKB.  START — A—"—3n , : nonce.N({{n,A}}, )L(A,B.ky,n,)

begin(A4, B)

Vk, : pubKA.
VK, privKk,.  N({nngdh, L(AB,kyn, ) —25 N({ing}},,)

Vn ,,n, : nonce.

< orincinal® x princinal® x pubKA® e
3L : principal™™ x principal*™ x pubKA"*’ x nonce

Vk, : pubKB.

Vky : privKk,,.

VA: principal  START - B.N({{n,A}},, )Lﬂnlg snonce.N({{nmz}}; )
L(B, A,k ,ny)

Vn, : nonce.

Vk,: pubKA.

Vny inonce.  N({{ny}}, )AB, 4,k ,,ny)—=—>end(A,B)
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