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Abstract: Neither reliability modelsin reliability engineering nor in software reliability can be directly applied to
describe the propagation of hardware errors in programs. This paper first sets up a computational data flow model,
and then explains that a computational data flow graph for the program can be built, using the instruction set of
URM (unlimited register machine) as an example. Upon the computational data flow model, the error flow model is
set up. Errors are categorized into two kinds: Original errors and propagated errors. By analyzing the propagation
rules of these two kinds of errors, 6 assumptions about error propagation are given, upon which the probabilities of
errors at any time and at any place in a program can be calculated. At last, a sample of URM program is given to
demonstrate the capability of the fault flow model.
Key words: SIHFT (software implemented hardware fault tolerance); reliability; computational data flow model;
error flow model; error propagation
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Fig.1 Fault model
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b 8 a,c=d<e d e C.
1.3
, (design diversity) , (n version
programming, NVP) (recovery block)!™?
(software implemented hardware fault tolerance, SIHFT)!
COTS , )
(22 (algorithm based fault tolerance, ABFT)*
[14-16]
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23
4. i P, V(i) i V(P) P
i) [ .D(i) [ : V(i) E@O)={xyl
xe(i),yeD(i)},V(P) E(P)={x|xeE(i),ieP}.
, 2 ,
2(a) () :
2(c) 2(d) Load Store ’
(a (b) (c) (d)
Fig.2 Atomic data and computational relation
2
24
) P , ,
. 1
5. E B E [0/1] B:E—[0,1],
e B(E), ) 3
SimpleScalar/PISA (a7, 85%, 15%.
add.s $f0,$f0,1
st $2,$11,%4
bne $2,%0,$L.29
mul.s $f0,$f14,$f0 |:>
L29:
add.s $f2,$f14,%f0
Fig.3 Conditional branch
3
25
6. (V,E,B) . AY, E V B
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E .
7. (V,E,B)
G(V,E) ecE B(e)
8. P, V(P)
, V(P)
CDF(P).
9. G(\V.E) ,
3
31
3.2
Main(P)
. G P ,S
Build(G,s,1,Read[]) G
) ,Read[] Mkite[]
cond
P )
Build(G,b,p)

GLOBAL DECLARE
BEGIN

Write]={0,...,0}
END

Fig.4 Global declare
4
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Y, E G(V,E) )
E(P) V(P) B E(P)
E(P) G(V(P).E(P)) P :
u v , u v AT
[18]
Build(G,s,1,Read[]) P , 4~ 6
,Read[]
Read[] Write[] L i
4 . ,P(cond) cond
(19-21) .P(cond)
, G
PROCEDURE Main(P)

INPUT: Progam P;
OUTPUT: Computational data flow CDF(P) of progam P.
BEGIN
FOR (each memory unit r;) DO Read[i]<-0
Setup program graph G for P,sis start node of G
Build(G,s,1,Read[])
END

Fig.5 Function Main(P)
5 Main(P)
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PROCEDURE Build(G,b,p,Read[])
INPUT: Program Graph G, basic block b, Real p between 0 and 1, Real queue Read[];
OUTPUT: Computational data flow of G
BEGIN
Mark basic block bin G
me—start instruction number of b; n«end instruction number of b
FOR (each instruction j from mto n) DO
BEGIN
SWITCH (type of j) OF
BEGIN
CASE computing:
FOR (each memory unit ryread in j) DO
BEGIN
k¢«—Read[u]
FOR (each memory unit r,writtenin j) DO
BEGIN
l<—Write[v]+1;Write[v]«I;Read[ V]«
draw atomic data r); draw anarc from r¥ to r! with weight p

END
END
CASE unconditional branch:
cb
IF (ceGAND cisnot marked in G) THEN
Build(G,c,p,Read[])
CASE conditional branch:
c«—target basic block of taken branches
d«target basic block of not taken branches
cond«test conditionin j
p1<—p-P(cond); p2«p-(1-P(cond))
IF (ceGAND cisnot marked in G) THEN
Build(G,c,p1,Read[])
IF(deG AND disnot marked in G) THEN
Build (G,c,pz,Read[])
END
END
END

Fig.6 Function Build(G,b,p,Read[])
6 Build(G,b,p,Read[])

3.3 URM

URM (unlimited register machine) (22 yrRM ,
7 , Ri,Rs..., R ri.URM 4 , 4 ,URM
4
Z(n): R, M 0 ;
S(n): Ry f ;
T(m,n): Rm Im Rn My ;
J(m,n,q): R M R, n , q ;

Ra R, Rs Ry Rs

r I rs la I's

Fig.7 Registers of URM
7 URM
331 URM
x+ty  URM , . x+ty  URM
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8 22, Xy RR R ,
R3 le X+y
9 x+ty  URM
2~ 4. 10 9
[19—21] P(r2¢r3)
1] 2
1:3(3,2,5) y \
2: (1) 7 \
3: 8(3) / 2
4:3(1,1,1) Ir—ﬁ 3
5: 3 !—5 |‘ ~~~~~ 4
Fig.8 URM program of x+y Fig.9 Program graph
8 x+y  URM 9
4
10. (V,E,B) )
vV [01] F:V—[0,1],
f :E—[0,1],
f(e) e
,f(e)=f(e) B(e). f(e)
11. (VEF, f) , \%
veV  FW) , ecE  f(o)
12. P, V(PP P
, V(P) E(P)
, EF(P).
5
P '
51
1 0, 0
5.2
2 , )
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1 1, 2
P(r2¢r3)=1—P(r2=r3).

P(ra#r3) P(r#r3)

2 e G

Fig.10 Computational data graph

10
(VEF, f) . F
f E [01]
.+ B(e) e :
E G(V,E) . G(V.E)
E(P)  V(P) B E(P)

G(V(P),E(P),F(V(P)), f (E(P))) P
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5.2.2
) , 3
5.2.3
5.2.4
1 )
2. ,
3. , )
3
5.25
1
11 , ,
, A
1, A
X = {O’, A . Xq )& Xo Yo \
. :YO Xl,...,Xn ) YO Xl,...,Xn Yosz(xly---,xn).f
Ko Xgsee 0, Xn ,
y XO Y0=§(X1,...,Xn) . 1 . O
U u
Xn+1 Yn+1
Fig.11 Independence principle 1 Fig.12 Independence principle 2
11 1 12 2
2.
12 , VvV \Y Xo Yo v
.U u ,Xn+1 Yn+1 u
1 1 V:é/(X01Y0):é(X0!§(XlI'--!Xn))z g(XOIXL-"an)! 15‘4 S
XOyXL---meXn+1 ) 1 ) Xn-¢—1
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V=¢(Xo,X1, .., Xn) 2 o
, W W Xoer  WWAV,(1-W)-V
W(1-V) 1-W W
5.3
u e % , e f(e). ,
Vv Vv u e
F(u) f(e) F(v).
B(e)=1 B(e)=1
, . XY Y22,
1. P(X|[Y)=0 XY=Q.
PXIYV)=P(XY)/P(Y),
- . XY=@=P(XY)=0=P(X|Y)=0; P(X|Y)=0=P(XY)=0=>XY=(. |
2. P(X|Y)=1 YcX.
(P(X|Y)=1a P(X|Y)=0s XY =0,
Y X XY XYcO= XY =0;
Wy eY, XY=@=yeX=>yeX=>YC X, O
5.3.1 1
. . 1 13
° B:u ,F(u)=P(B);
v Av JF(V)=P(A);
AV JF1(V)=P(A),F1(v) Y,
A Az AV JFo(V)=P(Az),F2(v) v
Fig.13 Node with one arc f(e): e
13 ,
:ACB, P(BJA2)=1( 2);
ACAHA, P(A+Az|A)=1( 2);
LAACA,  PAIAA)=1( 2
2AACA,  PAIAA)=1( 2
1:P(A1A2)=P(A)P(A);
2:P(A,B)=P(A,)P(B).
1. P(A)=P(A|A,).
A= AA, + AA,,
wAA < A( DUAACA L AACAA L A=AA+AA CAAHAA T AC A+ A )
LAA C(A+A)A =AA AR +AA S AA+AA=A LA =AA+AA,
P(A)=P(A|A,),
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v AR NAA, =D 5 P(A) = P(AA, + AA) = P(AA) + P(AA,) - P(AA) = P(A)P(A)( 1)
. P(A) =P(AA, + AA,) = P(AA,) + P(A)P(A,)), B
- P(AA)) = P(A) - P(A)P(A,) = P(A)(1- P(A)) = P(A)P(A,),
. P(AA) =
P(A)=—=2~ P =P(A|A,). O
2. P(A)=P(A|A).
: L, A A A, =AA+AA,,  P(A)=P(A|A). al
13. e f(e)=P(A|AB) .
3. f(e)=P(A,|AB).
- 1 . A=AA+AA,.
. P(A, | AB) = P(AA + A A, | AB)."- AA NAA, =T . P(A, | AB) = P(AA | AB) + P(A A, | AB).
wAANAB=@  P(AA |AB)=0( 1) P(A |AB)=P(AA|AB).
= f(e) = P(A| AB) = P(AA + AA | AB) = P(AA | AB)+ P(AA | AB) - AA NAB=0
~P(AA|AB)=0( 1) f(e)=P(A|AB)=P(AA |AB) .. f(e)=P(A |AB). O
4. P(A;)=f(e)-P(B).
. P(AA) _ P(AA(B+B)) _ P(AAB)+P(AAB) CBE_E
: P(A)=P(A|A)= P(R) P(A) ) oA, < B( )..BcA,
~AABC AAA,.Ac A+ A( ). AACA AAA Cc AA=F . AAB =0 .. P(AAB)=0
- P(A) = P(AAB) _ P(A|AB)P(AB)
P(A) P(A)
- P(AB)=P(A)-P(B)( 2)..P(A,)=P(A|AB)P(B) = f (e)- P(B) . O
5. P(A)=a,P(B)=b, P(K| AA)=0, P(A)=a+f(e)b—(1+p)f(e)ab.
F(V) = P(A) = P(A(A + A) = P(AA (A, + A)) + P(AA) = P(AA A,) + P(AAA,) + P(A| A)P(A) =
P(AIAA)P(AA)+P(A|AA)P(AA) +P(A)P(A).
= P(A|AA) =1( ), P(A|AA)=p..P(A)=(1-B)P(AA)+P(AA,)+P(A)P(A).
= P(AA,) = P(A)P(A,)( 1) - P(A) = P(A) + P(A,) - (1+ B)P(A)P(A)).
P(B)=b,P(A)=a, P(A)="f(e)-P(B)..P(A)=a+ f(eb-(1+p)f(e)ab. O
5 a b . B=P(A|AA,)
, \
A A Ay A 5
2
2 14
C:w ,F(W)=P(C);
B:u ,F(u)=P(B);
Av JF(V)=P(A);
A [F1(V)=P(A),F1(v)
Azv F2(V)=P(Az),Fa(V)
f(ey): €
f(ey): & Fig.14 Node with two arcs
, : 14
:A,cB+C, P(B+CJAy)=1( 2);
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ACAHA,, P(A+A|A)=1( 2);
LAACA, PAJAA)=1( 2
2AACA,  PAIAA)=1( 2
L:P(AAL)=P(A)P(A);
2:P(A:B)=P(A))P(B),P(A;C)=P(A,)P(C),P(A;BC)=P(A,)P(BC), P(A1§C) = P(Ai)P(EC) , P(AiBE )=

P(A)P(BC) .
6. P(A)=P(A|A,),P(A)=P(A|A).
: 1 2. O
14. e f(e)=P(A|ABC), e

f(e;) = P(A| ABC) .
8. f(e)=P(A|ABC), f(e,)=P(A | ABC).
: 3 . A=PAAEAA,  f(e)=P(A|ABC), f(e)=P(A|ABC). O
9. P(A|ABC)=7,  P(A)=f(a)-P(BC)+f(e) P(BC)+(1-7)-P(BC).

 P(A) = P(A| &) = P;x;)

=~ P(AA) = P(AA (B+B)(C+C)) = P(AABC + AABC + AABC + AABC)
= P(AABC) + P(AABC) + P(AABC) + P(AABC),

A, cB+C(_ ).BCcA - AcA+A( ) AACA,
- AABC c AAA,c AA=T - AABC =@ .. P(AABC) =0.
=~ P(ABC) = P(A)P(BC)( 2) .. P(AABC) = P(A| ABC)P(A)P(BC).

,P(AABC) = P(A| ABC)P(A)P(BC)( 2),

P(AABC) = P(A| ABC)P(A)P(BC)(_ 2),

. P(AABC)+ P(AABC)+ P(AABC) + P(AABC)
L P(A) = PR

_ =P(A|ABC)P(BC)+P(A| ABC)P(BC)+P(A| ABC)P(BC).

P(A|ABC)=y, P(A|ABC)=f(g),P(A|ABC)=f(e,),

- P(A)) = f(e)P(BC)+ f (e,)P(BC) +(1-y)P(BC). O

10.  P(B[C)=b,, P(B|C) =b, ,P(C)=c,P(A)=a, P(A| ABC) = 7,

P(A)=a+f(e;)b,+(e)c—(1+H)f(er)ab—(1+H)f(er)ac+(1-f(ez) —p)bic—
f(ey)bct+(1+H)f(ey)abc—(1+5)(1-f(e;) —p)abc.

: P(A)=P(A)+P(Az)—-(1+8)P(A)P(Ar),

= P(A,) = f(e)P(BC) + f (e,)P(BC) + (1- »)P(BC),
P(B|C)=b,,P(B|C)=h,,P(C)=c,P(A) =3,

~.P(BC)=h,(1-c) . P(BC)=(1-b)c.. P(BC)=hc.. P(A,) = f (e )b, — f (g)b,c+(1+ f (e,)—y)bc+ f(e,)c,
~P(A)=a+f(e)b,+ f(e)c—(1+ ) f(g)ab, — 1+ p) f(e,)ac+ (21— f(e,) —y)bc— f(e)b,c+

1+ p) f(e)ab,c - (1+ B)1- f(e,) —y)abic. o
10 by b, B C .7 =P(A|ABC)
v . . B=P(A|AA)
Vv
B C , b,=P(B|C)=P(B), b, = P(B|C) = P(B), P(B)=b,

P(A)=a+ f(e)b+ f(e)c—(1+p)f(e)ab—(1+p)f(e,)ac+
(1= (&) - f(e) —rbc+ 1+ p)(f(e) + f(e,) +y -Dabe.

B C f(e)=f(e2)=1,



P(A)=atb+c—(1+p)ab —(1+p)ac—(1+y)bc+(1+p)(1+y)abc.
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10 , ,

5.3.3

0 0 . 0

; 0
: f(e)=f(e)-B(e) f(e) ; B®=1 |,
fe)=1(e).
3 ;

54 URM

331 x+y  URM ' S(n) €

f(e), e Be)=P(rrs),  f(e)=f(e,)-B(e,),
a=F @ 1l . 5 F(h=a+f(e) Frd)-@+p)f(e)a - F().
(=a+fle) x-rAf(e)a-x,  F(r)=¢(FE).
r1(i,1) rl(i.O) | rll I,10 . , rl(i.1) — I,1(i+1.0) ,
r11 rlo' F (r1l) = g(F(rlo)) ) ,
FI) = C(F(") = C(F ™) = S (R = .= CHF ).
o . ,
6
, 6 2
;
f(e), By ,
: f(e) f(e)
References:

[1] LiuP. Reliability Engineering Principles. Revised ed., Beijing: Measurements Press, 2002 (in Chinese).

[2] XuRZ, XieM, Zheng RJ. Software Reliability Models and Applications. Beijing: Tsinghua University Press, 1994 (in Chinese).
[3] Tian J. Integrating time domain and input domain analyses of software reliability using tree-based models. IEEE Trans. on

Software Engineering, 1995,21(12):945-958.

© PEEREBEAD

http:/ www. jos. org. cn



820 Journal of Software Vol.18, No.4, April 2007

[4] Huang CY, Lyu MR. A unified scheme of some nonhomogenous poisson process models for software reliability estimation. |[EEE
Trans. on Software Engineering, 2003,29(3):261-269.
[5] Clark JA, Pradhan DK. Fault injection: A method for validating computer-system dependability. |IEEE Computer, 1995,28(6):
47-56.
[6] AvizienisA. Toward systematic design of fault-tolerant systems. IEEE Computer, 1997,30(4):51-58.
[7] Cheynet P, Nicolescu B, Velazco R, Rebaudengo M, Reorda M S, Violante M. Experimentally evaluating an automatic approach for
generating safety-critical software with respect to transient errors. |[EEE Trans. on Nuclear Science, 2000,47(6):2231-2236.
[8] Ziegler JF. IBM experiments in soft fails in computer electronics (1978-1994). IBM Journal of Research and Development,
1996,40(1):3-18.
[9] Avizeinis A. The n-version approach to fault-tolerant software. |[EEE Trans. on Software Engineering, 1985,SE-11(12):1491-1501.
[10] Randell B. System structure for software fault tolerance. IEEE Trans. on Software Engineering, 1975,SE-1(2):220-223.
[11] Oh N. Software implemented hardware fault tolerance [Ph.D. Thesis]. Stanford: Stanford University, 2000.
[12] Gerke RD, Shapiro AA. Use of commercia off-the-shelf (COTS) for space applications. In: Proc. of the Aerospace Conf. |IEEE
Computer Society, 2003. 230.
[13] Huang KH, Abraham JA. Algorithm-Based fault tolerance for matrix operations. |EEE Trans. on Computers, 1984,33(6):518-528.
[14] Maurizio R, Matteo SR, Massimo V, Marco T. A source-to-source compiler for generating dependable software. In: Proc. of the 1st
IEEE Int’'| Workshop on Source Code Analysis and Manipulation. Florence: IEEE Computer Society, 2001. 33-42. http://csdl2.
computer.org/persagen/DL AbsToc.jsp?resourcePath=/dl/proceedings/& toc=comp/proceedings/scam/2001/1387/00/1387toc.xml& D
01=10.1109/SCAM .2001.972664
[15] Oh N, Shirvani PP, McCluskey EJ. Error detection by duplicated instructions in super-scalar processors. |EEE Trans. on Reliability,
2002,51(1):63-75.
[16] Oh N, Mitra S, McCluskey EJ. ED*l: Error detection by diverse data and duplicated instructions. |EEE Trans. on Computers, 2002,
51(2):180-199.
[17] Burger DC, Austin TM. The SimpleScalar tool set, version 2.0. ACM SIGARCH Computer Architecture News, 1997,25(3):13-25.
[18] Chen HW, Qian JH, Sun Y Q. Principles of Compilers. 2nd ed., Beijing: Press of Defense Industry, 1999 (in Chinese).
[19] Cliff Y, Michael DS. Static correlated branch prediction. ACM Trans. on Programming Languages and Systems, 1999,21(5):
1028-1075.
[20] Wu Y, Larus JR. Static branch frequency and program profile analysis. In: Proc. of the 27th Annua Int'l Symp. on
Microarchitecture. New York: ACM Press, 1994. 1-11. http://portal.acm.org/citation.cfm?id=192725& dl=A CM & coll=portal
[21] Jason RC, Patterson DA. Accurate static branch prediction by value range propagation. In: Proc. of the ACM SIGPLAN 1995 Conf.
on Programming Language Design and Implementation. New York: ACM Press, 1995. 67-78. http://portal.acm.org/citation.cfm?
id=223428.207117
[22] Yang DP, Li AS. Computing Theories. Beijing: Science Press, 1999 (in Chinese).

[1 . \ L ,2002.
[2] ; : . . : ,1994.
[18] , \ ) 2 L ,1999.
[22] , . . : ,1999.
(1963 ), , , ,CCF . (2978 ), , . ,

© rhiEBRER

AT hupy/ www. jos. org. cn




	相关研究
	瞬时故障
	程序对硬件故障传播的影响
	软件实现的硬件容错

	计算数据流模型
	原子数据
	原子计算
	计算关系
	执行概率
	计算数据流模型和图

	计算数据流图的建立
	指令的分类
	根据程序流图建立计算数据流图
	URM指令集
	为URM程序建立计算数据流图


	错误流模型
	基于错误流图的错误传播分析
	错误的分类
	错误传播的规则和定律
	传播律
	组成律
	本源律
	叠加律
	独立定律

	错误传播概率的计算
	入度为1的结点
	入度为2的结点
	边界和执行概率

	URM程序示例

	结  论
	未来的工作和展望

