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Abstract: In file sharing P2P (peer-to-peer) networks, the service availability is seriously affected by peers
voluntary actions. For example, there are many freeriders and malicious peers in P2P networks. However, the pure
P2P networks don’t take the issue of freeriders and malicious peers as the inherent part of the topology design, and
al the peers are symmetry in the topology. This paper proposes a reciprocal capacity based adaptive topology
protocol for P2P networks, which takes account of the peer's rational belief of maintaining connections. The
simulation and analyses show that the resulting topology is incentive compatible to different types of peers. In
addition, compared with the proposed similar scheme, it is also more efficient with less network cost.

Key words: P2P network; topology; incentive compatibility; adaptive mechanism

: P2P(peer-to-peer) , P2P
, P2P ,
, P2P : ,
P2P : , '
P2pP ; ) ;
: TP393 tA
Internet ] , , Client/Server
Peer-to-Peer(P2P)
P2P )
, ,Gnutella 70% freerider , ,
= Supported by the National Natural Science Foundation of China under Grant N0s.90204003, 60472067 ( ); the
National Grand Fundamental Research 973 Program of China under Grant Nos.2003CB314806, 2006CB701306 (
(973)); the Talents Support Plan for New Centrary of China under Grant No.CET-04-0115 ( )

Received 2005-09-07; Accepted 2005-12-02

© hEE

HOFIFFIT hetps/ www. jos. org. cn



846 Journal of Software Vol.17, No.4, April 2006
W, pep 2,
25 (faked files)!®. P2P
, P2P
P2P P2P p2p 8
P2P ,
(areciprocal capacity based adaptive topology protocol, RC-ATP).
, , P2P
freerider ,
1 2 3 4
1
P2P
1) .Cooper BF!"
1 . ) (
). , [8,9]
freerider .
2) Liuy [10-12] ,
P2pP ,
P2P P2P freerider
3) (3l :
P2P , Condie T*
(the adaptive peer-to-peer topologies protocol, APTP) freerider
APTP APTP
APTP .
i , , i
APTP APTP ,
, APTP ,
, freerider  P2P B4 freerider
2
P2P , , P2pP

© PEEREBEAD

http:/ www. jos. org. cn



P2p 847

1. | i , i
2 1 , k i , i , )
k | , i
P2P
3. C' = (el e Wheo s Wheg, T 1y, threshold, win') i , fo<ql
Wyo + Wi =1.
i ) . — Connection
® Thin I ; / . —# Query
o 7 i . peer 1 — *File providing
¢ Pro(Wrec) i ( L,r"_peerk H“- T
) . peeri peerj
o fi i Fig.1 Descrlptlon model of capacities
pnlt 1
o threshold,,, i ,
threshold,,,, i 2
e win , , .
win'
4. PGy i i , i
i j M ., SatP(Unsatl) ( ) , PSC; i M+1
i
: [15]
Satf +a®
PSC; = ! , a,pP>0 1)
Satf +UnSatf +a” + g°
af  pP ,
oo win'
Satf +a®
PSC, = m >0 (2
Sat +UnSatf +a® +,b"°+2fpn,t
:UnSat? oo i ;mp P
; fg)nlt I J
5. RSDC”' i ] !
Satj +a'
RSPC; = - m; >0a", 8" >0 (3)
Sat +UnSat; +a' + f' +Z font
: Sat j i ( 1 , i I
, k i : , k i ); UnSati}
j [ o B :

© HHEREBAAIGUT http:/ www. jos. org. cn



848 Journal of Software Vol.17, No.4, April 2006
;m; j [
6. RC; i j i .
RC; =W, - PSC; + W, - RSPC; (4)
,Satf =UnSatf =mP =0 Satj =UnSatj =m; =0, PSCj=c”/(™+f")(  PSCint )
RSPCii=d'l(a'+B")(  RSPCipny )
 RC; =W, -PSC,;, + W, -RSPC,; (Init Capacity )
3
Gnutella (bootstrapping) P2P j
Timin ID, (the shadow
of the future)!®.
P2P . Gnutella
RSPC .
31
i , ) ,
Pgr . j i v Pgr=PSC;;. pgr:RSDCikyk j
) Pgr>PCiit, Pgr )
pgr>RSPCiji, Pgr
, i
, pP2pP
APTP , 1 '
' P2pP )
3.2
3 , P2P
) . ) Timin Init_Capacity
e Nb(i): i
e Fm(i): i , i , i
o Fv(i)={j|RC;>Init_Capacity,je Fm(i),j « Nb(i)} : i
¢ Follow(i)={ RC;>Init_Capacity,j e Nb(i)} : i Init_Capacity

o FV(i)mac={jli €FV(i), YkeF(i) and kzj,RC>RCy} :Fv(i)
o Nb(i)min={ j i €N(i),¥keNb(i) and ksj,RC;>RC; :Nb(i)
321

© PEEREBEAD

http:/ www. jos. org. cn



P2P 849
, |Fellow(i)| <7y, FV(1)%@, [ FV(i)max , Fv(i)
|Fellow(i)| < 7y, FW(1)=2, [ND@D)| > 71
Nb(i)min
Init_Capacity 7., :
, threshold,,,
, FV(i)max Fv(i) , 1) FV(i)#@  |NB()| < T ;
2) FV(i)£D, |Nb(i)| = e FV(I)max NB(i)min- ) \ i
Nb(i)min
322
j [ , RC; Init_Capacity 1) |Nb(j)| < ey :
2) INb(j)| =7  RCi  NB()min 2 ; N )min
(€D} freerider  P2P freerider
: [ :
freerider.
Init_Capacity ( P2P )
Init_Capacity ). i
%)) . [ , [
i i )
’ I TliTIiI'I
33
331
(Sat®,UnSat®,mP,PnitP,Sat",UnSat’,m’,Pnit"), :Sat?,UnSat?,mP,Sat",
mP m"
UnSat" m' 2 (3) :PnltP 2 D o sPOIE 3 D o -
k=1 k=1
mP,Pnlt’, "  Pnlt" , 1 © Sat’, UnSat®,
Sat”  UnSat' , 4 , 20
332
[ j . SatP 1 jeNb(i), keNb(i) j Sat!
1. [ j ;mP 1 Palt) fl( ). jeNb(i) keNb()
j ) m, 1, Pnlty f;imn .
i , jeFm(i),UnSat mP,UnSat; my, Pnlt?, Pnit;, mP

© PEEREBEAD

http:/ www. jos. org. cn



850

Journal of Software

Vol.17, No.4, April 2006

r
m; O
4
i RC-ATP RC-ATP :
UIAPTP,  APTP  RC-ATP
4.1
P2P (el : i
[18] . ] c
r c T Zipf )
, & pPd.p'=1, Init_Capacity=0.5, 1
Tabel 1 The parameters in simulation environments
1
Original topology of initial neighbors of peers Random network 3
< | Timeto-Live for query messages 4
HES Normal peers 500 (including good peers and Freeriders)
= Normal peers are Freeriders 25% and 75% respectively
Malicious peers 50
Attribute set (3,20,0.8,0.2,2,0.4,1)
Time peer i isup Uniform random distribution over [0%,100%)]
Up-Time peer i issues queries Uniform random distribution over [0%,50%)]
Good peer The condition of peer i responding to queries If thereisamatch
p Up-Time peer i forwards queries 100%
Download requests in which peer i returns authentic files | 95%
The distribution of files which peer i requests for The distribution of its interested contents
Time peer i isup Uniform random distribution over [0%,100%)]
% Up-Time peer i issues queries Uniform random distribution over [0%,50%]
. Does peer i respond to queries Never
- Freerider Up-Time peer i forwards queries 0
Up-Time peer i provids files 0
The distribution of files which peer i requests for The distribution of its interested contents
Time peer i isup 100%
Up-Time peer i issues queries 100%
- Time peer i responds to queries on getting them 100%
Malicious peer Up-Time peer i forwards queries 100%
Download requests in which peer i returns authentic files | 0
The distribution of files peer i requests Random distribution
Set of content categories supported by normal peer i Zipf distribution over 20 content categories,
- _5 Distinct files at normal peer i and at |east 4 content categories
,% g Distinct files at normal peer i in category j File distribution in[1]
SE Uniform random distribution over peer i's
OB t
S otal
number of distinct files
- Simulation cycles in one experiment 800
,% Experiments over which results are averaged 5
=
IS
(7]
4.2

[19]

(degree centrality)

(closeness centrality)

(betweenness

© PEEREBEAD

http:/ www. jos. org. cn



P2P 851
centrality), (201,
. Co(i)=Di/(N-1),  Di=|Nb(i)] N
. Cc(i)ﬂ/Z,-ev pl; , Vv plij i . i
j , plij:pl max:15-
. Cel)= D ou/ow, o« j kK ,oik(i) j ok
j#izkeV
i
2 freerider ffraction=0.25 2(a) 2(c) ,
, freerider, )
,  freerider . ,
freerider 2 , 192
107, 308 0. \. 2(c) 122 0.
freerider 600 freerider
freerider ,
3 4 . ffraction=0.75 ffraction=0.25
0.0175 0 200 400 600 80%.0175 52 10 * i ' ' 5% 10 * 1000 0 200 400 600 80(1000
900 900
0.0150 0.0150
2 800 800
0.0125 0.0125 %‘ € 700 700
2 —O— Good Peers £ &
£ 00100 —— FreeRiders 00100 & P 600
§ —'¢— Malicious Peers 2 § 500 500
2 0.0075 0.0075 % &%) i 400
§ 0.0050 00050 G § 300 300
200 200
0.0025 0.0025
100 100
0.0000 0.0000 1.0 T T T 1.0 0 T T T 0
0 200 400 600 800 0 200 400 600 800 0 200 400 600 800
(@) C{g)'e (©)
Fig.2 The centralities of different types of peers
2
RC-ATP , freerider ,
,RC-ATP
4.3
. (RAR): Vg . i ,
r(>0) 2 . RAR=1*/r . RAR= Y RAR Vg
ieVémd
o (PSD) i li , PSDi:]./ﬂi, PSDi=0.

© R

http:/ www. jos. org. cn




852

Journal of Software

PSD = zPsai/|vgfmd|.
1eVood
3 ffraction=0.25 ffraction=0.75 ,RC-ATP  APTP
APTP
,RC-ATP
, 311 1. ffraction=0.75 ,RC-ATP
273 1 RC-ATP APTP
ffraction=0.75
4 ,RC-ATP APTP 0.95(
ffraction=0.25 , APTP RC-ATP, RC-ATP

4.4

Traffic

15

0.0

ffraction=0.25

ffraction=0.75

0 200 400 600 800
)
2 104 8% 1.0
15}
o
3
r 0.89 0.8
L
|5
< 0.6+ 0.6
3
<
2 04 0.4
= —0— APTP ffraction=0.25
5] o=
o 0.2 —— APTPffracnon_—O,_75 Jo2
2 —O— RC-ATP ffraction=0.25
24 —— RC-ATP ffraction=0.75
2 o0 : r r 0.0
= 0 200 400 600 800

Cycle

Fig.3 Theratio of the authentic response

3
, 3 4

x 10°

The Probability of The Success Download

Vol.17, No.4, April 2006

ffraction=0.25
,  RC-ATP
102 ATTP
APTP
, ffraction=0.25
).
APTP.
L RC-ATP APTPR,

1.0

0.8+

0.6

0.4+

0.2 4

—O— APTP ffraction=0.25
—v— APTP ffraction=0.75 |4 0.2
—O— RC-ATP ffraction=0.25
—#— RC-ATP ffraction=0.75

0.0

T T
0 200

T T
400 600 800
Cycle

Fig.4 The probability of the success download

4

,RC-ATP  APTP , ffraction

15x10°

—O— APTP ffraction=0.25
—/— APTP ffraction=0.75
—— RC-ATP ffraction=0.25

o 1.0

0.5

T T
0 200 400
Cycle

T 0.0
600 800

Fig.5 Thetraffic

5

P2P

5
RC-ATP
APTP,

,RC-ATP  APTP

ffraction=0.25 ffraction=0.75 APTP

)

APTP

ffraction=0.25

, 5

,RC-ATP

,RC-ATP
,RC-ATP
. ffraction=0.75
, freerider

P2P ,

http:/ www. jos. org. cn

© e




P2P 853

References:

[1] Saroiu S, Gummadi PK, Gribble SD. A measurement study of peer-to-peer file sharing systems. In: Proc. of the Multimedia Conf.
and Networking. San Jose, 2002. http://www.cs.washington.edu/homes/gribbl e/papers/mmcn.pdf

[2] Adar E, Huberman BA. Free riding on Gnutella. Technical Report, SSL-00-63, Internet Ecologies Area Xerox Palo Alto Research
Center. Palo Alto, 2002.

[3] Dou W. The research on trust-aware P2P topologies and constructing technologies [Ph.D. Thesis]. Changsha: National University
of Defense Technology, 2003 (in Chinese with English abstract).

[4] Gnutella. http://www.gnutella.com. 2005.

[5] Stoica I, Morris R, Karger D, Kaashoek MF, Balakrishnan H. Chord: A scalable peer-to-peer lookup service for Internet
applications. In: Proc. of the ACM SIGCOMM 2001. San Diego, 2001. http://pdos.csail.mit.edu/papers/chord:sigcommO01/chord_
sigcomm.pdf

[6] Ratnasamy S, Francis P, Handley M, Karp R. A scalable content-addressable network. In: Proc. of the ACM SIGCOMM 2001. San
Diego, 2001. http://www.eecs.harvard.edu/~mema/courses/cs264/papers/p13-ratnasamy. pdf

[7] Cooper BF, Garcia-Molina H. Ad hoc, self-supervising peer-to-peer search networks. Technical Report, Stanford University, 2003.
http://dbpubs.stanford.edu/pub/2003-4

[8] Lv Q, Ratsnasamy S, Shenker S. Can heterogeneity make Gnutella scalable? In: Proc. of the 1st Int’| Workshop on P2P Systems.
Cambridge, 2002. http://www.cs.rice.edu/Conferences/| PTPS02/165.pdf

[9] Chawathe Y, Ratnasamy S, Breslau L, Lanham N, Shenker S. Making Gnutella-Like P2P systems scalable. In: Proc. of the ACM
SIGCOMM 2003. Karlsruhe, 2003. http://berkel ey.intel-research.net/sylvia/1103-chawathe.pdf

[10] LiuY, Zhuang Zh, Xiao L, Ni LM. AOTO: Adaptive overlay topology optimization in unstructured P2P systems. In: Proc. of the
IEEE GLOBECOM 2003. San Francisco, 2003. http://www.cse.msu.edu/~liuyunha/ GL OBECOM 03.pdf

[11] LiuY, Liu X, Xiao L, Ni LM, Zhang X. Location-Aware topology matching in P2P systems. In: Proc. of the IEEE INFOCOM 2004.
Hong Kong, 2004. http://www.cse.msu.edu/~liuyunha/| NFOCOM 04-yunhao. pdf

[12] Xiao L, Liu Y, Ni LM. Improving unstructured peer-to-peer systems by adaptive connection establishment. |IEEE Trans. on
Computers, 2005,54(9):1091-1103.

[13] Condie T, Kamvar SD, Garcia-Molina H. Adaptive peer-to-peer topologies. In: Proc. of the 4th Int'l Conf. on Peer-to-Peer
Computing. Zurich, 2004. http://ieeexplore.ieee.org/iel5/9261/29415/01334931. pdf 2tp=& arnumber=1334931& isnumber=29415

[14] Blanc A, Liu YK, Vahdat A. Designing incentives for peer-to-peer routing, In: Proc. of the IEEE INFOCOM 2005. Miami, 2005.
http://www.eecs.harvard.edu/p2pecon/conf man/papers/s3p2. pdf

[15] Heckerman D. A tutorial on learning with bayesian networks. Technical Report, MSR-TR-95-06, Microsoft Research Advanced
Technology Division, Microsoft Corporation 1995. ftp://ftp.research.microsoft.com/publ/tr/tr-95-06.pdf

[16] Resnick P, Zeckhauser R, Friedman E, Kuwabara K. Reputation systems. Communications of the ACM, 2000,43(12):45-48.

[17] http://p2p.stanford.edu/www/demos.htm. 2005.

[18] Schlosser M, Condie T, Kamvar S. Simulating a file-sharing P2P network. In: Proc. of the 1st Workshop on Semantics in P2P and
Grid Computing. 2002. http://www.stanford.edu/~sdkamvar/papers/simulator.pdf

[19] Scott J. Social Network Analysis: A Handbook. Second edition. London: Sage Publications, 2001.

[20] Freeman L. Centrality in social networks: Conceptual clarification. Social Networks, 1979,1:215-239.

3] . P2P [ 1. 2003

(1980 ), |, : , (93 ), ,
i ' (Qos) )
NG, NGN.
@978 ), , ., (1940 ), , ,
p , , , P
. IP

S https// www. jos. org. cn




	相关工作
	互惠能力
	激励一致的拓扑构造协议
	响应选择机制
	拓扑调整机制
	发送连接请求
	接受连接请求

	节点能力值的维护
	节点能力值的存储
	节点能力值的更新


	仿真及分析
	仿真环境
	激励一致性
	有效性
	网络开销

	结  论

