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Abstract: The problem called “constructing signature schemes for specified verifiers’ is proposed by Laih, and
such a scheme is also given by Laih. It is shown that this scheme is not secure and a scheme called SV-EDL is put
forward. Furthermore, the provable security theory is used to analyze such schemes, i.e. the security of SV-EDL
scheme is proved in RO (random oracle) model. The security against forgery is tightly related to the Computational
Diffie-Hellman problem, i.e. the forgery is amost as difficult as solving CDH (computational Diffie-Hellman)
problem. Especially, for anyone except the specified verifiers, the ability of verifying signature is tightly related to
DDH (decisional Diffie-Hellman) problem. Since the hardness of the CDH and DDH problem is widely believed to
be closely related to the hardness of the DL (discrete logarithm) problem, the scheme offers better security
guarantees than the existing schemes. In addition, it offers non-repudiation in a very straight-forward manner.
Finally, the concept of threshold verification is proposed and a (t,m)-threshold verification protocol is constructed,
and its security is proved in the standard model. Especially, the scheme does not ask for the existence of the trusted
center.
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k=s—cx,k'=s-cx, H'(g,h,g*,h*,g“.h¥ g, g™ ) =c= (k=K /(X - X) H’ , F
H —oracle c q,27".
S £ (Ol 2™ — g (Ogq + 0y )20 =27~ 27™) CDH . :
S F z, .2 1.2
. CDH . |
, , svs
SV-EDL
3.2 SV-EDL
2( )- (KeyGen,Sign,Versys) .
VA( ), ( )o o’ ,
P, PPT D 2e 0™ |P[D(c1",2) = 1] - PD(0" 1", 2) = 1] k 1/ p(n).
: 12 : . (
) 12. , . (91,

DiffieHellman ~ (DDH 18,
3(DDH ). , Pt A
R =Prob,,. ., [A(P,0,9,9%,9°, 9% =1,
P, =Prob,, . [A(p,9,9,9% 9" ¢g") = 1.

A, OR n ,
|R-P,k1/p(n),
DDH : : (9%,¢".9% (9%.¢°.9®)
SV-EDL “DDH ",
Adv(DDH) = max o {Pr, ... [D(P,0,9,9%,9°,9°) =1 - Pr, ., [D(p,a,0,9%,9",9™) =1} ,
DDH .
, , Signer,SV , Random Oracle H, H’, Sig.
Oracle , )
2. SV-EDL , :

Adv(c,0") < Adv(DDH) /(1 - g4, (dgq + Oy )27,
' AdV(O',o"):maXD{ PI'[D(O'):_’]_]_pr[D(O_v):l]} : - o -
: : VA opt ’ o

S, (p.g.9.9.9%w) (W=g'(jer Zy) ¢") . VA

. VA (p.a.9.9',9%¢™) (pag.9'.9%.9")

; DDH . 'S X X, ,
(p.0,9.9', W) : ( ) oracle
Hgm: VA (m,r) , bez,, h=H(m,r)=g" mod p
Him: , . ’
Sg4,:1) r<f{on", Hgms h=g°, z=y";2) sceZ,, u=g°y°v=hz°;3)
lez,, w=g'.w=(g") =g™ :4) H’ (ghyzuvww),
c=H'(g,h,y,zu,v,w,w), m o=(zr,s,W,C).
D VA o o' , DDH D'.

© PEBREBALTU bt/ www. jos. org. cn



1973

:(p,a.9,9',9%,W) (W=g'(jeg Z2) g™

1) re=—03",  Hgp, h=g"z=y"=(g")";

2) sceZ,, u=g°y°v=h’z";

3 w=g';

4) H’ (g,h,y,z,u,v,w,w), , c=H'(g,h,y,zu,v,w,w).
, D(o), o=(zr,s,w,c)( ), 0.

aw)=(pg.9.9'.g%.w), S ,
Pr[D’(a(w) = 1] = Pr[D'(a(w') =1| S| Pr[S] + Pr[D’(a(w') = 1| S] Pr[S]
=Pr[D(c) =1 Pr[S] +0- P[]
=Pr[D(c) =1 Pr[S],

Pr{D(c) =1 - P{D(c") =1] = (Pr[D'(a(9™)) =1 - P{D'(a(g")) = 1) / Pr[S] < Adv(SDDH)/ Px[S].

D , Adv(o,0') < Adv(SDDH)/Pr[S]. Pr[S]
, Step3 , (9.h,y,z,u,v,w,w) H' oracle, 1
PHS=1-P[S]21- 04 (0s + Q)2 " O
DDH g , Adv(o, o) , ,o0,0'
4
VA : , w =g VA
TVP . [6l, ,
( ReKenGen). : VA( [6],
, (8l ), t,
VA (g',9%,g"™) ReKeyGen ,
3. ,TVP
: (g'.9%,9™)
Simulator, VA (bad player) g™ , VA TVP, VA )
Simulator g VA
(view) VA . Sim-TVP, (t-1
SVSs (corruped).1) bad players, gwa (i=12,..,t-1);2 X, €Zy(i=tt+1..,
m-1 At
m-1) g™ 39 g™ :[9'“/1_[ gwj mod p.
i=1
, DL-Key-Gen (VA gXV ), DDH ,
VA y TVP . . O
, (robustness), ( shares),
References:
[1] Lah C, Yen SM. Multisignature for specifical group of verifier. Journal of Information Science and Engineering, 1996,12(1):
143-152.
[2] He WH. Weakness in some multisignature schemes for specified group of verifiers. Information Procesing Letters, 2002,83(2):
95-99.

[3] Goh EJ, Jarecki S. A signature scheme as secure as the Diffie-Hellman problem. In: Biham E, ed. Advances in Cryptology—
EUROCRY PT 2003. LNCS 2656, Berlin: Springer-Verlag Publishers, 2003. 401-415.

© PEEREBEAD

http:/ www. jos. org. cn



1974 Journal of Software 2005,16(11)

[4] Bellare M, Rogaway P. Random oracles are practical: A paradigm for designing efficient protocols. In: Proc. of the 1st ACM Conf.
on Computer and Communicatuions Security. New York: ACM Press, 1993. 62-73.

[5] Micdi S, Ohta K, Reyzin L. Accountable-Subgroup multisignatures. In: Sander T, ed. Proc. of the 8th ACM Conf. on Computer
and Communications Security. New York: ACM Press, 2001. 245-254.

[6] Raimondo MD, Gennaro R. Provably secure threshold password—Authenticared key exchange. In: Biham E, ed. Advances in
Cryptology—EUROCRY PT 2003. LNCS 2656, Berlin: Springer-Verlag, 2003. 507-523.

[71  Wu QH, Wang JL, Wang Y M. t-out-of-n ring signatures from discrete logarithm public keys. In: Chen KF, Li X, eds. Advancesin
Cryptology—Chinacrypt 2004. Beijing: Science Press, 2004. 209-214 (in Chinese with English abstract).

[8] Canetti R, Gennaro R, Jarecki S, Krawczyk H, Rabin T. Adaptive security for threshold cryptosystems. In: Wiener M, ed. Advances
in Cryptology—CRY PT’99. LNCS 1666, Berlin: Springer-Verlag, 1999. 98-115.

[9] Goldreich O. Foundations of Cryptography: Basic Tools. Beijing: Publishing House of Electronics Industry, 2003. 35-107.

7 , , . t-out-of-n .o ’ . W ——ChinaCrypt 2004.
,2004. 209-214.

EDFOEDFDTDFOTD T FO T F0 T FOTD DT FO T F0 ED FOED F0DTD EO T 5 T S0 T FDED DT 5 T F0 T SO ED FOTD FOTI D T SO ED FOED ST ED T FO ED SO T FDED DT FO T FO T SO TSI ED T EDEIFO T SO EDTDEDEI KD

Call for Papersfor the 3rd Annual Conference of Theory and Applications of M odels of Computation

May 15th to 20th, 2006, Beijing, China
http://gcl.iscas.ac.cn/accl06/ TAM C06_Home.htm

TAMC 2006 is a new annual conference focusing on theory and applications of computation. It is organized as part of the Grand
China NSF International Joint Project after which the conference is named, and is supported by the Chinese National Science Foundation,
and the Institute of Software, the Chinese Academy of Sciences. Previously two annual meetings were held in 2004 and 2005, with
enthusiastic participation from researchers all around the world. TAMC 2006 will be a much larger international conference. The scope of
the conference will include algorithms, complexity, models of computation, and computability. The conference will be interdisciplinary in
nature, and bring together researchers and students with an interest in computer science, mathematics and logic, and applications to the
physical sciences. More information on the conference is available on the TAMC 2006 website.

Submission and publication

Submitted papers must describe work not previously published. They must not be submitted simultaneously to another conference
with refereed proceedings. Research that is already submitted to ajournal may be submitted to TAMC 2006, provided that (a) the PC chair
is notified in advance that this is the case, and (b) it is not scheduled for journal publication before the conference. Accepted papers will
be published in the conference proceedings (within the LNCS series of Springer), which will be available at the conference. Selected
papers will also be published in a Specia Issue of the journal Theoretical Computer Science. Authors of accepted papers are expected to
present their work at the conference.

Abstract submission

Authors are strongly required to submit their extended abstracts electronically. A detailed description of the electronic submission
processis available at http://gcl.iscas.ac.cn/accl06/ TAM C06_Submission.htm.

Abstract format

Authors should submit an extended abstract (not a full paper). The submission should contain a scholarly exposition of ideas,
techniques, and results, including motivation and a clear comparison with related work. The length should not exceed ten (10) letter-sized
pages (not including the bibliography and figures).

Important dates
Submission deadline; December 17, 2005 Notification: January 20, 2006 Final versions: February 15, 2006.
Notification

Authors will be sent notification of acceptance or rejection by e-mail on or before January 20, 2006. A final copy of each accepted
paper is required by February 15, 2006. Again this is a firm deadline. An author of each accepted paper must attend the conference and
present the paper.
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