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Abstract:  This paper proposes a cooperative secure reliable storage system depending on pure P2P and supporting
self-repair. Participant nodes of this system form an overlay by Paramecium protocol, which maintains the
organization of system and provides routing service, or other compatible distributed hash table (DHT) protocols.
The PKI authentication mechanism is introduced to ensure security in an open environment. Binding user data with
replica identifiers supports secure auto-repair. The introduction of replica types provides secure sharing-write.
Preliminary analysis and experiments demonstrate that it maintains a high reliability and read/write performance in
real settings while keeping the cost of maintenance bandwidth low.
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Tablel Definitions and comparison of replica type

1

Is its ID same

Will previous

Which replicas
will be returned

Replica type Characteristics with previous official replica

official replica? be replaced? upon query?
Official replica Replica signed by its owner Yes Yes Official replica

Replica having same ID with official Non-Official

Non-Official replica replica, but without signature of Yes Yes .
h - replica
owner of the official replica

) Replic_a having same ID_ with official Official and

Shadow replica replica, but without signature of Yes No shadow replica

owner of the official replica
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Fig.2 Directory structure of system
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1.2.4
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