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Abstract:  This paper presents a survey on the theory of provable security and its applications to the design and
analysis of security protocols. It clarifies what the provable security is, explains some basic notions involved in the
theory of provable security and illustrates the basic idea of random oracle model. It also reviews the development
and advances of provably secure public-key encryption and digital signature schemes, in the random oracle model
or the standard model, as well as the applications of provable security to the design and analysis of session-key
distribution protocols and their advances.
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