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Abstract: This paper presents a new secret redistribution protocol for threshold sharing schemes that create n 
shares of the secret for n shareholders. Without having a trusted center, the protocol only requires t (t is the 
threshold) participants’ cooperation and 6t times broadcasting to generate and to distribute the new share. At the end, 
it is demonstrated that the algorithm has a higher security and is better than the Shuffling scheme and Wong’s 
protocol on reliability and secret management. 
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摘  要: 针对秘密共享方案提出了一种为新个体分配秘密份额的算法.该算法具有无需信任中心、无需改动原有

秘密份额、仅需 t 个成员合作(t 为门限)、6t 次广播等优点.最后还证明了该算法具有高安全性,并且在可靠性和密

钥管理方面优于 Shuffling 方案和 Wong TM 等人的算法. 
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1   Introduction 

Secret sharing system[1] is widely applied in network security. A secret sharing scheme (t,n) is called a 
threshold scheme if it has following characters: (1) there are n participants in total; (2) any  or more 
participants are able to rebuild the key ; (3) any less than 

)2( ntt ≤≤

S 1−t  participants can’t get . Threshold scheme is S
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the most common case in use. A secret sharing system can protect the secret against being lost, destroyed and 
modified. So it enhances the safeguarding of the secret and secure distributed computation to some extent. In reality, 
the set of shareholders often updates. Frequent refreshment or redistribution of S between different (possibly 
disjoint) sets of shareholders and different access structures will bring difficulty to the secret management and lead 
to a higher computation and communication cost. Reference [2] proposed a shuffling protocol which needs only t 
members’ cooperation to securely distribute shares for new participants. However, the shuffling scheme must 
commit t2−1 secret communications. Wong[3] presented a non-interactive protocol with t2 scale communications. In 
a wireless network environment, more communications will bring longer time and lower success rate to the 
generation of new shares, and more difficulty to the key management. This paper proposes a new secret share 
generation protocol, which satisfies security demand and needs only 6  broadcast communications. Like the 
shuffling scheme or Wong’s protocol, no trusted center is required here. 

t

1

2   Shamir’s Secret Sharing Scheme 

Among current secret sharing schemes, Shamir scheme[4], proposed in 1979 and based on Lagrange 
interpolation, is the most efficient and convenient one. It is a (t,n) threshold scheme and can be interpreted as 
follows: 

Select a finite field GF(q), where  is a big enough prime number, and randomly select aq 1,a2,…,at−1∈GF(q), 

then we can construct a polynomial 
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where S is the secret. 
Suppose there are n members: P1,P2,…,Pn. Secret shares si=f(i) shall be secretly distributed to Pi. When that is 

done and t (or more) shareholders want to reconstruct S, let these shareholders be Pi1,Pi2,…,Pit. According to 
Lagrange interpolation formula, f(x) can be computed by 
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At the same time, if the set of shareholders contains less than t−1 members, they can’t get any useful 
information of S. 

Our protocol will realize the secure generation and distribution of a new secret share for Shamir’s secret 
sharing scheme, and meanwhile expand the group members. The idea partly derives from Refs.[5,6]. 

3   Expansion Algorithm 

3.1   Security requirement 

Some goals must be reached in the new share’s distribution protocol for security: 
a) Any information about S can’t be exposed; 
b) None but its legal holder can get the new share; 
c) The shares of old members are secure. 
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3.2   Some essential terms 

Suppose that all participants have broadcast channels, and ElGamal cryptography[7] is used for secret 
communication. 

GF(q) is the given finite field, g is its generator, and (g,gd) is the public key, where d is the secret key. M is the 
message for sending. 

Encryption: Select an integer number l randomly, then compute (gl,Mgdl) as the cipher text; 
Decryption: Computer gdl=(gd)l and its inverse g−dl, so we can get the message M=Mgdlg−dl. 

3.3   New share’s generation and distribution 

Let the new member be Pn+1, whose ElGamal encryption secret key and public key are dn+1 and gdn+1 
respectively. Group secret key is S, and group public key is gS. 
3.3.1   New share’s generation 

Here we need t old members (let them be P1,P2,…,Pt) to generate the new secret share sn+1. Group public key 
is gS. Pi holds the secret share si. The lagrange polynomial is f(x). 
Generation steps:  
Step 1  select two random integers  and l , and encrypt ie i )1( +ns iiω  by : ie
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end for i 
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Step 5  for i:=1 to t do 

compute and broadcasts  in ldSAg )( 1++
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3.3.2   New share’s distribution 
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4   New Share’s Validity Proof 

From Step 4, one can easily see: 
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In Step 5: 
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5   Performance Discussion 

From the procedure of the new share distribution, one can see that all the results of every step are sent by the 
broadcasting, while all the data for keeping secret are managed by the generators. So the group key management is 
simple. Furthermore, our protocol does not need the trusted center and only commits  broadcasts. In the case of 
wireless network, especially MANET (the reliability of links is very low), fewer communications lead to a higher 
probability of success distribution. In the Refs.[2,3], both protocols for new share’s distribution need t

t6

2 secret 
communications, so given a big threshold t, our protocol will perform better in reliability, usability and key 
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management.  

6   Security Discussion 

Our algorithm for the new secret share is based on the Shamir secret sharing scheme, so its security depends 
on Shamir scheme’s one. In our protocol, security of the group key  is guaranteed by ElGamal cryptosystem, so 
every single member can’t get . When computing , we actually perform encryption for  three times: its 
holder’s encryption, ’s encryption and group’s encryption. In the process of synthesis to the new share, the 
computation of 

S
S iM is

1+nP
)1( +ns iiω  is nonlinear, so nobody can acquire any useful information of . The result of every 

step is encrypted by group key, so  can’t get . At last, 
is

1+nP is B , generated by the , is the ’s 
encryption by ’s secret key, so  can’t get . In sum, the present protocol has a higher security. 

tP P,...,P, 21 1+ns

1+nP tP,...,PP , 21 1+ns
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