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Abstract: The Audio/Video Stream Specification was brought forward by OMG (Object Management Group)
based on the extension to traditional CORBA (common object request broker architecture) architecture. Multimedia
applications could get more benefits, such as open and standard, from the distributed object computing brought by
this Specification. However, there is not a whole scheme in the specification to solve the security problem of
distributed multimedia applications. Because of this immature security, a security stream model—SecStream is
presented, which brings the CORBA security service and the data security service into the old stream architecture.
Subsequently, design and implementation of the above model are discussed. Finally, the SecStream model is
successfully applied to an application, where the flexibility and extensibility of this model are verified.

Key words: CORBA (common object request broker architecture); QoS (quality of service); RSVP (resource

reservation setup protocol); RTSP (real-time streaming protocol)
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Fig.1 Stream architecture
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P E I TAE ARG T S0 2 385 % P 7 45 224 DUk, 38 1R[] R DR 37 20040 1) 5 2 4
BLE YRR S AN

P IR S, AR T — N G S K 22 4 1 IR 45 B SecStream, 4 81 2 i (Bl TR & S8 7 U F
()8 S A ST 7 2 RO AR T TR AN () S A a4 1 T 7 224 7 T 45 84 2 AHALLIRD X B AN TR ).

StreamEndPoint MMDevice MMDevice StreamEndPoint

| Flow data - i

end-point DataSecureService StreamCtrl StreamEndPoint :L(:ivf'pi?;?
(source) StreamEndPoint : i (sink)
(R i
Stream SecureAlgomthlb_",- SecureAlgorithmLib Stream
i | adaptor -

adaptor

ORB CORE{(GIOP/IOP)

1
Security service and other services :
1
1
1

Underlying secure technology

Fig.2 Security stream model: SecStream
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R 23 B G825 T A (0, B AN R A€ R0 LA ) B 42 1 59k, T T 2 A S M v 1R A e T I 1 A €, IR AR B
£ 04T BRI U 1) 2 5025 B AR TAE B SecStream SEI R S5 11 HL RIS AT IR 5E p i B BB B 471 37
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CLREAT 4 9101, 7T LU Protection=1 4 7530 WG48 HOE B, SOXE SR A ) RSA I3 Protection=2 73
{1 DES D355 5 BRIP40 0 s A0, 5 S« B4 4 . SEHERERR 3 4 H7TH S Protection 114,
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FATE .

Table 1 Definition for algorithm’s identifier

F 1 FERREX

Integrality Digital signature Encryption
0 None None None
1 MD5 Signature based on secret key RSA
2 SHA Signature based on public key DES
3 DSS 3DES
4 IDEA

TAN TR, R 1 MRNIE P S G — S E S TAE, W SR SE T A JF 5 I 307 28 44 BRI,
R C 25t RSA N3 T, AN 1 5 8 115 ) 46, 7 Protection J2% T 0 IR, 738 4 8 5L (035 DL 5% i g, i 0 R
B B AR 2 A R 1 S 0 e B A TR TR BRI e e B R AR LRI e A T B
TR
3.4 WITES

JE A RS R TE CAE T T B MRS, BT SecStream B th & AN 22 4 SARHS 2 MR 1 IR 4% 4 11 4k 7R T
St e AT SR 2 A A A P Je A i 95 0 o M VR A T DA SIEAT A T, 2 oA I M 45 10 52 2 ki L AR
TUE -5 J5Ug R 45 R 90 56 A e

iRk %5 5 F 2 CORBA R 55 2 — 1142 42 IR 45 6 45 R AR I AR 34 i I 45 1A 4 ) 56 45 2 J8 7> CORBA $5
()R A I R 22 4 IR 4%, A A9 38 AN 1) 9 IR 4544 R A5 M TE AR I 23, JLF R0 IR A 1 ORB A% 0 FH 22 22 11
ORB 4§ Bl . [R] If M AY 45 22 4 Jo 41 11 308 38w DU A JER 2 A% i 11 22 A L v el 5 o BRI R 5 3R A8 T BE i
FE RN LB A AN SE AT (0 A L, RBRAR T 22 A B SR 8 48 v T & el A

T B 7 1, 5 T & b B ) 22 4 Bk e HLZH & SecStream KRR ER AL T Bl 22 4IRS H P R QoS
ZHH ) Protection TH 1 EAH IV (1) {8 B v] 3Rk A3 428 22 A ARAIF, 56 A WA 45 Ui IR 45 10 L P 386 I A6 b 1) 52 2
[ B AR GRAIE T 5% A I Ml 25 RS 11 56 A e 7.

25 TR, SecStream H5E L3 & TR THIFE 10 22 A Ji8 BV AT [0 SR AR 2SR, A] DA SR V% B 388 418 4 T ) 22 4 ORIE.

4 ZLURNA

BT AR B R U LR AR 5 TR R M4 % H4TJFK ) CORBA S8 /4t ORBUSPIS:IL T CORBA
WS ST T IETF #2 1Y i) RSVP(resource reservation setup protocol )i BT LUK 4 % FH F2 - 18 58 B IR 45 i i
SRR A R B (4L 5 IR 55, FF Bz n] LUR F TR B )48k &% Internet, R FRAT L B ILAE 4 H 2
P18 R 2 9 8% R 0 A B el ST A I 4 22 AN v AR BT AT W RTP Philt e L.

4.1 FRBZMLZERFHIKI

7t ORBUS ¥i/lk 55 5T & 4 A 7 ] LUA 58 22 A4l 1K) N U2 IR 45 5 2 S 40, e R 00 1 IR 55 o i 40
Ak ok W 4% 2 R4 2 IR S T 2 40, il i RSVP ALK RSVP 1) APT #2 [, 55 ) 2% W i 12 IR 45 0 11 2K
FEREAT VR TR X FE, 2 T AR R GETT R I 43 AT 22 A4 IS FH 3t w7 LAAS: 380 %0 O 1 IR 25 J9 k. 7 S LT, b 3 I ) B
LR T B8IS55S E B et A/V Crl B 71 57 Z A B it 76 1 7 A Flow Data End-point
1 Stream Adaptor 327 [¥ 55 22 W44 152 4 0G0 A% i 0 468 4 G 1) B AR 11 22 08 A ) AN BT e, 2 28 JREAAC 5090 11 R
By ORIE, BRI R A

£ ORBUSI1.1 &% | R SSL Ml Kerberos %4 Hhill, 920 T CORBA %42k % R4t SecORBUS!™Li% %5t
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YRR ARG ITE AR B WA 22 A T RE SN Level I (BF 0 ¥ 24 BRI 2 AT 18 5AR D 1 2 e
B i) 2 S R0 1 FF SR AN Level2($E 4t 56 22 1) 22 A ThRE, A P ml DLSR 1% % 1 ) 1) 22 S AT 8 4R 45 DU e B
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T i W b e 4 SR I 20 4 BB B I B9 TR LS T DES,3DES,IDEA,RSA,MDS,SHA 1 DSS X JLAH A [A] )
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7 I 3 (1 AR AL e 2D S 3 (R 18 K3k T 3R 222 42 T b ZBUASE E ER AR A 52 5 i 2 5 2 4 i PR R BV S B LA
PREAEIR T 3 OIAR 5, LU AT LU R R0 (oK AT 253 AE PN MM & . — B A BT 2 B M,
558 4] AR 2 1R V6 Bl 22 P T 6 A 55 5 et AR b e PRS0 05 T, I el 90 B L P P SRR B8 i 25— SR ) 1 2%
BEIARAMa2 22 AT, LLORAE T 7 48 52 I IR 55 5L, 3K R 75 250l — 8 SEDLAR 48 i 55 Jo 2 S0 ) e S 502, 189
ANTEORAMEAE B T 20 W LA FE TS S0 00— L5 24 A P i 8 g e

5 MEXFRIE

2 32 K9 20 A 2 A4 Y 1 7 . 2R 48 RealNetworks [ Helix Universal ServersP {41 Windows
Media 9 Series!' " L2 7t Internet _E 75 2 T 4 %2 (350 28 N (LS ATTHE 2 8 T 54N B BB R G848 TP« )
PRENE FRUEESE S AR KA 2.

SCHERCIL]H 2 T —F 5 CORBA it M 55 M st AN [R] 1) 77 52, A0 0 S0 44 %) 7 ) /57 S R 0040 A i s 7 — ke o A
7 18 A R J ER B SR e 0 A5G AR v R SN, 2 AR AN I — i 0 22 AT X S TR B TR
HLRESA R LG —ESH M Em.

IONA 2w [f) Orbix MXUHIE [F 4 Wik % i LR ) TAO(the ACE ORB)I %/ 4 Uit ik 4517 4%
CORBA Vit 55 55 L R G4 it T 50 24 8O R 3% (14 43 A 2 AR . F Al Yy 8 AR BT 2 2 T T IR 2
)3 By, 10 7 2 B O I SEEL e A ORE, T 77 A 2 SR ig A — B0, BRI RS I R AR A i R M
B8 i

W LB AT AR P SCHR[14].05 8 R 2 528 T CORBA M AR 45,751 N LDAP 3K 32 £ 708U 1 A7 1, 1%
55 431 A R BT 0 SRR e ) 2 4 ) EUIEAT 25 1
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Wi 5] N CORBA %4 IR & AIEHE 2 45 R 55, 4 CORBA /AR AR 45 VS AE 22 4 5 kAT T 9 i $2
T—A 5851224 CORBA IS5 17 SecStream, I i1 A SE I AN 52 B B FHL 30 UF T 1A R TE Lk 73 A7 22 A4 1
AT 53 A0 2O Gt S BRI [ I, A e 4% ORAIE 6 AL 20 S A4 I FH 1 4 0 22 4 75 3R T B R B R MR m] 4
JeE T

TE 53 A 22 WA U084 75 45 AR [RI W ST WLAG BR T K42 W 1) 2 O 4R R HE S8 A 4 (L1 TETF ) RTSP
(real-time streaming protocol)!' > WWpSU A1 ITU f H.323UH) B AR Y i 22 A B (40 ITU #9 H.235) & ASAT ). B4 ik,
7E CORBA ¥iflk 2555 HoAth 22 WA SRUNE bR v FLERAE I8, 77 AR T 8-l 22 I A A HE 248 11 22 4 A5 28 a1 o] 42 s P i) 8,
RORF R FRAT T — 20 1 F R TAE.
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