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Abstract: Digital fingerprinting has appeared as a new technique for copyright protection of digital contents. How
to defense collusive attack is one of the key problems when designing fingerprinting algorithms. In this paper, based
on the binary random coding methods, a fingerprinting algorithm and the corresponding tracing algorithm are
proposed by using a pseudo-random sequence to control the embedding of the fingerprint bits. Both theoretical
analysis and experimental results show that under reasonable collusion size, by the fingerprinting algorithm, the
owner can trace the traitors quite efficiently and the probability to accuse an innocent buyer can be made as close as
to 0. Furthermore, because the owner need not know the buyers’ fingerprints, the method can serve as a good coding
algorithm in the design of asymmetric fingerprinting schemes.
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Fig.1 An example of P, and P,changing with m,,; Fig.2 An example of P, and P,being related
in one block inversely
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Table 1 Comparison of determinable bits between collusive and innocent users
under different collusive sizes and repetition times

F 1 GBS AR KT S5 F5 5 A AAE S B L
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