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Abstract: Internet-Based Web application systems are gradually built as software service coordination systems. In
an open, dynamic and changeful application environment, trust is an important thing for security and reliability of
software services and systems. In this paper, first an Agent-based software service coordination model is presented.
Then a trust valuation model is given to value trust relationships between software services. Trust is abstracted as a
function of subjective expectation and objective experience, and a reasonable method is provided to combine the
direct experience and the indirect experience from others. In comparison with an other’s work, a complete trust
valuation model is designed, and its reasonability and operability is emphasized. This model can be used in
coordination and security decision between software services.
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Fig.2 Direct trust and recommendation trust
K2 HEGESHEGEE

XA AR K B BEAT PPN IR 32 AR AU T A 5C ) R 9045 5, S AR 1) )45 AT A% 3efs 1 23R I 0 2 9045 B i A% 3
IR A, i ) T — A S A 15 1l Dy b 58 B RE T O 3 8 g S T — A S 77 TSI s 4R R 2R 50 £ SRR b K
/0 I U0 W DR b, AR A L HE R M5 A B T 2 I B o), B o A S BRI B A R AT A R T
FEAE AL B R AT 5 22 1A PEAL 5K
231 HEEE

LR R AT AT VPN 1 2 TR R, T S84k 4 A X 524k B I H 2R 200 (5 B (RIS T A W BB I 250,00 4
5 B ZIAFE HEF AR R I Z HEGEERRTEAGAT B B2 4 S8 1) R DA 48 Bl ] 482 52 1) R MO 2 58
BHE TR () U5 2l B T BE R B B 12 B2 B AR A R U T A T SRAS ISR T B ORI R B AF B i 2505 B R4k
RN A JraeIRAF I B BEAT R UMETE B ISR

B AR B KT o EUMETE B B 50 A8 RICRIAR 3 5 A m,, FH n, R SOE AR KT B
56 B WM E IS B (1) 5 T BN R IR A5 58 B AT W2 IS MEVE Bl 1R B AR 28 1 2% JUCRE 26 IS, 31X 4% il Ty 1
S A mT LR OR — AMFEAR 2 ), LR my, + n, 0T T PR 30 SR BT B e W i 45 SR AE B
BEAT 22 URIE R UM TS B I, & BB 190 5 B P A 35 3 PR IR B0 X MR ISR B Y 34 W] jot — M BEHLAR &, O I A
Bln, p) W9 0534 A X B BAT J TR TT LA B BMEAT o A B SRR £ 138 2% B AH 2405 3 SR B AT by R I 4
SR R4 2R It my DA TG 5 ORI 3 14 A B JEAT 25 8%, 0 Povey 55 NG 4R HE T AN XU 8 B g B2 2 S A5 AR ALY 1)
JEAEL TRV gz Mt 5 A (10 MR 236 T i B, AN 8 A B8 289 T 4 L 2850 PR AR ) ) B 4 AR 9K R PR A 5 1. 0 3R T
HAVGINA GV, FV,) 5350 2 m WD R RGP A Fiy B BEAT 25 52 I T 49 21 1) BLHA5 AT VP Al (i

W5t AR B 5 R W T S0 P T S o B A 2 B e M S S T P, 7 Sl 7 B9
SRR T B I 58 R oK IMETE B KB X <m, IBES 25645 BT X ~ B(m,, +n,,,a) A WF
HEAL:

Mg, +ng

VE=P (X <m)=SC! . al(l-a) e Q)
=1

BEE A X B WTHSZ (K RIS 0 BB A A5 HAE Y B AT IMEVE B I R IR Wl RE =B, 1, eI T % 1
R B VAT o METE SN R ALY > n,, (MR FREAT Y ~ Blm,, +n,,, B), A W1 THEL 2 50

RSV B S () i) @
I=n,,

AR, BRI A AT VA B3 0 4 X B (1 28 560 200 2 00300 22 1 1) R %

LG AT VA vy LU T 167 50 00045 AT 0 Wi, 4 JROREE %6 8 T b (B e R 560 109 U 2, 18 08 — AN B0 /N UL 1Y) 62 35 /KT
AV < 2NN B ST g A o) 5 % 58 R R DME TG 3l RFE, 2 V.Y < A B UACH B AN AT RELL> B 2k
WO 58 M METE B, I BRSNS B BT IMEVES). ) A8, AR A VAN (1 2K/ T TX 2 A i
TEPME D PEIEAT LU AN B, th 1T A DAy 22 4 W 45 5Kt PR AR AR 91 Gt >4 45 B a2k B AN 2 B I, T DA B B — 2™

© PEBREBALTU bt/ www. jos. org. cn



W F ARSI T AR AR 0995t 1047

W K12 A 2 DLW 0 RS TTH
232 HEFEIE

HEFF S AT — AN SR 55 — AN SR BT HEFE 1 28 5645 SR 100 1T {5 R 88 (BICR 0 R B[R] B 2 i s A4 I sl 4236 119
SR ALK — A S0 [ 258 56 41 2 5 2 1R 17 2 T Kl 40 Ay B 0 G e i 4 R R EAT Rl e AR AR B s R IR K
(1 i 7 R O P DT AR 40 1 R0 2 O S5 WA A AT DAy 1) 20 0 A JEL T S8 A4 ) PR 45 4T 00 R AT AT 2 A A o
X BB A5 AT A H B B0 VT A0, S5 1] 4 2 45 AT DG 2R [ S N7 AH > 1A B 1, i RAOA Ry 2 — AR IE RS e 1
KR FET LR B8 AN, SR ] — ELE ST HER {5 AT 250 3R, DK 245 4T 95 R RO VP AR 7 K 1 — BEIS TR) Py 2
AN ) AEASE IR 10 52 B A P vl SE AR TR] PR AR A5 AT 00 3R S LVPAR WA A W16 S 0T W

e e B R 1) R AR PR TR, FRATR T T PGP e o i A5 4 45 3 15 4T 5 (R %0 43 35N T 0 % 1) 5%
R B TR L5 B AR NFE R, LR 1.

Table 1 Recommendation trust level and accepted coefficient

R ARG S RN AL

Recommendation trust level Accepted coefficient
Full trusted 1
Marginally trusted 0.5
Distrusted 0

28R A — S8 T N B R (S AT RE RS B9 R 20t AT AT Y, W1 Abdul-Rahman 25 A 7E SCHR[ 12] 0K HEREAS T
FEXI AT A 4 AN AR R (R AT B AT 3 A0 1 25 2 ) o AN R K R S B 7 3L, 1T 2 BRI ASE 7R 1 T 45
TEPE.

24 ZWHESES

FERE AL h 52k AVEAL F )T T S2K BOFAY R B ok B F AT 2 RIAT VRN I A R I 2
ANAEALSEAR R(GIGHERE ) FTHERE A SC & 0645 8., 11 T (5 AT SE AR AT #E 22 I & 3045 BB T ek B F HAth vl f5
RS, G IS HERE o2 RIC NS I HEAE I A2, B AR I K 2N B F HIRGR N AR HER A R, WK 3 Fior

Direct
fe— R A A AR

A R R; Ry R, B
Fig.3 Experience recommendation path
K3 ZRErEKS

BT AR T AR L (R AN () S A FCAE 7 27 1A 5 AR AR B AT T AN [, DR I o 4 7 0 36 £ R PR SR R
AT A 58 A AR A, W R A4 BT A A 20 0605 B 00 A5 A MR 40— B3R 2 06 R0 R BUT T 25045 B A T8 03, LYK
ARARE A7 A5 A LB AG ) S A0S BB A AT VE AL 45 SR 56 R0 B AR A BR AR P 28 mUSEAR R, X PPAL 4K B IO BRI 42
AR50 53 0 A M, RN, VP AR 4 XPEWHETE R A KRN ARECH C, R A R, AL R R
H G, BAREHE, R, X R, INE B RANRECA C, Hoh C, =00 =1...n) U E XL A X MAXZ LR AT H3RAR 1
LU0 B SERCR R BN CRRRZHERE B A% 10 S ROR AN R B 55U T

Czﬁq. 3)

M A NZAERE AR IRAT 05 BN 6 Z00VE T B — LA 77 B A A 28 n AT R ) — AN 2R B0 7 S 4K RN
JLAAS R R R A BT ARA (M 22 36 45 B T RESK B A — S SR ELR 22 0, W 4 o, 4 B IR HEE SR E, 22
) A7 5 P 2 2 50 HERF B A2

© PEBREBALTU bt/ www. jos. org. cn



1048 Journal of Software #RAFFIR  2003,14(6)

% ...... 8 -
K~ Qo a %Dti
A 7

A \ ,/', B

R
R
.7
i . .
/8\ /8\ /8\ .2 Direct experience
...... l ‘<
Em

Fig.4 Combination of multi experience recommendation paths

K4 ZELBHEFBRICNIE

DRI, £ S8 9 97 28 50 (5 30 AT S5 A V- S B BRIX S TR N R 06 15 2 IR I 20U A R (1) 2505 B
A 8 2 CHERE T B 22 W0 AR 18 [ — B & A SR AR IR 2 AN HE 77 B A2 L3RG I R I8 I B AN e R T % e &
e SEAR I B 2 B0 AH 5 (2) 0 T AH 7] 6 BBz 28 36 {1, I\ 22 A HE 35 B 42 3 45 1) 48 50 (B B AN /N FAT AT B A4 4
A%

W E (i=1..m) 7358456 HEH M2 LS A A AR, EX B MERSBMES RN M
N Coii=1m, j=1..n) AEHER BRI EBORM R T C L2 — R LN E, i S SR IR HE A B A2 11
R RBL T 0, R AR AN BN T B REIR, 2 L CoN E, B A SR RICR AN 250,00 bk g3 s ) 5 4y
WA :(1) Viel.m] WL C, <1;2) Vjell.n, WL C, 2C, , JINATHE A W E; Z 1047 AL — A 77 40, 3
ERCRARBCh LR A (et 56 4 RN IR E, WHEHRLR, ML EIE A5 E, 2 ML AR, ol &6 0 3%
BAN:(3) Vjiell.n],23C, =11, C, =1 AT T2 LIk 3 MEFI1-C, ; BIEARE TR A

1, if (Vjell.n,)A@EC,, =1)

1
C = l—f, else . “4)

;l_c_

B, R A X B HZRERME N M, M N, W 4% B BA R R EEAE M AR ZRAE N & HEH %
SIAH 5 WP A B AR SR M S R 2 AL S A VA S
M=M, +int[i€i M/ J (5)

i=1

N=NQ+m{ZC,Nf} (6)

i=1

FEH ER AKX HFAA RS LB AERNE 2.3.1 WHRO)BKQ), T2 4 X B (15 AF 5, 34T 48 MV 11
ERER A
3 EHIXE5TE

BRI ) A B AT T AN S B N AR AT 1 S 5637 5 AR 37 5 R W v IR AT TR S G
3.1 KWisE

TE— N VEIE I 7 2 T B B R R 4 AP RIS G IRERAT AT (EREE Dl 2 = 5
RS AT UMETG 3. A 0,4 75 20 i AR TS AT M58 =77 (B,C,D,E FyRWAE X TR MRS G MARME R, E
12 TB) ) 4506 8 47 B A% M RN R BN 5 BT s,

© HHEREBAAIGUT http:/ www. jos. org. cn



W F ARSI R T A E AR 0995t 1049

—— P Recommend

_________ P Experience

Fig.5 Experiment scenario
Bl5 scuh s

B 5 Hrg IO = R A S5 AT B HERE A 06 S IR A I RN R EL C L, =0.5;B 4 FAT
E (MR K 0 AR LRI RN RE C,,, =0.5:4 SEREE C (MHEREL Y, N HHERE 2 B0 1 10 K gt R 3L
C e =1;CHAEAT E AL S HHERE LB RN AL Coyp =0.5:34 A EAT D IHEREZ B0 5 FLHE
HARMHMRANRE C,,, =0.5;D 5EAEFAT F EES R LTS BHAMNRNRIC, . =1.

32 XWEITEER

o T ICVEM Y] T A 28 50 HEA 38 10 AT O AR AL SE 00 th BRATTMBR A5 AT VP4l 4 4 X o M SRR I HERE A5
AT 5L P M 2% S A 9 S AR JIT i 3L %) 4 2 28 0 1D PO A0S 5 25 B, B 9 A AT R AT 122 e 84 0 S 4 i
PRAL I HER 20 30 M 1R 22 V0 B R, I 2 IRER A I A G IR EF W IRHETE 2 56 (A (BL 35 L Sh 22 56 R0 2R I
LN M IEA TES AT N, ) 08 %55 AR SR 10 B 2 00 {8, ok 75 W4 HE 17 A8 10 08 25 P2 P8 D AR 2
FEREHOK AT 5T LR SEIe 3 5t PP A A 4 S ALK MY EF MEEEIREERNZER BRI ME
o, =0.003*% 4 Fl o, =0.005% 4.

Ay {5 S 06 B 3 S B A D0, A AT VA = A SR A0 VP Al SE A B A I B 2 I A T BT B 2
L6 B RATE 4 X G HBAK D THARK LIS H EFACRB S E R FRERXT G &
35 S U 100~500 2 7] (R RE LA T A 6 G 1 B #2050 2 £ U B 50~100 2 18] P EATL A 15 B8 A1 v s 36 119 48 2 7K
F2=0.01,4 XF G 8T 2 A 0.90,7E A [F] BB AL S48 G 1 1EE aTh 22 (AN 0.6~0.98,H 1 EFE 4 0.01) T,
FHEAT 1 000 YR IF B UL 5 56 -8 vH0 26 1 R 80 3L 25 B8 st 18] 6 7 7 1441 4 it 2. Bl rh i AR A A 4 PP Al
K G WA BT 2, ALK N R 1 000 YRBERLSEIG o G 4 A4 FE 48R B Ak O R I R AN R 25645
RUEATHIBT ) 23 25 8L (1) &MARE Q) BRMEFHRAE~-CA"MENEREE;3) A W G NEEASR
15 5,(4) HEFIR IR “F—~D— A" TR L HE R 200045 AL
33 HRSEIE

MATE 6 P i) 526 45 R n] LU R 4 Fs 20 560 JE A 8 48 o AR X TSR g FU A 20 06 £ UL PO HE 408 i 2k
SR T B R bR, T BCR ) 4 X G #2000 ¥ 95 268 fih 2 JU T B o e i 183X WP A0 SR A 4 i 10 28
6 JEL I P T FROKS A Y 5. 50 A, T DA B0 AT il e AR R AR AR 0.9(4 X G I B il 0l 5 e A ZE AR BE (1
R, U R B AR e AR 22 50 A5 RV B AN B R AR A AL, TR VA S A 1 I A e By R AT
B R DA S AP T A7l D0 A TP Al 3 A U B2 e T 0 I e F 4, 17 MU e 252

NS 265 R AT R 0, B A 4 248 i 2 i 2 A P DX S 1 S SRl oy R B AL, (5L 40 i 170 e I, 3K R
— S AR T AR T YT B R A A AR T BE AN S A 46 1 AR R v T B O AR A AR LT AR 4

© HHEREBAAIGUT http:/ www. jos. org. cn



1050 Journal of Software #AFFIRK  2003,14(6)

S b AT BE A8 7 3 AN Jag BR324 5068 FA A W th T T 22 A R At 248 5 AR ) ) L BB AT ZE 3.
1200 T

1000 Jex 6o BB

800 L
- I
%’ 600 T
5 1 —¢— All experiences
L: L
5 1
e -
8 400 L —m— All experiences except from path ‘E—C—4’
§ I
T Direct experiences
200 1+
Experiences from path ‘F—D—A4’
0--iiiiiiiiiiiiiliiiiiiiiiiiiiii.i|r"i“i“IF‘iF‘iF‘iF‘iF‘-|
0.6 0.64 0.68 0.72 0.76 0.8 0.84 0.88 0.92 0.96

G’s intrinsic success probability

Fig.6 The experimental results
Ko sikgiR

4 BXIESESE

FERTTCTF IR 268 A0 50 Al B 48 2 4 ) I il R b, AT 2 A7 22 B AR O R IR T3 5 R R T 4% A 1R 1
PP R (RO SO R AR e B L 3 I 2R 488 4 1 55 5 1 A7 AE 28 7). Abdul-Rahman 58 A$2 37— N0 A1
RS P PU AR R0 H AR R A5 AR P28, 00 R — 3R 21 8 B R A 0% R HEAT J3E &t BEAL 3
W TR AR LA AR BV IR T T BRI AR 38 P O o 55 5B 48t R R AR L SR B S A 5K
A ST AR T A AT 1) 2 B USRIV T Beth %5 AR T — AN JE T2 50 FIRE 28 G v R 114 45 AT
AR T 0 HC R T T 8099 45 14 22 A AIE i 0110 I 5 AR 5 N 220 6 £ MR 45 ke 2k D B A5 4 K
R I W T 2R AHERE TS| 5 AR BEHE S AN SR TS S AR RN LR AT 52 SO T 7™ i, L AR AT
IR A AU AR BAT A 58 2006 (10 S5 A 2 18] AR A5 AT 50 2R (R RE R T 206 45 B AT PR, T 56 s I D o e s e 4
FEAT DA 1R FSETSC A Iy AT AR K 1R Bt ARk R 2 WA, X DA SR A RE S B M S MRAE AR AT I 2830 R Jesang 55 N AE %
ANUERI R G5 22 4 i RO TA% ) J0 A F 0 oh R T — AN 22 A R AR AR B AR AL S LN T g5 %8 ] (evidence
space) FIU & 4% [1] (opinion  space) P A 28 A 4 1 il J8E A5 A 5 2R 1OV 00 28 4 2 733 Ay e 2 498 A Jod e £ At 5 P 2
7 7 M RIS R P S DI AL PP = TG A AR S o 2 o 7 X 5 5 1R 3 0 e PR AT 202, 0 23 T 4t
{H, 4R Josang S5 ANEY H T 284 3 S ), (R 120020 72 ) A0 BEATS 3 52 2% AT M.

FERATE IS5 ) R R S8 e A TS 5 1, BAME S T EIRCA I TR NEERE X ER. Lk fkidm
RV SEAE T R A T AN B R AR AR PP A LAY, O iR TR (1 5 AR R AT B AR BT AT (D)
MAF AR E S R A T L S8 v 2 rp (B e R 36 P IS AR ELRR B A R AR R AT R R i T — N B AR
AR FEVE 5323 R BBl 2856 0 2R I 2 6 P AR SRR AR 56 R BEAT B & v R4 R B TR AR T BR(2) o
AR A 328 I B 2 WL 2 50 A5 5 PR A 338 RN SR 8, T AN 2 A5 L 1) A 325 (22 B0 AR VP AT R ZR SR e 7 A £
FEAR 3, FEAR T HEAE A% b 20 S A T MR AT B 8 VP A & SRR 52 0 AT A AR AR VA AR ARG R AR A
AN G BEIPEOT(3) TIANLRIG R 28 550, T 08 0] B A AN [R5 45 4 B2 B0 585 — 7 SIE A BT HE 17 48 56 ) AN ) SR
PRESEIFE I T — G — LN LA B MRS TS A I (4) BB, 910 SR T AR 1 15 B

ARG 2 A AR SEE 1A U (R AR AR AT ST 58T 10 R AR AR AR (0 SC A AR IR £ B 55 THT IR 7 2R

© HHEREBAAIGUT http:/ www. jos. org. cn



W F ARG VE TR AR 099kt 1051

ANHUBFFURIERIT . 55 Ab A5 AR AR AE SR I ] o e 7 A7 R i S 2 i 5 B0 R B0 A5 R i OR B 2256 15 B I
A A s DR e 45 R 0 0 A A A8 () K S R B AT THE — 2B ST 7.

References:

[1] Blaze M, Feigenbaum J, Ioannidis J, Keromytis AD. The role of trust management in distributed systems security. In: Secure
Internet Programming: Issues for Mobile and Distributed Objects. Berlin: Springer-Verlag, 1999. 185~210.

[2] Abdul-Rahman A, Hailes S. A distributed trust model. In: Proceedings of the 1997 New Security Paradigms Workshop. Cumbria,
ACM Press, 1998. 48~60. http://www.ib.hu-berlin.de/~kuhlen/VERTO01/abdul-rahman-trust-model1997.pdf.

[3] Beth T, Borcherding M, Klein B. Valuation of trust in open network. In: Gollmann D, ed. Proceedings of the European Symposium
on Research in Security (ESORICS). Brighton: Springer-Verlag, 1994. 3~18.

[4] Jesang A. The right type of trust for distributed systems. In: Meadows C, ed. Proceedings of the 1996 New Security Paradigms
Workshop. Lake Arrowhead: ACM Press, 1996.

[5] Herrmann P, Krumm H. Trust-Adapted enforcement of security policies in distributed component-structured applications. In:
Proceedings of the 6th IEEE Symposium on Computers and Communications. Hammamet: IEEE Computer Society Press, 2001.
2~8. http://www.computer.org/proceedings/iscc/1177/11770002abs.htm.

[6] Jesang A, Knapskog SJ. A metric for trusted systems. In: Global IT Security. Wien: Austrian Computer Society, 1998. 541~549.

[71 Jesang A. A subjective metric of authentication. In: Quisquater J, ed. Proceedings of the ESORICS’98. Louvain-la-Neuve.:
Springer-Verlag, 1998. 329~344.

[8] Gambetta D. Can we trust trust? In: Gambetta D, ed. Trust: Making and Breaking Cooperative Relations. Basil Blackwell: Oxford
Press, 1990. 213~237.

[91 Yahalom R, Klein B, Beth T. Trust relationships in secure systems—a distributed authentication perspective. In: Proceedings of the
1993 IEEE Symposium on Research in Security and Privacy. IEEE Press, 1993. 50~164. http://isbn.nu/0818633700.

[10] Provey D. Developing electronic trust policies using a risk management model. In: Proceedings of the 1999 CQRE Congress. 1999.
1~16. http://security.dstc.edu.cn.au/staff/povey/papers/CQRE/123.pdf.

[11] Abdul-Rahman A. The PGP trust model. 1996. http://www.cs.ucl.ac.uk/staff/F. AbdulRahman/docs/pgptrust.html.

[12] Abdul-Rahman A, Hailes S. Using recommendations for managing trust in distributed systems. In: Proceedings of the IEEE
Malaysia International Conference on Communication’97 (MICC’97). Kuala Lumper: IEEE Press, 1997. http://citeseer.nj.nec.com/
360414.html.

[13] Reiter MK, Stubblebine SG. Toward acceptable metrics of authentication. In: Proceedings of the 1997 IEEE Symposium on
Research in Security and Privacy. Oakland: ACM Press, 1998.

[14] Levien LR. Attack resistant trust metric [Ph.D. Thesis]. Berkeley: University of California, 2002.

http:/ www. jos. org. cn



	软件服务协同模型
	信任评估模型
	实  体
	信任分类
	信任关系及其度量
	直接信任
	推荐信任

	经验推荐与综合

	模拟实验与讨论
	实验场景
	实验设计与结果
	结果分析与讨论

	相关工作与总结

