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Abstract . Efforts of this paper focus on the issues about the management and throughput of firewalls (or
screening routers) applied in transit networks. On the one hand, mamnual configuration of large amount of fire-
walls distributed in many access points cannot meet the requirements of security management in the open and
dynamic environment. On the other hand, the ordinal lockup aof filtering rules in firewall results in decrease of
throughput. Aimed at a typical transit network and its security policy requirements, a policy-based access control
framework (PACF) is proposed in this paper. This framework is based on three levels of abatract acress contral
policy: organizational access control policy {OACP), global access control policy (GACP) and local access
contral policy (LACP). The GACP, which comes from the results of DS and search engines according to
OACP, is automatically and dynamically distributed 1o firewalls as LACPs, Each LLACP is then enforced by an
individual firewall. Some algorithms fer distribution of GACP and enforcement of LACP are described. A hash-
based algorithm is proposed for laokup of filtering rules in LACP. PACF largely reduces the management lebur
of the security administrator for large transit networks. Under the environment with policy reguirements
described in this paper, the new algorithm reduces the time complexity of lovkup from Q (N} of traditional
sequential algorithm to (1), which ircreases largely the throughput of firewalls.
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Firewalls are widely used and becorne a fact of life in the Internct/Intranet, although they were s very
emotional topic in the Internet community a few years ago''l. The term “firewall” has been seen limited use since
the late 19803 1o describe an access control device to block unwanted networl traffic between two networks. There
are three types of firewall devices: packet filters (working ar TP level ¥, circuit gateways (TCP ievel) and
apglication gateways (Applicazion level»#1. A reference model for firewall technology can be found in Ref. [31.

Firewalls are placed not only between organizational networks and outside networks, but also inside internal

networks to isolate administrative domams (ADs}. An AD is defined as a collection of network resources under
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control of a singlc administrative entity, with common security policy,

Many security technologies other than access contrcl, such as intrusion de-ection, audit and encryption, are
integrated into firewalls. In the concept of the active firewall proposed by [4], a firewall is a set of systems that
comprise traditional firewall, vulnerability scanner, anti-virus tool, encryption facility, and even PKI server.
However. we don’t advocate such a concept created by vendors who want to convince users of that “network
security={irewall!”. As pointed out in Ref. [3], firewalls cannot do everything to protect networks. Additionally,
firewalls can result in some problems such as performance decreasing. asymmetric routing and multicasting
problems, and erg, M,

Some other issues, such as authentication'®, policy specification for packet filtering'®?!, etc. . arrest great
rescarch interests. However, few efforts are addressed (o the issues about firewalls applied in large-scale
networks , especially in transit ADs[®%,

The usage of firewall {or screening router/gateway) in transit ADs defers from that in stub ADs in cthe follow-
ing aspects. In stub ADs, firewalls are used to prorect hosts or information resources. Because the scale and the
number of aceess points are fimited . one or two firewalls with several filter rules is enough to enforce the perimesce
access control policy, However, in transit AD)s, firewalls are mainly used to protect communication resource (such
as bandwidth and bulfers); and in our case, firewalls are used to stop aggressive activities, or o block sites with
harmful information. For one thing, a transit AD often connects many stub ADs as well as other transit ADs
around its perimeter; therefore, multiple firewalls must be placed at those access points. On the other hand. the
scale of a transit AD is often much larger than that of a stub AD. and the address space is opsn. The consequence
is that the number of filtering rules in each firewall ol trensit AD is much larger than that of stub ADs". In our
case, there are often hundreds or even thousands of rules in some backbone gateways.

Consequently, it is a cumbersome work for the security administrator to configure the large number of rules in
multiple firewalls distributed around the perimeter. Unfortunately, in the open. dynamic network environment . as
one artacking or harmful site falls. another new one arises elsewhere. This means that the job of configuration is
not something “done once and for ever”. Our experience from management of CERNET backbane shows that the
job ol manual configuration and modification of filtering rules in multiple firewalls will overwhelm even an
experienced administrator.

Another consequence is that the large number of filtering rules in each individual firewall largely reduces the
throughput of the network. As shown in Ref. [107], TCP forwarding rates from many commercial high-end
firewalls (such as Check Point, Lucent) are less than 10M bytes/s in a test bed in which TCP [orwarding rate
reaches 15. 6M bytes/s without firewalls. With the revolutionary increase and requirement for high bandwidth, the
decrease of thraughput brought by firewalls cannot be ignored.

In this paper, we focus our efforis on the automatic management of a large number of filtering rules in
multiple firewalls in a large. open and dynamic internetworking environment. In Section 1, such a typical transit
network with specific security requirements is described, To meet these requiretnents, three levels of abstract
access control pelicy are presented in Section 2; organizational access control policy (QACPY. globz] access cnontrol
policy (GACP) and local access control policy (LACP). A policy-based access control framework (PACF) is
proposed, in which GACP comes from OACP combined with the results of Intrusion Detection Systems {(IDSes)
and search engines. The GACP is distributed automatically to multiple firewalls as LACPs, which are then
¢nforced in each individual firewall. Some key algorithms, including distribation of GACP and enforcement of
1.LACP. are described in Section 3 and Section 4. A new algorithm for lookup of fil:cring rules is proposed, which
decrezses the time complexity from (N} to G(1) in our specific environment, therefore increases largely the

throughput of filtering devices. The issues to implement PACF are discussed in Section 5. Finally, Section 7

© HIERRESSAHIIFTR  http:/ www. jos. org. cn



Bf# F @k istms R Ta s aaEs 1741

summarizes this paper and presents some future directions.
1 Transit Network Enviconment and Secarity Policy Requirements

A typical transit network environment is illustrated in Fig. 1. The backbone of CERNET (Chinese Education
and Research Network )} can serve as the best example. In Fig. 1. the transit network (207, 112. 0. 0/16) provides
transit servics for ite own stub networks (e. g. campus networks of some Universties): at the same time, it
connects ather transit ADs(such as DEN, JANET, CHINANET, ete. ), All the routers or gateways in the transit
network Cor the backbone) are administrated hy the same administrative authoricy.
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Fig. 1 The transit network environment

165 100, 0.0/16>

There are three aspects in high security poliey requirements:

1> Some information (such as obscene picture) is harmiul for the saciety; therefore some hosts with such
information should be blocked s

2) Some activitizs (such as vulnerability scanning. proxy hunting, ete. ) are illegal. Such aggressive activities
across the transit AD should be terminated in 1ime.

3} Because the harmful or aggressive sites fall and arise dynamically, the policy rules shauld bhe adjusted
correspondingly in time.

To enforce such a high-level security potiey, firstly. multiple firewalls or screening routers are necessary to be
placed between the backbore and other A, Secondly, some autematic mechanisms to detect the blameworthy
sites are necessary; in our considerations. 1DSes and search engines serve the detection task. The detection
mechanisms should work cooperatively with the access comrol devices; tha s, global filiering rules should be
generated dynamically {rom the results of IDSes and search engines.

Now, the problem comes: where and how 10 enforce the liltering rules to block these blametul sites? The

Iollowing sections addrass 1o these problems with a policy-based access control [ramework.
2 The Policy-Bascd Access Control Framework

To meplement the above securny policy . a Policy-Rased Aceess Control Framework (PACF) is proposed . as
shown in Fig. 2. The administrawor establishes the initial measures of zecess control, including reasonable
placement of firewalls, IDSes and search engines according to crganizational access control policy. Then global
access control policies (global filtering roles) are dynamically generated from the resnlts of IDSes and search
engines by security manager. And then, security manager partitions the global rules into local access control policy
and distributes them to each individuzl firewall. In PACF, administrators needn’t know where and how to enforce
the rules and. of course. needn’t configure each filtering rule one by anc, device by device.

2.1 Three levels of access control policy

Access control policy is the most itmportant part of the overall security policy. In this paper, we distinguish
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Fig. 2 Policy -Based access control {rameworls
the term “access control policy” in three levels,

1) Organizational access control policy (QOACP)Y is composed of a set of the high level policy statements,
which regulate what resource to be protected, and which activities is to be forbidden in the orgenizational scope,
OACP is often narrated in natural language, such as that in Section 1.

2) Global Access Control Policy (GACP), which can be performed automatically by computer systems
Gneluding routers/switches, firewalls, ete, ), is the reification of the part of QACD in the scape of all ADN. In the
transit network discussed in Section 1, GACP is composed of a set of global filtering rules (or access control
lists) which are enforced by a set of firewalls.

Definition (policy rule). A policy rule is a 3-tuple; {source, destination, action}, where

source is the set of addresses matching where packets originate from. which is expressed in. srcAddress/
sreMask s

destination is the set of addresses matching where packets are destined to, which is expressed in: dstAddress/
dséMast;

action determinates what te do when an [P packet matches, Generally. action={ permit,deny)

For example, the filtering rute, (20.1.1.0/24,10.1, 1. 1/32 .permit » means that packets from nctwork 20. 1.
1.0/24 to hest 10, 1. 1. 1/32 are permitted to pass through. *ANY? is the set of addresses which matches any site.

Unlike ordered access control lists in each individual firewall, the global set of filtering rules is unnecessary to
be ordinal. Where and how to enforce the rules is the responsibility of the security manager.

In our specific policy, GACP can be partitioned into two classes: dseRS and sreRS. The dstRS contains sites
(or networks) as the destinations that are prohibited from other sites. Rules in dstRS are used to serisfy the
requirement 1) stated in Section 1. In the other, s#eRS&, somc sites (or networks) are forbidden to access other
siles to prevent the aggressive activ ties initiated from these sites, Rule in #¢RS are used to satisfy the requirement
23 of Section 1. In a word,

GACP=dst RS UsrcRS . dstRS N sreRS= 1

For ¥ rCdstRS . r. source= ANY ;

Four ¥ r&57cRS o1 destination=ANY ;

3) Local Access Conrol Folicy (LACP) is a subset of GACP. which is enforced hy each individual interface of
a device (such as routers, husts, firewalls erc. ). LACP of an interface consists of two separate sets of rues;
inbound rule set (inboundRS) and outhound rule CouthowundRS) set. The inbound RS is responsible for filtering

mcoming packets to the interface; the owbound RS is lor [iitering the ougoing packets leaving the interface.
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1.2 Dynamic policy adjustment and enforcement

One of the features of PACT is that the policy is dynamically created . enforced and adjusted. Afrer initialized,
the global set of filtering rules is dynamically adjusted according to the results of INSes and search engines. On the
other hand, IDSes can serve as the verification of the access policy, and then feed hack te the security manager . to
reconfigure the firewall or network topology.

The discussion about implementation far INS and search engine is outside the scope of this paper. We assume
that the result about sites hoiding harmful information or initizting intrusion activities can be used by the security

manager.
3 Distribution of the GACP

Given the set of glohal filtering rules and firewalls, the Algorithm 1.GACP-Distribution, stows how to
distribute the rules to each individual interface of firewalls.
Algorithm 1.
GACP-Distribution (GACP.FWDBE){
Gre RS s dstRS) = partition{ GACPY;
FOR fw€ FWDNBE\QpenFW DO
FOR i € fw. interfaces 10
FOR net € if. networks TH){
FOR € sreSR DO
IF i. source=net THEN{
if. inboundRS =if . inbound RS ) {ri;
reRS =srcRSN{r}

1
I

FOR r&ds2RS DO
IF r. destinationSnet THEN{
i outbound RS =1if. outbound RS U r};
dstRS =dstREN{r}

!
i

t /% end of FOR nct, ..
v /% end of FOR if
V /o end of FOR fuw. ..
FOR fw&€ OPENFW DO
Sro. default —if . inbound RS =src RS ;
S, default if, outbound RS =dstRS ;

i
'
The information mnode]l of the firewall database 1s | Firewall (fw) ” interfaceCify \ _m | network(net )|
. . b . -~ 4 narne i
.o E [ (=2 s ; + name,
shown in Fig. 3. Each firewall has n{n222) interfaces, ,]ntcf_faces - inddress/ mask < netAddress
and every interface is associated with m (m==1) net- networks neiMask
inbound RS )

works. « the interface Open Interfoces is the set of outbound RS
interfaces which connect other transit networks, such Fig 3 Information model in firewall database

asif] of fwl and fw5 In Fig. 1. The address spaces of
the assceiated networks are open for Open Interfaces.

Firstly, the set of global rules is partitioned into two classes: sreRS and dstRS. Secondly, for cach interface
of firewalls other than Open Interfaces. the inhound and outbound rules set are generated. The rules in srcRS are

distributed into inbound RS of interfaces; the rules in dstRS are distributed into vatbound RS of interfaces.
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For each rule in either sreRS or dstRS. the only and enough location is the interface of some firewall which is
the nearest to the site (or network) in the rule. In Fig. 1. for example, the best place to enforce the rule {ANY,
202, 118. 2. 1/32 deny’ is in the vutbound rule set of interface if1 of firewall fw2. To block access from 161. 100,
1. 1, the most laborsaving way is to distribute the rule ¢151.100.1.1/32. ANY .deny} to the inbound set of inter.
face ifl of fw3. Other rules whose source or destination addresses are not in any associated networks of any fire-

walls should be disteibuted to Open Interfzces connecting other transit ADs.
4 FEnforcement of the LACP

As shown i Algorithm 1, every interface has been allocated by the sccurity manager to its own LACP, i.e.
inbound RS and outboundRS. Both inboundRS and sutbound RS are pertial ordered set. Ta enlorce its LACP. each
individual firewall must transform the sets into ordered access lists. Therelore, the relationship amang the [iltering
rules in inbound RS or ouibound RS must be analyzed. To sort these rules automatically, the correlative relationship
between rwo rules is defined as lollowing .

Definition (correlative). For R, R, € inboundRS . if

R . source(VR:. source= 5 .
then R, and R, are correlative, with the notation: K,~ K. Similarly, for B, K, € outbound RS,
Ry destination(\ Ry, destination= (1= R, ~R,.

Otlwerwise, we say that they are independent. The order of correlated rules in access list is essential, while
the order of independent rules is inessential.
4.1 Ordering routine for access list

Take the irboundRS as an example. According to the control granularity of each rule, the ser can be divided
into two parts; sitedrray and netlise, Tu siteArray, the steMask fleid of each rule equals 32; that is, this filtering
rule appiies to a single site instead of a network. Because every two rules in site Array are independent . the order of
rules in siteArray is inessential. So, & firewall can perform non-sequential lookup in siteArray. In netlise, the
srcMask field of each rule 1s less than 22; that is. this rule applies to & network instead of a single site. Unlike
site Array, because rules in netList may be correlative. rules in the netList must be sorted.

The algorithm for generation of siteArray and netList is shown in Algerithm 2. The sort algorithm for netList
is according to the following rules.

For R R, SinboundRS .

1Y Ry~R, MRy source © R, source A R\ action 2 Re. action=0RDER (R, )< ORDNER (Ry3 otherwise Ry will
never work; therefore R should be inserted belore R, in nesLists

2Y Ri~Ry ARy source =R, source £\ R, action= R,. action=>R, is cxcrescent and should be ignored:

3) i R EsiteArray Ry € netList s Ry~ Ry=>ORDER (R, } <<ORDER(R,). That is, lookup in stte Array should
be previous to netlist.

Tn a large transit network environment with security policy discussed above, the number of rules in site Array
is much larger than that of net/listc, that is,

|séte Array | == = |netList |
Therefore, the improvement of lookup algorithm in site Array approximates the increase of that in the whole access
list, The rest of this section aims at increasing the lookup efficiency in site Array.

Algorithm 2.

InboundInitialize Gnbound RS : RULE _SET)
netList= ()i siteArray=()ii=j=0;
FOR r €Einbound RS DO
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IF r.sreMask= =32 THEN SizeArray[i++ 1=r;
FI1.SF]
WIHILE (j<N\perFList\) DOY
IF r.sourceSnet List[ 7). source)
THEN {
IF r. actions=net List[ § 1. action THEN
INSERT (r.netList.j); BREAK;
ELSE BREAK; / = ignore r * /
b/ % endof IF =/
jt+s
b /% end of WHILE =/
INSERT (#ynetList . j);
} /% end of ELSE =/
RETURN sitcArray,netlist
!
4.2 Hash based lookup in siteArray
Based on the previous analysis, a lhush-based algorichm is proposed for lookup of rules in siteArray, Also

taking the inboundRS$ as the example, the algorithms for the construction of the hash table and the rousine for
lookup of rules are shown in Algorithm 3,

On receiving an IP packets from ore of its interlace, the firewall looks up the infowndRS (lirst inboundHash
and then merdist) uwssociated with this interface. If the action of the matched rule is “deny”, then the packet iz
discarded. Otherwise, the firewall looks up its routing table and forwards the packer to the corresponding
interface. Then, similar lookup routine in owtbound RS associated with this interface is then performed.

Because of |siteArray' 7> |netList|, the time consumed hy lookup rontine approximates the time performed
in siteArray. Therefore. the time complexity of the routine is nearly (2(1).

Algorithm 3.

Lookup GpFPacker; Packer sinbound Hash : Rule SET ,metlist; Rule SET){

idr=Hkey(ipPacket. source) ;
IF Gnbound Hasklidz]. src Address=ipFackes. sre Address)
THEN rcturn inbound Hash|idx . action;
WHILE (< |netList|) DO
IF (pPlacket. srcAddress & netList ). source) THEN
return netListlidx]. action s
)
siteArray_Initialization {site Array RULE. SET){
FOR (r € site Array) DO
idr=Hbey(r. src Address)
iubomadf[ash[idx =r;

}

/# % % » # % Hash Key calculation * * » x /

INTEGER Hkey (ipAddr . TP _ADDRESS !
high=1ipAddr[0.. 7]XOR ipAddr[16.. 23 |:
low=ipAddr[8.. 15JXOR ipAddr[24..317;
index = (high<7<78 XOR low) MOD MAXTABLE;

return index;
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5 Implementation Issves

A protorype for PACF is being implemented, in which the security manager is part of the network manage-
ment system developed in our project. The sel of glabal filtering rules and confignration of fircwalls are stoved in:
LDAP directory. CLI (Command Line Interface) is used as the communication protocol between the secarity
manager and Cisco screening routers. Currently. security manager generates access lict commands for each
individual router, Because the f{irewalls/routers available now can not suppart the enfercement and iockup
algorithms discussed above. a dedicated gateway based on PC/Linux is being develnned to implement the Tunction

discussed in rhis paper.
6 Summary and Future Work

Almned at the typical transit network and security requircments discussed in Section 1. three levels of aczess
contrel policy are presenred. Then. a policy-based access control framework (PACF ) is proposed, addressing o
automatic and dynamic enforcement of access vontrol policy. To implement che framework. key algorithms for
distributing the globzl policy and enforcing the local policy are described.

PACF is essentially automation of acress control mansgement. With the capability of gencration and
distribution of GACP and the enforcement of LACP, the PACF will largely liberate the administrator from the
heavy, trivial configuration task of large amount of filtering rules,

Policy enforcement is described only for firewalls in this paper. Tn fact, policy-based IDSes and scarch engines
can serve as the verification and feedback of the enforcement of the access coutrul policy by firewalls, With the
progress of another project about ID3 and search engine. policy verification by 1IDSes and search engine wilt he

integrated in:o the policy-based access control framework.
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