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Abstract; Buttyan et al. proposed a simple logic and used it to revise Woo-Lam protocols withour proving,
they claimed that revised protocol is resistant against the interaction zttacks hetween a protocol and itself. In this
paper, in order to show that their results are incorrect, two different attacks on revised protocol are found out
and set out in detail for their implementations. The feshions to construct the two attacks are essentially
analogons to the ones described by Debbahi etc. except more complicated than them. The further analysis show
that the logic of Buttyan etc. has no enough capacity to sufficiently capture protocol flaws, which stem from
interaction of protocol itself. This logic needs to be improved.
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In formal metheds of protocol verification, the approach to make use of modal logic is one of prevailing
approaches. In order to verify security properties, the various kinds of modal propesitions are pesed, By means of
inferring these propositions from logic system, modal logic has been successlully applicd 10 discovery flaws in a
variety of auzhentication protocols and haz also been helpful in simplifying redundancy messages of protocols and
understanding the basic concepts of security.

In Ref. [1], Buttyan ete. constructed a logic, belong to the BAN logic family. 1t combines channel with some
concepts from GNY logic, and is 2 simple logic. The main advantage of this logic is that by means of choosing
synthetic rules, the designer may make the most of this logic in the design process of protocol at a high abstraction
level, without dealing with the problems of implementations. The zuthors claim that by using their synthetic
method, they can generate a correction of the Woo and Lam symmetric key authentication protocol™, which is
resistant against the attacks that are presented in Refs. [2.3]. In this paper. we altempt 1o construct eoncrete
attacks on the Buttyan-Staamann-Wilhelm’s version of Woo-Lam protocol to show that though a prolocol gels its
logic goals presented in Ref. {17, it does not mean that this protoenl has no analogous weakness lound in Ref. [43.
That is to say, their logic is not enough 1o capture those flaws akin to ones in Ref, [1] and nceds further

improvement. In addition to, we will take into account other sccurity characteristics of revised protocol.
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The balence of paper is organized as follows. In Seetion 1. we briefly review the Buttyan-Staamann-Wilhelm’s
version of Woo-Lat protacol. Section 2 describes the artacks upon the corrected protocol, and gives some analysis
or reasens for incfficicncy of logic in Ref. [1] when il is used to find out the atracks akin to oncs presented in

Ref. [4]. Finally, in Section 2. we vonclude the paper.
1 The revised Woo-Lam Authentication Protocol

In order to show their logic useful, the authors of Ref. [17] vse their logic to adapt original Woo-Lam protocol
10 be resistant against those attacks presented in Refs. [3.4]. The reviced protocol is designed by using synthetic
rules deseribed in Ref. [17], and it satisfies with diverse logic goals expressed in Ref. [1]. This protocol is expected
to reach that participant A authenticates itself to participant B with the help of an authentication sever $.

The revised protocol follows

l.A—=R, A

2.8+A.B,N,

LA BAB N,

LB *+S A (B.Nyjx

5.5~B.1A BN,

In this protocol. A sends its identifier 10 8, who responds with its identifier and a [reshly gencrated nonce N,
A encrypts E’s identifier and the nonce with the key K., which is shared between A and §» and sends (he result o
B. B canuol deerypl Whis message, so B sends i 1o S together with A% identifier. § uses key K. to decrypt the
message and sends back to B the identifiers A £ and the nonce Ny encrypted with key K, » which is shared between
I3 and 5. Now, B can decrypt the message and it can verdy if it recsived back its challenge, I 50, it concludes that

it talks with A.
2 Security Analysis

In this section . some security flaws of the revised protocal are pointed out. Especially, twao attacks essentially
stmilar to those presented in Rel. [4] are found out, this shows that the logic in Rel. [1] needs to he improved.

First we give the constructions of two atiacks ¢

{10 Artack 1

1. B~{CAy 3

2. 1. ItAY—=F.A

2.2, B—~I{AX.B.N,

1.2, ICA B A BN, |

1.3, B=~ICA) (A, B, Nyix,
2.3. HAYy»BG
2040 B 1(8):A.G

N2
w

L I(5)+B:-AB,N, Tx,,
where F(AY. F(S) mezn that intrader [ respectively replaces 4 and § 0 execute protocol.
In this attack, the intruder 7 waits for some principal, say B, to begin a running protocol with some principal,

say A. In the ecommuniration step “1.1.7

«intruder T gers the identifier of principal B by intercepting the message
sent by this prncipal and the identifier of principal A by analyzing 1P destination address; then. 7 initiates auother
protocel run with B claimed that his identifier is A, this is first step in session 2 (i, e. the protocol run enahled by

1)+ and denoted as “2. 1. " in above; at second step of session 2, B resporuds with its identifier 1 and a freshly
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generated nonce Ny, Afler I received B and Ny, it substitutes for A 10 go on session 1 (. e. running protocol
initiated by B), at second step of session 1. I replies by identificr A and {B, N,} which is treated as [reshly
generated nonce since B cannot do any verification; in the step 3 of this sessivu, B must reac acvording to the
protocol by sending the message {A,H,N;,}Km.

While session 1 is proceeding, session 2 can be procceded concurrently; at the step 3 of session 2, F can
impersonate A to reply by message ¢ which is any message since B cannot recognize it. ot rather in protocol
specification, B need not understand it; at step 4 of session 2. B must respond with message A ..

When intruder T intercepts {4, BN, lg, and convinces ttself the end of first four steps of session 2. then it
may complete the masquerade in session 2 by replaying message LAB Ny, stemmed from session 1, At last,
intrader { makes 8 believe thar it ralks with A.

In erder to implement attack 1. we only assume that intruder can achieve principal’s identifier 1o run protocol
by intercepting IP packet and analyzing TP destination address, and a number of independent communication
processes between two fixed principals can be enable concurrently. Clearly, these two postulates can easily be
satisfied under the distributed nciwork circumstance, so this attack is practical.

{2) Attack 2

1.I. A =I{E) . A

2.1 ICA)—=B:A

2.2, B=I(A):B.N,

L2, I{B)—=A.B.N;

2.3. I(A)-~B.(7

1.3, A -1, {B.Nh},\»w

2.4, B>I(8):A.;

Ld HB)=8:A BNtk

L& S—=I(8):{A.,B,N,«

as

2.5. I8)>B A B.Nyjg,
where (A}, [(B), I(5) have seme means as previous attack 1.

In this scenarios the main session is session 2 where [ is trying to cenvince B that it is the principal A. As
seme as attack 1, the intruder 7 waits [or some principal, gay A, to begin a runniag protocol with some principal .
say B. In the communication step “1. 1.7 {we called 1t first step of session 1), intruder [ gets the identifier of
principal A by imiercepting the message sent by this principal and the idemtifier of principal B by analyzing TP
destination address; then, I actively initiates another protocel run with B claimed that his identifier is 4, this is
session 2. In scssion 2, the intruder I sends the identifier A to the principal 8 which replies by sending its
identifier /3 and a nonce N,. After I accepts B and Ny, T pretends to be B to go on sesston 1, at second step of
session 1, J replies by replaying message received in the step 2 of session 1; in the next, the session 1 and the
session 2 van interleave to proceed, As explained previously, at step “2.3.”, T can respond any arbitrary value ¢
hecause B is unable ta perform any verification on the received message. But at third step of session 1, A must
react according to the protocol by sending message {B.Nﬁ}xﬂ. At step four of session 2. B replies by message A,
(7 according to protocol specification. At step four of session 1, 7 impersonates B to send A, {B.N.tx 10 authen
tication sever S. At fifth step of session 1, the authenticztion sever S is subject to protocol specification to genetate
message {A,J‘f!N:,}KM and then sends it to I. After [ received it, I replays it to B, this completes session 2.

The conditions to implement attack 2 are the same as ones in attack 1. but they are quite different. The
implementation of attack 2 reeds the help of authentication sever, but that of attack 1 does not. As far as intruder

is concerned, it is more like man-in-the-middle in the attack 2 than in the attack 1.
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In the sequel, we analyze the extensional characteristic of protocol security: in order to convince B that it
talks with A and convinee C that it talks with A should be dilferent two goals, so if A can®t distinguish them by
execution of protocol. this protocol is hard to be considered to reach its goal. Moreover, il A can’i ascertain
whether or not B accepts A, the entity authentication of A to B should be failure (see Ref. [5]). If protocal’s
party whom A authenticates wself 10 is dishonest, the revised Woo-Lam protocol has those {laws mentioned above.

Snppose A concurrently expects to convinee B and € that they talk with 4. and ¢ is of dishonesty. If in the
second message of running this protocol, C respunds A with /3's identifier (instead of its own identifier? and a
nonce N, , while B responds A acenrding to protocol specification, in this situation, A thinks it has already authen.
ticated iise.f 10 13 and failed to convinee € of its idemtity , but in fact A has only proceeded 10 communicate with C.
On the other hand, because A can’t obtain any information on that 8 accepts A when it has done execution of the
protocal. A has no good reasons for wishing to communicate with 2. that is to say, this protocol can’t completely
reach its extensional goal of entity anthentication described in Ref. [6],

To sum up analysis above , we think that there are some disadvantages and problems to use logic in Ref. [1]to
design protocol.

1. The security praperties to be considered in process of design are too simple, they are hard to reflect a
variety of known attacks. Recenily, Perrig and Song in Rel. [7] develop an approach to automatically generate
security protocols, they consider the more security properties, such as correspondence and secrecy. But ihe
method 0 be used it Rel. [1] s mure concise than in Ref, [77.

2. Those ¢iracks mentioned above show that the beliel logic presented in Kef, [1] can’t efficiently character
sccurity propertics such as agreement described in Rel. [ 31, How to smprave this logic to make it possible 1o make
o with agreemsnt is useful.

3. We think that if a protocal ta be designed hy some [armal method satisfics some formal security properties
but not some intuitive requirements stemmed [rom experiences, this formal design method is rot successful. The
vevised protocal in Ref. [1] violates some requirements presented in Ref. [ 9], for example, in order to resist oracle
session atlacks. the message formar from one 1o another must be different from once another, since if so, one
cryptographic message flow can never be used to derive the necessary message for another flow, but from attacks
described above, the mussage lormat of the revised protocol can be utilized by iatruders.

1. Whether can we give an examgle to show that we can check agreement properties defined by Lowe in Ref.
[8+ but the richer and perhaps more intuitive belief properties (including belief property in Ref. (1]} are out of
reach? Recently. Hopper, Seshia and Wing in Ref. [10] compare the approach based on belief logic with une based

on analysis data flow, and tend 1o think that rhey seem ta present a certain complement.
3 Conclusion

In this paper, we point out that it is wrong that the avthors of Ref. [1] intend to use their logic 1 adapt old
Woo-Lam protucel to be rasistant against similar to those attucks presented in Ref.[3.4], and we construct two

attacks akin to those presented in Ref. U3,¢7. Some reruarks and problems are posed.
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