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Abstract ; Popularization and acceptance of electronic commerce mainly depend on the following properties ;
security, atomicity. privacy and anonymity, There are no electronic commerce protocols appropriate for electron-
ic transactions of physical goods in which three properties are needed: security, atomicity and privacy. An elec-
tronic commerce model is suggested in this paper. The model is named ELC which simulates L/C in international
trade, Then & secure and atomic electronic commerce protocol is preposed. Finally the protocol is analyzed for its
strength and correctness by proving the desired properties using BAN style logic in the presence of an intruder.
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Electronic commerce {also known as electronic shopping or Internet shopping) means exchange of money and
goods through Internet. There are two kinds of goods that can be exchanged in electronic commerce: digital goods
that can be digitally delivered through Internetr and physical goods that must be delivered through traditional post
service. Although electronie commerce has been widely accepted, it is still insecure for customers and merchants
when trading through Internet, especially for valuable physical goods.

There are basicly four challenges to electronic commerce ; security, atomicity, privacy and anonymity. In gen-
eral, security and aromicity are required for an electronic commerce system to be feasible, Security flaws or lack of
atomicity may be fatal for a principal because they may lead to loss of meney or goods. Comparatively, privacy and
anonymity are desired features. For transactions of physical goods in which goods must be delivered through tradi-
tional mail delivery service , anonymity will not be reasonable. Protocols like SETPH, NetBill™® ete. have proposed

many solutions to them,

1 ELC Model

Merchant fraud occurs when a customer pays for some goods but merchant doesn’t deliver appointed goods (in

this paper we only discuss physical goods). To solve the problem, there should be a way to monitor merchants’ ac-
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tions s that there must be a goods delivery if somecne has paid otherwise ne payment will occur.

Nowadays electronic commerce systems are no more than a simple simulation of traditional commerce. As nei-
ther consumer nor financial institution can monitor merchant to deliver physicel goods at present, merchant fraud
mainly results from the limitstion of the current electronic commerce protocols themselves.

In international trade a special bill of document. usually known as letter of credit (L/C), is widelv used. It's
possible to simulate L./C in electronic commerce to avoid merchant fraud due to L/C's successful application in in-
rernational trade,

Following part of this section presents an electronic commerce model called ELC {electronic letter of credit)
that provides atomicity in electronic transacrions. Different from prior models, there are four principals in the
model; consumer, merchant, financial institution and mail company (also post company). Consumer must send
payment instruction together with a lisr of ordered goods 10 merchant. Then merchant must zend it to a finaneis!
institution, for example, a bank and then send goods list 1o mail company for goods delivery. The bank verifies the
validity of payment instruction, forms an electronic 1./C and sends it to the merchant. Then the merchant delivers
goods through post service. Alfter delivering guods, post company will digitally sign a gouds delivery certificate and
notify the merchant that goods (with right quantity and quality) have been delivered. Now the merchant can send
the L/C and the certificate to the bank to ask for payment. At last the bank verifies them and decides whether to
pay the merchent. The process works like commitment and rollback operation in a database transaction. If goods
delivery is certified, payment instruction will be executed to pay the merchant (transaction is committed). If
there’s no certificate after exceeding the deadline then merchant will never be paid and the payment instruction be-
ccmes invelid, that is, transaction rollback to its original states. Obviously such a model can resoive merchant
{raud problem.

Besides above four principals, there may be an intruder in a transaction. An intruder may eavesdrop in and/or
intercept messages transferred in the network. He may decrypt and store parts of a message that is encrypted with
his public key or private key of another party, and introduce fake messages built from origina! messages whose
components are visible to the intruders. Message corruption or loss is medeled a5 message interruption of an in-

truder.
2 A Secure and Atomic Electronic Commerce Protocol

We designed an electronic commerce protocol an the basis of EL.C model. The protocal is named BEARCAT.
BEARCAT protoccl provides security, atomicity and privacy for electronic transactions.
2.1 The protocol

Public key cryptography is used to encrypt and decrypt communication messages. BERACAT is composed of
four principais . consumer, merchant, financial institution and post company. Each principal has a unigue key pair
of public key and private key. A transaction in BREACAT protocol is shown in Fig. 1.

We have severa) rules in the protocol. Firstly, consumer’s payment
instruction must be encrypted with the bank’s public key. It assures that
only the desired bank can decrypt the payment instruction, Secondly, pay-

ment instruction has a period of validity. Thirdly, each principal (enity)

must encrypt message with its private key and receiver’s public key before

the message is rransmirted. Lastly, message encrypted with consumer’s
private key is the authotization for a bank to pay. Without it payment instruction will be considered invalid.
Let payment denote consumer’s payment instruction and G denote the list of goods ordered. Sequence number

SEQ is wenerated bv the consutner and will never repeat in later transactions. Price is the amount of monev con-
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sumer and merchant agreed for the goods and must be consistent with that in payment instruction. DEADLINE is
payment’s pericd of velidity. Once a transaction exceeds the DEADLINE., the bank will reject the payment. TID is
transaction’s id that’s unique for the merchant and the bank and is used to identify transaction’s messages.

A protocol is formally described by listing messages uttered between principals, and showing the source, des-
tination and the message content symbolically. T'o describe the protocol. we use the following notations

C denotes a consumer with public key ¢ and private key 1/c. M denotes 2 merchant with public key » and pri-
vate key 1/m. B denotes a bank with public key b and private key 1/6. E denotes a post company with putlic key
¢ and private key 1/e. I denotes an intruder with public key ¢ and private key 1/i.

Protocol steps will be formally described in the following f01l’mat;

X—+Y :[message]1/x means principal X utters Y message encrypted with private key of X.

X—Y :[message ]y means principal X utters ¥ message encrypted with public key of Y.

BEARCAT protocol requires six steps that are illustrated as [ollows

(1Y C—+M. [[[SEQ, payment &, price, G, DEADLINE]1/cJm;

(2) M—B. [[TID,[[SEQ, payment]s, price, G, DEADLINE]1/c]1/m Jé:

(3) B~M: [[TID, SEQ. Tb]1/blm;

(4Y M—C. [[[TID, SEQ. Tb11/6]1/m]c;

(5) M—E. [[TID, G, B]1/m e

(8 E=B.: [[[TID, G, B11/mIi/e L&

To simplify subsequent description and verification, let CER=[[TID, G, B]1/m]1/e.

2.2 The formal logic

Protocols, if designed improperly, maS; have flaws vulnerable 1o various security atracks. BAN logic™ is an
intuitive formal logic to verify various properties (e.g. , security, privacy, and atomicity) of a protocol. Several
problems or limitations of BAN logic have been reported in Refs. [3.4] and some descendents are introduced in
Ref. [5]. The formal logic used in this paper is based on BAN logic and its exiensions.

In analysis using BAN logic, a set of participant’s final beliefs is generated from a set of initial assumptions
end protocol steps. If these beliefs satisfy the goal of the protocol, then the protocol is validated. In this paper we
make use of the logic to introduce an intruder who can eavesdrop, intercept messages, decrypt, and store the mes-
sage components encrypied with keys available 1o the intruder. Besides, we also introduce the other principals in
our protocol that can make various kinds of frauds. v

We'll state the language (syntax) of the logic in this section. Some theorems are also introduced here. For its
axioms, definitions, theorems and semantic etc. , please see Refs. [3,5].

2.2.1 The language

We distinguish between the following sorts; Principal , Key, Message, and Formula. Formula is a sub-sort of
Message. For Formula we have the traditional logical operators; -, A and V. We also have the identity operator
=, Furthermore, we have the following:

(X.Y> means a message with two parts: messages X and Y.

P /X means principal P sees message X,

k<P denotes that £ is public key of P,£% P denotes that & is private key of P,

[XJk, as in section 2.1, means X encrypted by &.

2.2.2 The model

For each principal in the environment, its local state is defined as the tuple (Br,0#,5-+K5), with the follow-
ing intuitive interpretation:

= By: the set of formulas that P currently believes;
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* Opy the set of (sub-)messages P once said;
« Sp: the set of message that P has seen so fary
+ Kps the set of kevs P possesses.
2.3 Formasl analysis of the protocol
Now we formally anslyze the protoeo] in the presence of an intruder making use of the above logic.
2. 3.1 Initial stare
The protocol’s initial state can be described as;
Ce=1{};0n={110p={ } ;0= { 11Or={11Sc=111Su= (}4Sp={11Se={}:81= {14
Be={p:L p! Vb B.mX M, e XC,1/cFCi =T}
Bu={g:L @ U{bxXB.m< M, cXC. 1/ mPM. i<, eXE};
Bs={p:L gl Ul B, mXM,cXC,1/bEB KT eXE);
Bri={@pL pi BB M, 1/ E.i<TeXE}
Bi={g:L v} U6 BymX M1 /iA]vix T, E X}
Ke=1c,1/ e bom i) s KM= {m,1/m,c,bsire} \KB=1{b,1/brcom.esi}s
Ke={e:1/evm bsi} s
Ki={i. /i.,c.m.e,b}.
2.3.2 Properties
The propertics we want to verify are security, atomicity and privacy. They can be ogicaily described as:
Security: 1/c& S, AL/BES AL/ m&S A/ e &S A payment & S; A payment & Sy
Privacy; 1/c&S:AVBES, AL/mES, AL/e& S,
Atomicity: (paymemt ESp ACERESp)VCERE Sx
2.3.3 Protocol verification
Let A be the set of assumptions (initial state) we start with (where all the beliefs of principals are true), P
the protocol, and V the properties we want to prove, Because every step of the protocol may fail (the protocol is
interrupted for some reason). we must show that V holds after each step of the protocol. In other words, if Pals
step » of our protocol, we must show {R[AJIPiPys. .. s Pa{R[V]} for every step of the protocol. Hence, we
have:
Step 1. C—=M: [[[SEQ. payment 16,5, DEADLINET1/c Jm;
To simplify description, we let M= [[[SEQ, pavment ], price, (v DEADLINEJ1/c Jm+ then
TP =CM A M AMAC AM A AM,
We can get
(1) A is positive, TP} is positive, AAP,
From initial state 4. we know that,
(2) AL Ve & S AL/6&E5 A/ m&ES AL/e &5, A payment & 5; A payment £5y A payment &Sz
(3) Ve botsi M JAV/BG et M N 1 /m & eas[ MU A e e[ M,
From (2): (3} above, we know
(4) AUTPOL 1/e &8 A1/BES A/ m& S, Al/e& S, A pavment &5, A payment & 5y (Secority)
(5) AUT(POL 1/c&S A1/b&5, AV /m& S, A1/e& S\ (Privacy)
(6) AUT(P )L CER& S2{Atomicity) '
So we ger (7)) AUTPHL Y
From (1), (7) we draw that ‘R[A]}P, {R[V]}.
Verificaticn for Steps 1~ 6 is similar, Finally, we draw conclusion that ‘R[A]}P, Py Py Py Pss Po{R[V L
Then we can conclude that our protocol provides security, privacy and atomicity.
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3 Summary and Future Work

In this paper we proposed a secure and atomic electronic commerce protocol far electronic trade of physicat
goods. Our protocol provides security s privacy and weakly certified delivery for electronic transaction, Its strength
and carrectness are formally verified using analysis of BAN style logic. The analysis is based on a model in which
an intruder can eavesdrop, intercept. and store components of messages. The intruder can also decrypt encrypted
messages if deeryption keys are available to the intruder. We formally proved our protocol’s security, atomicity

and privacy in the presence of such an intruder.
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