o ¥ M Vol €, No. 7
1968 %7 B JOURNAL OF SOFTWARE Jul, 1558

BFETERRI TR ETERE
ok KRR
TR RA RS ASAGREREATRE X 10080

WE ZSHANEHTEELEAENMAFTRA TR S —FEFHBEDTR KRG LS TR
Fik.BEMEA AT REHBHE - 2B ARG LR SRS LR AT A
BENGESRAGLER RAERREASGWHAAERN TREEH, AL AMESTEN LA
BETHEESS B ETHRELAETI AL W ORI L AE B AFERE EOHIBE 74
ABPERBEACAARTENRARBTHNERANEERS HERILASAEDL LS4 28 ER
BAE MEMEETHA LR EHEL T LAE LG R R F R T8 E TR AT EGR
SER RSB ULERENENEO MBTEFF—H LA RA ST R AR PR RELE TR L
AT EMEHAFOEN T

KRV HEES REASH RAEACEY L EKELE.

TEESES TP

AR S h IR R BT AR 48 ok (Reliabilicy) . AT R (Availability ) R E 2 (Satety ) AR HHER,
W 2. EE MEERX SR AT ESSTRIBEANEFNERARGL L ERRTS
SH o ol (R UE B 4 4 SN B AT SR C A BRI T RS E R T EXEEN NG B ESH B R
HEARE B BRUE, Tanden , Stratus s Motorcla, [BM % W # i A &% @A THS HBEVCH T ZNA. M2
T HMEEERTE 0FRET TN =ES R HRFHEE SHEFHEEECEAERRYS AR T AR A
BEFAENEETEER TP, WM e S R F R S AT, RO LIER ST
EEAER SRR ERIFN. ORI 2 T CRIERME R G AR . 102 N R

FAHAS BB 4 SFT (scitware fault tolerance) B FEEL I 4 AIES{RAT 5 1L & 4 £ 4 502050 - B L BO{+ S B Y
oA MR E R IA R 420 R 4ER (Sofr Fault) T B #1{R (Solid Fault) B3, SR ETE2 L
R I B BRI R BT RG HIR B A A B R TR R BT, b E #4807 8842 (Transient Fault),
T B HE 3R T 2 AR A {5 19 B (Builein DR BB (Bug BT B SR RS i B A A At B 3 KT i,
AT A A S IR (Permanent Fault), CHEAT LI AF XL RN, THESEN LEHBRES TEGEROE $HE,
BH 10~301F. BEXEZTT AR Tandem/GUARDIAN H#EBRF LB MR E, R BI D, T iBdb
ETE R R g0k B EE L RS RN S SR BN VRS EN T EER. RENENE R
B R E RN SRR VLT L3,

(1) B TT4& (Software Redundency) ™ S AEA 5 T 3 TR F 5 R H 3 (Recovery Block ), 3 /i A%
& NVP(N-version programming } 1% iff 45 B # 4572 NSCF (N-selfchecking programming). 3% 3 F 7 EH 2 ¥F 5
Bl —ZheE e AR A ZHELIN B 7 A LA HEE, W RENEEE RS FSEN R, A FHERAR
KCHEMI AR ESE REEREEMAR BB IR YT, B U AT RS TR R eER, Lo
FAFFRRBEEH T GRR AT  KESHE T LK (Critical Computation Systems).

(23 BF @ T4 (Time Redundancy )51 ¥ #hikid T ERE + KBS B (Retry-on-Failure) "1 8 8, B R A
& & 5 5% (Cheekpointing & Rollback)¥L#] . &5 Watchdog . Seifchecking S5 45 S8 Jc# 4, BRIB IR 0 244
EEET RS S BRAER, B B R, N A R R T LS %R W Y (R i 5§ (Software Error

» BXFRBIERYEHLER A CIBHT EEEHTR. EARTE 1972 £4 00, TER TR HER R EFEF,
BRI A% BN, 1935 4, B WL IR, PEN¥RREL, L EFRTTANIEER, SERG.
ZEOCEABE RN HRE, LK 100088, LR A ¥ RETRBEASEEAEF LA ERE
23 1997-04-07 WXBI R, 1997-06-19 RCRHE2HH

© HIEERES AT hip:/ www. jos. org. cn



— 338 — O ¥ # 9 %

Avoidance Y A 5 SUE R (Sofrware Testing) AR MZH M, IEEE, AMTHFAXEREREHRPEIEFE
BIRERFEEFENN TR ¥ KRERAFRGEHEHMBENS. BTREFESEFNEFR B
WE; IFEEEEE T E AR S A N AR A

— A AR RS RN THEWEERA TERFEHRAEE R AMFREREFHD
B A B AR, Y LA R A 2. FSM (init state machine AN S E R UNBRSEEH 4 F H ¥
CHUE) KT R B BRI M — R R R RB AT B EERE R RSN S E RS, M
ENMBERRES AHASEETFLERIEE AT RAERER TR RSIAFIRAASH T B RBEFE
Biik— SERENTEREESARE SMRBEEEMI AL BB S EE (X LTF 8L REE
EEENRER RSB E R RN E M AT RN B NS R ENE AL, IR U A SHTHE RSB E
M. EESHEARFRNAEEEES RN BN BEIRMET Bt KiE

1 BERIERERGBHEPOEA

SFBFEREE S Y CEGGHTERAEASHAR AT AZENXEHIEY
e BB 5 i DFA (data flow analysis), SV 8, RO E S TR (81 FE LA — T E AR
i FR@ARBRAFRACRAERPOER. SEE 1 HEFRE, I HERBS
B — S ER B RE
OUT[B]==(IN[B]—KILL[B])UGEN[B]J
IN[B]=UOUT p],P€ P[B].
HeoUT{RIREREERE REOZFHE M ERAFHEEHIR4,INLBIRES
FEARBANZHHE TS RNAT FEASE CENBIRFZATR B T £ "N
FEREE, KILLIBI EREH BR8N EHS 84, PIBIREEER BHIF
W1 mmamE 0 AHEEERNES.
GEN(BIM KILL[ BT A EERY A HERRRBR TR EBEN
BRI K G ATES ) ORI E IR B ke IN[BIH QUT(BL. HHERILE 1.

¥ AR IN(B]S OUTLBIRMITES ®2 oud HITHSR
Eni INCB] OUT[EB. Exi ud B
B idasdasdi ds) R {dysdat B wd (F,d2)={d1}
B2 {divdordadardst {dordysdasdst B x
B, dodsrdirds) (dy,dy) B wd (F ded=dq dayds)
I {drods) {da.ds}) B «d (F ods) = {ds)
Bs (darddards) {da dirds) B, wd 1 ode) = (dy} sud () ={duods)

FHIFZ | P, R (TR RS — S (W ud £, HTFRTE AWETIAL . FFERE AN
BFHEEESNES S ATNEA w ¥ ud 85,00 wd (AW ERNRYER I EEISHAEH wd #.5
BR%E 2

HATA Y TR od B FEEFER RN, wd BEANEATHEES AENFREEHANRS, R
BT TR EES E AR RS EE. TES HEXNEXSERE

EN 1, T4 4 E MSR (minimal sufficient rollback ). FEMRF — R ITTATE A, X THIE A R HA S w0,
BHIHS w 2 BIE— A ABEEE v BLE o 208 R EEA G R R IR A 7310 8 « RS #E 2R
MSR{A,u).

=Y 0 B/ AR E S MSRP (minimal sufficient rollback point). FERF 1 wHEFHEHE STHE ANES

o —EE I, T A YT ST Y AR P B T B AT 4 B9 IE MR PE SRR B A BE PR T R XL O R RS B
B — M, (R DR B G R BT A IR R BTN R R TR Ay —
A I B R X — 7 T AR E R O A RS 2 th (O 5 — 7 I T LA O TE o B VR A T R
B O, BT RN A I A S o TRk S X B4R A R R R A Yy — R SR

© HIEERES AT hip:/ www. jos. org. cn



78 NEEF ETHIFASITHRGTH IS — 539 —

BHA w, BNBRu Z2HBE—T ANEES v VR A B335 « BT EE S 2R MSRP(A ).

TH] £RETANRGSERET. FEFMN—KUTP BE ABTREN A « BEHEE KT
ERMRBESESARESAPINIE AT IR/NTEHEEE MSRP[A 7.

MERPCA M=V | egudianny AEY s s e = MING o 23] 1

il B H wd S5 LB RIEESE ), O

CF, Jvow |UES vou BELEEARNITHEP S v A S WER. EANHHNEETRE ATEEIEA«#
BARAEE AR wd PN FEERNTELES o EEFREHRT2 XS MR o T8 A WS A I MRP (4,
u)=c.& HBE.

BEE: FRHAR KIS T. 5B FHAR A 4 B TS R, URT ST TR T 45 A
de W B /TS #E 5 MSRP (L d )3 REMWRE WEARS . H H ud (T doF HE —TLE ds. I MSRP (L, d) R
dysBERFPITH E 4, AR 7 83 A, T ud (. d0 = {d,ds} Al EH 1 AR Y MSRP(J,dy) =ds, SETAT
BEMBFEEREE S ME LS G ERLUELE.

BT o ST EN TRGF &R E L H B S0 o F
EHREBENESEY. HA W TFRARE RO AENE . R 4 dd—d— ‘ff —dy T d;
BRI HRMEXEEIE (I X RN AT R R TEZRF04 s
ENREE FEHER—SHNREESN O, R IF#H 558 e HIRay—MET
e 1T

SIEE. MERMEXEANRT &N M TEGEHEE O ETHHFEENTRIH AR & EREH
FRESE R F AREREAZE| AR PRSBES P HAEFHIKE R R . 0]
¥ X:0,Y v, USE(X). [(u€R)Y A (MSRP(X,u) ER)_. (2)
R@OPUSECORYE X MAHIERES.
W R 1 5k ). ]
TEFE TARLFEMIE-SERERFE, TEHEFE - TERENEERTEHERTA
L_IN[B]=(L_QUT[B]—L_DEF[BED) UL USE[E];
L_OUTIB]=UL-iN[s]s€5[5];
WARANSEL O T L INBINRELT B AU ZHMERYRERS, L OUT[BIRELR B A Z B HIERE
BES; L DEF[BULEBFH B PENLN HESEWRYEB P TN TRES, L USELBILEEZL B P13
HE B MRS E B PEENTEBE S S BIRRAELR AN EERERE MRS, DEF(BIREESH B P
FLHEHTERES,
WA E A Bk L_DEF[B],L_.USE[B_R DEF[B].MAE AR RBL B mEH AHEERERF
#y3 (R B RIRD) ROK T Bk R A AR g Lo IN(BIf L OUT[B], # H# L3R 3.
®3 L_IN[B]S L-OUT[BI#IH+HER

B L-DEF[B] L-USE[B] L-IN[B] L_-OUT[E] DEF[E] L_CUT(BINDEF[E]
By W {ILJ} {I.J} {J} {LJ} {1}
B; hg {1} {1, J} {I.J} {I {r
By b {J} I,J}) {I.J} {7} )
B, I} () ) {I.J} {7} (I}
Bg (1,0} {} {} (I} {} )

R IFH L OUT[BHERHMER T E4sk B G, BUEEREE BHEKTTAETIH,W DEF(BIiIETH R
B B AP B L BT 2 H, L L-OUT BINDEFLEIRtER B di 4tk B {8, EBHSHFI ANST
BES XWIERRT HEFHR B AT SERM TR 5 i 4 ol 68 s 2t i 774K T 46 A % 1 M BB R &, k) kiR
AR EH 2.

EH2 A ESHADEN AR BREER O FHNERAETSE SHE WEMEFRR 8 LY LOUT
(BINDEFLBIN O T8 B 4 w17 5 RN T & R FF.

© HEFRES AT http:/ www. jos. org. cn



— 540 — & # % R 9 %

W, (RIEEE).

fif 1. BAH 2 RLME B «€ L-QUTIBINDEF(BIN 2 i#{T4&MH. BX «€ L_OUT[B]NDEF[B], fi
LR« E BRETH BREEE BZFUOFERIHAL o3t  MBENEE B2 EL p 2R T, R
e ROHRRHSERERIVERE E B NS E #MEBFRES S B S o 3T 8E « R HESA,
R R, BB 1 SRR,

&t 2. BAS B ¥ L_OUTIBINDEF BINQ Rl HAMEETEE BEHIT AU E—$E € L_oUT
[BINDEF[BINQ#ITREENE. BN «cDEF[B] ALY « E B IVFEEHEE v X6 MEBFEvZE
HBERZAHE—NRRE, W IRHE « HE R EW T, WEEh 8 REW « B A EHE, LEH ac LOUT
BLRLLEEE o X B Z B AAFTES I B S p  WIBTHIAE ¢ R EIE o R ESHES A HATH 2 E e )G WiE a
(B AR AR O B 006 o RO o] 5 0, LA LB 2 IR R B SE.

B LB R AL S, TR e A 2 B O

TELIAZE 2 SN AT FARSRE TR ARETAR. SR 1AST —MUIE R H A3 H st i2nd
MERNESBEER KT EEL. PR AT TORAIBLHEE I MENSTN R ETAES T A0S &0
BIERAS TR S T RS YR P RE LA LERE. D& AHEAREERINEELE
e REEBHMOE, T FEMAEE AR ERRMES T TR TEMER EAORE O RENERF
LR AR el R — A R E L B R — RS,

2 EBEREPHER

IS RAE A WM& AT HIG LS Service §— 4 W . TeleSys: : =Service* s M T {E e & 81T R RE[LL

R BEAERARE E AL (EFSMY ¥R,
Service .. =1{ D,8,1.0,5,,8)

Y DRl stERYE:s FEIMYREL S, VEDVAS A S FES 0 FADIHH L HEFEE . N
HELAME RS 8 AR ERR S X T3 X O0",

MF—TRE&ECS. EYEERARHERY =00, ER DD ATERE s 3 NS RNE
BE MY & XI5 KO

ETL LR RN YR E IndE REH &Sl S5 T8EmMr, AU SR E iR SHELE
ETAE, MDA E AN SREM SNBSS DEFL L ERHF I ARREH S HEESS
LovTl], s BT U RS 1 TRt E ik, B — 1+ aF Lk EeHMARS TH L_oUTLINDEFLIN
oNY BEABEENE. . FEAGERRBEN AT AP . TR ARSI Y TR NES, BRER Y
LTHEKFEFENEORB AT RETR. MRS IBATSEERENNTESHE~EN RFEEY. BERN
MEEPAREPEANRE, AR INETHRAER FERFRER DRI ENSES AR RSN HENRE
IAMHAEER L EE XRBLTANRAETE TEETTESENSFHBE (S RERY ., &2 TEREE
XT—8%%) AlpfmEnT SHks#FTHERS T R B8 RE s 1 LLOUTLINDEFL.NOND X8, 2l
FHhiTH, GHEARE B EAEER DS UL RFARERTSEERA G RMERE s DA R ZERH,
EEDLIUN ] FBECP, AN ELSEERT D LLMAEE S CP(RTOFREZREN LR EHSE
S oA LEREBRT VL) LS RTREMUHE YA ENERES. FHH LS FARREBHATRHTER &
BHRE s 5. B L OUTLINDEFINQN D PR EERTESEERR  EEHRRE M SR CPo T, W3t
DEFsJfTE#MEE(ERT CP, HERKEIEMN BHCP. FEAS THERT s MES &K D U s ik
EEXESVAFERAD. XF ETREET TR ABSIEEPFEAGEECP, 5 OP, RS Bih M
HEWEENE.

3 BEE

Poite kB IRA L RETHEN ST, BR MR IE D NS RERG RS, BT B MR T AT
fE TR FRTERLERFERY - TEEDH A LFOFERRSH OV =R FRAEE, 88 TR
FEAFEGEERE DS EESREEEEE (RHE L HEARITISE BN — 3B 80 TRERE LFH
8 FE5 Fef XL RATT R B RF EEAHEASBH AR R RERARITRATESEL

© HEFRES AT http:/ www. jos. org. cn



7H NELF A TRBASHGHTES T — 541 —

BEAR AEA SR A SR B R HR o H e b BT A SRS R AR AR (Error Lantency) A B R EEGHH
LA A A (B R T B A SR A Rt R AL R 0, — R oR BB B IR I OB R R RUE R Ry
FHRRAS, MELRMUEESS. EHE AT TER SR RN RS EREMRY . Lk £ 723
BOEERINARATENTET AARRETE QRN EEXTIHRET BB LRSROEH ST 1, 2
THREE - EAHNER RTREEHMETE (EFEMROBE BT8R . ABEERANEN K
o, MELMFRT .2/ R RAN2/FHE RS RO AR MM E R RN RN AT el LA — R R
FiMERE.
25w
1 Siewiorek D F, Swarz R S. The theory and practice of reliable : =steni Josign. Bedford: Digital Press, [982
2 Lyn M R. So‘tware fault tolerance. New York: Wiley & Sons Lid., 1995
3 Johnson B W. Design and analysis of [ault tolerance digitel systems. Menlo Park, California; Addison-Wesley Publishing Com-
pany. 1980
4 Avizienis A, Chen L. On the implementation of N-version programming for software feult toleran:- luring execution. In: Pre-
ceedings of the International Conference on Computer Software and Applications. New York; IEER Press, 1977 149~~153
5 Avizienis A, Xelly J P. Fzult wlerance by design diversity: zoncepts and experiments. IEEE Comjuter. 11544,17(8) ;67 ~80
6 Huang Y, Jalote P, Kintala C M R. Two techniques for transient software error recovery, Hardware and Soltware Architec-
tures for Fault Tclerance, Experience and Perspective, Lecture Notes in Computer Science, Springer Verlag, 1994, 159~170
7 Chandy K M, Ramamoorthy C V. Rollback and recovery strategies for computer programs. IEEE Transactions on Computer,
1972,C-21(2),137~146

8 BRI RRH, AR HiBEE. LR EH T H T, 1984, 253~256
{Chen Huo-wang, Qian Jia-hua, Sun Yong-giang. Compiling Principles. Beijing: National Defense Publishing House, 1984
253~256)

A DFA-based Approach for Software Faunlt Tolerance

LIU Yun-long CHEN Jun-liang

(National Laboratory of Switching Technology and Telecommunication Networks
Beijing University of Posts and Telecommunications Beijing 1000R8)

Abstract In tais paper, the checkpeinting & rollback mechanism is studied deeply, and & new approach for SFT
(software fault tolerance) is presented, which is based on the DFA (data flow aralysis). The authors introduce the
SFT technology at first, and point out that the peculiarity of data is the ultimate reason and also the final result of the
software faults in control systems, so it is very necessary to adopt a power{ul measure for data fault tolerance. Then,
they discuss the applications of the DFA technique in the SFT in details, and give two theorems, onz is for the mini-
mal sufficient rollback point and another is for the checkpeint data set. Besides, they give the sufficient condition for
the validation of the definition of a rollback block. They also use the telecommunication system as an example to illus-
trate the usage of this method. It is shown that only two checkpoints are needed to be maintained dynsamically in their
solution. The method presented in this paper can be used widely by extending simply.

Key words Software fault tolerance, data flow analysis, minimal sufficient rollback, checkpointing data set.

EIFFEET  http:/ www. jos. org. cn




