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Controller Load Balancing Mechanism Based on Biological Implications in SDN

LIU Qiang ZHANG Jian-Hui HU Tao ZHAO Wei

(National Digital Switching System Engineering & Technological Research Center, Zhengzhou 450002, China)

Abstract: Aiming at the loading imbalance of subdomain controller on multi-domain deployment in SDN, based on genetic migrating
population and the ideas of migrating switch, this paper has proposed the load balancing mechanism for multi-domain controller in SDN.
It integrates main network overheads and designs the optimal migration domain selecting algorithm according to the biological genetic
thought, getting the optimal immigration and emigration domain. At the same time, contrasting with the phenomenon of population
migration, this paper designs the competition and migrating algorithm for switch based on survival time and elimination mechanism,
which balances the number of switches for each subdomain. Compared with the existing algorithm, the simulation shows that the process
of migration domain has been significantly optimized. Moreover, it balances the control overheads in subdomain and effectively ensures
the balanced distribution of the controller loads.

Key words: software defined networking; controller; load balancing; switch migration; genetic algorithm
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Fig.2 Load balancing architecture towards distributed SDN controller
B2 o041 sX SDN 2 il 8 £ 40 1 28

SDN 35k R 208 - 1] Hhy 22 A A He LI o ) B i T P A 8. 37 T 4 948 2 2 A

(1) SR B R B, F SElsc A P s £ 8 S RN BE B R A

(2) VPAl 55 Bk SRS B, 07 T3 VAl 2 1 45 SR A8 e 0o A2 £ 1 BRAEL, AR A 7542 f 5 A7 8 DU EA T ke SR

(3) FrRERLER . F7fif 7N P A AZ AL R S #h AN R AR R

(4) TR T AN 90 2% 1K) T, 199 205 m (10 2% A 2 1 5 30 L9 SE A2 DR AR HE 2, S T P I AS WL AE % SDN
THWEATATRLR.

AR 25 A BB 2 8] PR D AR SCBETE T U0 B 3 72 1A o P o i3t D A2 B 28 4 A ML 1) S B o



%) 3% % :SDN F A T A4 B 7 edsH) £ f B39HHuH 53

HAAZ AL
LA S

)

LR R

Vd
4R

Fig.3 The flow chart of controller load balancing
B3 il s fa o i e

2 RITEE

21 AEKESHE
2,11 g Bk
{5 SDN [ 2% v, Pt 95 11 508 2 LU 4 M40 K e (1) A5 A0 B ) Packet T SFPFH(P):(2) 44 Ho % 1
IR SR M T 7 LR (P)5(3) I8 I 15 T B (R)5(4) 22 BN AL Flow Entry(N). 554 45
2 24 o AR 50, 85200 92 U 535904 e,y 00 BRI ) 8 S 5 2
C=u-P+u, F+uy-K+u,-N (1)

iui =1 2)

2.1.2 B R B i
SDN % 3545 B4 4 A I 25Kl 9 g 2 A FI50, BEIEAN 841 10 by G = (V, E) JUPP 7 AR I 24 v 1 A 4 WL, E 4%
FAT YL I (1 e e A P2 )k N A TR, AT R S, (7, L) W, 3R TS, P s b, L o S, o
(5 4.
a=U" s ©)
RN 1. A HBL TR AL I 1 B R 1) Packet_In JE0F %0 MU AS HbLIt 38, %
SDN T4 S, ASHALII AR M, FTA A HbLIY S8 AN Load, Yo

Load, =Y’ , “
k=1
1% SDN T4 S, P34 5185 15, A

AW /M,- ®)



54 Journal of Software #4334k Vol.28, Supplement (2), December 2017

FEFEAS SDN S JEAT N A 738 535 S, (RIAHDRE P 3 53805 Frs, A

a\g
FS, =3, fovfg (6)
i=1

22 EHISRIHAE

X sl A AR AN SCRE T T bl o o O S WL, B B A T BRAE L, S, A s A
BAEN C e BT TRAE &0 L, 1T 2 50
£ IC <¢

N @)
Zq/N VG >¢
i=1

L=

23 EBEE5IBKR

ERSITH R T BN (1) /o AW st 4% B AR 5 L IT B 380 % #5775 (optimal  migration domain
selecting algorithm, [ OMDSA);(2) 28 LU A BT AE 1 A b1 5% 51T # S 1% (competition migration algorithm, ]
Tk CMA).
231 BT HEE R L

S5 0T Uk 43 B0 R B T AR i A% 1 SR A LT A% ) JoE 3 [m) R AN A 22 TR 38 SR A I A T AT
i 22 A 3% 32 BEA0 K5 SDN 148k ) 428 ) 2% Fa 28 C, 1~ S8R A 4 I S D, AT e WLRI 28 61 45 2 1] AR A R e 73 2K B850

Wi D] 3% AR 3K R B0 I SR AR H bR e B0 O, 50 w2 3 R AU, WL 22 5K(9).
O=w-C+w,-D+w;-T ®)

—

0 Mw
=

(€))

R RINPITY %ﬁ%%ﬁ%?ﬁﬂ%*&ﬁﬂ%&ﬁ%ﬂﬁ P SR A G AR e 1) R LI, 3 4 R A
P 2% H [ 3, s ) B SR A A S R A A R DN 3 A A I T A A T AT %F%TTﬁﬂZn&
TP AT AR S A AL B A, UL bR oR 50 Ay 385 I R 00, 5 445 B 05 A0 /AT HH B BV PR AR 1 DL A0 1.
Bk IR Bk A
i\ :SDN T3 {5,,S, ... Sy} (N A TR0
Pl g 3k
H ¥ R 4L (0]
AR 1
3T kS,
TS,
T BT NAT H 35K 0
: V5% SDN TR T FAE { £, 155 [850e £31)
D AR £ = Max{ £y, 50 fiSyoe S31 )
: THEN L% /5, PTER) SDN T 3/E 41T Hi5 S,
ELSE  RETURN 0
: ENDIF
2 S, FIARABFIA R+ (r < N);
D AHAB T IREES N A=4S, .S, S, 550 S, ) AZD
x=x+1
2K E AR RE O 1A I IV RE R K AR T U6 R A
10:0F 5 S, MHAB 7B IRE Y E 91,73 2 Gave A1 Grmax

—_



X 3% 4 :SDN ¥R T A4 8 w694 4] 35 5 &K fraus)

11:Parent 1:Select § ae{l,2,3,.,r} q,<q
e

h—a
Parent 2:Select S, , fe{l,2,3,...r} q,> q,,
12:BEGIN Crossover
IF I<x/r
THEN Pc=a (a 4 & & 32 XA H)
ELSE [ = x/r

k, 9 G,

THEN B =1k (G —9.) 7>q (ge & XAMKIE N FE)
~Aag

> de

G ~ong
13:BEGIN Mutation
IF I[<x/r
THEN P,=b (b X [fil 45 F A %)
ELSE ] = x/r

ks, Gy Sg
THEN B =k(qw —9,)
G =g

o =g R EED)

14:THSEAZ ORI S5 7 2 T A AR 1R 3 I8 B8 K g — AR A

15:0F x=I f# 5752 Onmin,
17:ELSE RETURN 6

55

OMDSA SE3% (I [ 52 2% FE 23 7247 1 TH 5 SDN Ik i) P24 G 88 JL I [0 S22 2o O(N) 34T 2~1T 4 1L 4%
I R R 28 T O(N) AT 6~47 8 159 2UIE 48 i AH &R 138 FE I TV R 2R 00 O(r) AT 12~4T 16 i 1A% 55
FAFRNT NI T SR E A O(N - 1) TA 3, OMDSA B4 I 8] 52 A% 2 A O(N - 1) . H1 35 42 o 2 B0 A7 B,

PR I OMDSA 1 5535 55 2% B2 A A, L B oAy ] B4 1 ds B g b i .
2.3.2 ZHMLTEPITREIE

BT B LT 8 Sl £ S0, 15 B S AT LT A2 1) i DA AN /AT 3843 T SR ZEAE T R 3 58 A e LK) AT

HOERT AT IR A L AE IR SR S 2T A 4.

(1) TR

IER XS 13T N /AT H A8 D) B8 B Gl o L LU RGT R ] AT T A8 AL i e

THLS, HS, HADGSF- 35 5 3B 5330 A

N
S, _ ¢S S
Favg _favg zf;lv:g
i=1

FS :fsq

N
S
avg avg avg
i=1

¥ ES < FS, B

avg

M(Sp,Sq):u(FSP —FS)+v

avg

avg

WoAT: 55 AR SCHE T BRI AE 1 IR 5 R A B LIRS S LE T 2E W R BT AR B 530 A8 WAL TP I AL I A 1 3E
PEE AT LR AL, T AT At i B i) A A A AR T A A T AR A AR AT — 5 1) 2 o A 8, HL AT A S 2 AR
PISERFE TG A7 (K UKL . DR o, e 3 A 358 P A2 Lt R A7 305 SR IR LA, e ok T A WL SE 4 I B
Sk

(10)

an

(12)



56 Journal of Software ¥ 33Rk Vol.28, Supplement (2), December 2017

AP BIA TR F A FERECP I L N 0 16, M (p.g) =1 T B L M u+v=1.
¥ ES = FS TR %

M(S,.S,)=d(F - F)+e (13)

KA TP T A A RIFIRSEN 0,5 — D ARAET, M (g, p) =0 T Z W L&A d+e=0.

(2) A3 AR IR AL

LG LD R b (K IR AE B S, A SORE AR SR 10 A e ML BEA7 35 LA TR LA, RO 2 5532 88 (K A2 Lot 55
FA7 G WA IE AR W KT € BT WD Ik A 2 5T R

AFT LT DA SR

(1) AR 38R A ML IR 47385 391K 1 e S0 3 P AL L PR 1705 340

(2) KA SDN P I A B AL K I AN P45 32 3 (R A L

FEBE, A SHHLBEE P A BECAR R YO MRy LX) ST X Rl — UOE B Uk o — A0 s 1,
FA7 G 1 ARBA R FA7 35 3] L(X). N 1 Bl 1k 7 S LK $ e i 2 st /b e X LS AR T T IRE R,
SO AEHAL ) 57 L o B0, 2 SR P e R e/ N RIS 38 FE N frnafmimafaves B B SDN 380 AZ AL B2 K
BOH N M BRI TTBRAEL R

{O,Size =M, .
=1 (14)
Lisize<M .
Z(Xj)=rrin{;(fm —fm>f;X’),m LT}R (1)

Hoo minLT /& o fe /N5 iy, max LT A2 fo v de K 25 i
VLR SR e T TN AT A SDN 13k K1 AH 1 3 G 3k 5 43 306 B B AR I E R K
IR AL B SRS AR TR I A P 6B A LI A7 55 R VR IR ML A, 3 R 75 A i B8 4% 1 B A e ML 5
3T A% 5z i AR A 3 LT 175 100, A4 2 397 1) SDIN I 48 47 41, L 55035 2.
% 2. WHHE S THEIE(CMA).
i T H K SDN Fik:S),
iT A SDN 115,
SRR TS ¢
A REIT RS AL WL B A
Sy RN A WL E M
LR ) AL WL K= SUM
iy L T SDN 22380 475 il 2% 0 2% 4 41 0 AT (i3 B A 22 L0
1t 5 S, BN AL X, he {1,2,3,.. . MY SR £,
Q= {fl-h’fz-w"wa-h} (fl-h = fz-h == fM—h)
SRS, S AT R R M(h,DFD M(LR)
S IFMBD)-M(I,h) =6
:THEN A= INT[M (h,l)/M(l,h)]
ELSE RETURN 0
: ENDIF
D TESEA QIR BRI AN AL W SR AT
F={X_,,Xs s X} 0<A<M
8 WHEATAAIII LX) jell-h,...,A-h}
9: IF <L(X))
10:THEN JHGFITBA#HHL X,
11: ELSE (= L(X,) MIIEBAHIL X,



X 3% 4 :SDN ¥R T A4 8 = 69 da 4] 35 5 &I fraus) 57

12: t=t+1

13:ENDIF

14:1F SUM <A

15:THEN Return 9

16: ELSE SUM = A 45 it #

17:ENDIF

CMA VI () 52 % B2 A3 BT a0 B AT 1 VS0 S BRAS 4 LI SR 2 5 S0 I (R 2% 50 O(M) AT 2~4T 6 34T
TR 2 L I R B 22 B OQM)AT T~4T 8 THEARTE WL, H I M E A4 B O(A):AT 9~4T 17 PUATZBHLT B AT
5 JLI RIS I BE D O(2) R, CMA 1SR I RN 28 BE D O(M). B FIE A 2 e LA A PR, TRt CMA B P
WS R

3 MEEEITAE

AL $E OpenDaylight! MW Jy S286 45 ] 2% OpenDaylight K 1 Java 15 &5 40 5154778 IVM b B 34E T ITIK
() Ab v B 2 11, [ 5 7 1) 32 38614 OpenFlow 76 A 1) 22 Al SDN Bl 2 [F) I S2RF IR B 1) 28 e L AN 28 LT
OpenFlow AZHAL, FFHR-AL T — N BEHAG IR I 750 SDN W H 2 78 b B it b 3d i g A28 I 77 Wi 4R S5 M S AsE e . A
PR FIAEAE R IS T 1T B A 47 57 4 A8 ) A e WL AT AS L A IR D8 7 47 S 56 B HL b AR e, 2 36 v ) 4
FMERLEL A Internet 2 OS3EU'LOS3E 1 45 A of 5 [ (1) 552 s 1 199 45 ¥ 41 52, 1 56 61 22 J3T K% L R AU AL R0 24 )
J T — AR 3[R ) g

SR PRI L A 1(1) AT PN 45 2 I 2 RO A B R D) S AR AH W] 7RI L E SRR AR Y 10M,
SER L A A 300KB/S;(2) IEAE I AR AN o W LR K R0 IR) R (3) 9 % o A A AN T R ] I AL T
FECRES.
31 EE1

4 SDN P& vt HH B4 i 25 e 2 T, P DA 56 3@ PR AT A el ok S it ok A8 e WL B 0T o] @R AT s AL 7%
BRI FE T OS3E W44, 1N FH AR SCAIT 1 1 S5 I3 % ok dg 6 40 v R I 29 3k £ 76 42 (nearest domain algorithm, fj
Frx NDA)YL 41 3535 #5575 (load balancing algorithm, & Fx LBA)HEAT %} b5z i, Hhig 3 Bl ik (3T # sk B 1k
8. OS3E M4t 3L 34 AN 4,42 4B, I ] K-Center AP 5828 523U 0008 o 23 o =4 5 R AT S8 2K %009 R4y 2y 3 A
T3 AN A 3 AT B WL 53 ) P AS )B4 T R 0, B e B A — B Hoh F IE D7 TR 19 R P il A 8 an sl 4
Jios.

O O . Switch Node @ @ |§| Controller Node

Fig.4 OS3E network topology and subdomain partition
K4 OS3E W44k fb Lo 13kl 73



58 Journal of Software #4334k Vol.28, Supplement (2), December 2017

TEAS S I v 38 0 3G N N T 45 Y e P T 5, A A Y R A 4 1) 2% A 5 1Y) 1%~ 90%, W 5% 85> T 38 1Y) Y 4% T
B o A N PR A L, T B S BT R

P 5 AT DA H A R B I I 4% T4 B 5 i N 97 0 8 o 2 A 4 R 8 K i N R R A L3 2R RS
U 1R 199 2% S TR B AR A () F 2 B A i N U ) 4R 2 38,3 SR SVRAE AN ) 1 1049 38 1) 14 WA AH 22 8K 2 %
ANFEAE 3 A3 Nk 2] 90% NDA,LBA #l OMDSA 53543 2 1 & A T H B PR e vH 8 W% 1.

3000 3000 3000

@ - NDA -~ & »

€ 2500} -=--LBA f £ 25001 ... 0 25001 s

F —~+—OMDSA & &

S 2000} B 2000} S 2000 |

pad] Sg pad

X X

35 1500+ 351500} £ 1500t

E E E

£ 1000} § 1000 £ 1000 -

§ g 500 §

2 500F 2 : 2 500t

> = =

/7] g A L «n 0 > ©n s &£ . .
0 10 20 30 40 50 60 70 80 90 0 10 20 30 40 50 60 70 80 90 0 10 20 30 40 50 60 70 80 90

AR SANTLEY SANTLEY

(a) Subdomain 1 [ 4% j&i JF 44 (b) Subdomain 2 ¥ 2% & T 4Y (c) Subdomain 3 ¥ 4% i JT44

Fig.5 The total network overhead of subdomains
5 FIIME DI
Table 1 The subdomain overhead when the input traffic reaches 90% (KB/S)

K1 HATER 90%IN 175 144 (KB/S)
B NDA LBA OMDSA
Subdomain 1 2 847 2433 2 660
Subdomain 2 2630 2553 2869
Subdomain 3 2 665 2 469 2277
Bk IR T A 2 217 120 592

% 1 H S8 AT M, B T S B W4 45 1F B Subdomain 1,Subdomain 2,Subdomain 3 135 (IS B AL AL
AR IR TR U 3 N R 250 0 R S 00, 24 I P B8 8 ke o S ), Hi T Subdomain 174 552 ) 9 2R B9 40K,
AW T AU R, A Bt Subdomain 1 4% 5 JF 45 %% K,Subdomain 2 Fil Subdomain 3 F) T84 FEAA A,
TS AR S K A BRI M S AR B 3 AT HOF 880k P34, ABUE R /D3 & B T kA i & 1 A i
TR e AT T S B IS 10 SR ST T % Sl I T R T AR SO T 9 S DT AR B B BVt T B A 4
A8 90 B Sk )R f i SEFE AR TR 3 BB EORIE T I A AN R 3T Y B S RO, SRR BUE T A A AE 3
Kb PO 0 i K 25 2 I 217KB/S,120KB/S,592KB/S. 11 T e At 3B 7 35 1) a8 3 5 1 1A T4 25 (5
5, T4 Z5 (B 1O, A8 e LT % 28 SRl 4 TR e A 6T NDA il LBA,OMDSA fE57E 4 Ja W 46 it H o 8
KIFHE ZEAE RIS TR A A AT R IE /AT I S0 T B e B ) i 1
3.2 X2

T NAT S 5 AT LS A BN LIT A% O T 50 UE AR SO AR R (A8 H L 5 4 T A% 02, 4k A s
55 1 OS3E #i 4 EAT 5256, 1 T Subdomain 2 [ W) 4% S 185 f KM HE T 428 ) 2 i #8040 e 1) BB (2 700K B/ S), 1A
BB 2T 3% A 3T HE S, 1R IR S T4 f /N ) Subdomain 3 A4 3T AN B 78 3K B AT e B 35 4T B Sk L AT B e
AT A% B0V (FMA)FI SCHR[8] 45 HY 0138 1 ST 8 S 02 (EMA ) JE AT 92 56 56F L - 4ol 42 o) 28 47 268 I BT 1) 735 £ 114 485 SR 4
K6 i el 6(a) 8 H 56 AT B Fs I 30 U GE TR 2 A3 i T 52 2T B AR AT
H LI B AR AR BR 1, 7] DUE 7R IE B 3 F2 vh BAR FARAG T  Hh 38428 61 38 T B9 (0 25 5 5 B80T A\ 38045 11 38 71 48075
JEE T 50, AT NI HE s 2 £ AR AE 22 35 K A I 4 1 4k T SR AS I RS AR B 6(b) b A8 R T B SV,
FR 4 3T A8 35 AR ZS 43 B BT A A 3 L, 1 b PR AN IR 828 o e B B U 3, 3%t H T 30tk SR vh 40 B A% AT ik



X 3% 4 :SDN ¥R T A4 8 = 69 da 4] 35 5 &I fraus) 59

WL 3, AN T 100 2 AR A AOBEE AN T BLE IR R AE I 6(c) 1 I A Bl 58 3 38 AT BT A /AT 8
(1372 T 45 DT 5 O 00 JE A 56 J i 79 Ak T e R, LA AR T i 4 i 28D FRAE 2700KB/S 352 e Tz SR K
Fa 4 A S DU S HL R I B R AT B A BEE A TRHL L 5 b T A7 0 9 I A HLE AT 3 O
B AT Rkt e T IR L R 1 2 s S AR )

3000 3000 3000
_ ——FMAIEASR | —FMAIE S| - ——FMAIT 3%
2 4 -~ FMAIL | € 5 - FMAL IR £ . - FMAGT H 5
& 2800, & 28001 2 28001 ™,

T T R i e -
02 2600 2600} 72600}
i i i
& 2400¢ & 24001 i 2400¢
i M b

200 P S S S S 2200 P S S S S S 2! P S S S S

0 10 20 30 40 50 60 70 80 90 0 10 20 30 40 50 60 70 80 90 0 10 20 30 40 50 60 70 80 90

((s) ((s) ((s)
(a) FMA S35 3047 i 45 TT 44 (b) EMA B3 7347 1l 2% T 49 (c) CMA B3 7345 1 2% T 9

Fig.6 Subdomain controller overhead changes over time
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