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Abstract: In database-as-a-service (DAS) paradigm, data owners delegate their data to a third-party: Database
service provider (DSP). Compared with traditional DBMS, DAS provides Web-based data access to relieve heavy
database management routines. To guarantee quality of database service, most previous work has focus on data
privacy and data integrity. This paper focuses on authentication of data integrity. All previous approaches for data
integrity authentication require the DSP either to provide extra information or to store extra data. In dynamic
scenario, the authentication data should be updated correspondingly, which is inefficient to deploy in real life. This
paper proposes a data integrity auditing approach based on validating queries. In this approach, validating queries
are generated from previous queries sent by the user. According to the result of validating queries and based on the
relationship between previous queries and validating queries, the client can achieve the integrity auditing effectively
and efficiently based on the probability. Experimental results confirm the effectiveness of the approach.
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End

Fig.3 Inclusion relation auditing algorithm
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Begin:
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End

Fig.4 Equality relation auditing algorithm
K4 HaERARUER D

2.2.3 T AR RCRL DN A e BE R IR
EX 2. Eg R/ g R pr & e A5 e .
TE X 3. U UEAIE - 807 I i) A2 RS 0 2 ) AR KL
DA 2 TR T 0 22 A R AR R, X 2 AN A T LAk B P A R 21 9 i, R R A D AT R
T P 50 UIE 1 X 52, 50 TE S L LA S 560 TIE A3 B AT A 15 360 UE6F 55 1 [v) — 401 i o 0 AT 170 5 2 1R 50 UF D7 VAR R

e

Y =)

FF5 3L

)
)
®)
(4)
®)
(6)
U]
(®)
)

Q =Gy Gy ) 7 ] DSP 2 H i) — 4L 75 47

Q' =Sy, S ) AN Q FHIER s 10 35 43 i1

C =(C(5)), .-, C(S, ) = Q" H & A WIS [N 1 73 1 4 11

o AR A A ) A

c(q) I g TR RV I 7 4%

Q) ={p()..... p(q,)) :DSP IR [l ¥ Q iy ihy &4 4

P(Q) =(P(8))--2(5,)) AR Q FRI HH [ 75 4050 B2 (1 45 SR 4 ¢
p(q) :DSP R [FIf1 £ 1f) q 455

t I S A A R 0 A SRR Y LB

Az Rk I A A
R AT q B AR Bl A T 2y 0 PR

1

5:Q:<q1 ----- qu>i>Q':<51 vvvv Sk>'

© hERRERBATIT

159

http://www.c-s-a.org.cn



160 Journal of Software k3 4% Vol.20, Supplement, December 2009
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End

Fig.5 Generating validating query algorithm
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