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Detection of Adversarial PE File Malware via Model Interpretation
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Abstract: Deep learning has been used in the field of malware detection and achieved great results. However, recent research shows that
deep learning models are not safe, and they are vulnerable to adversarial attacks. Attackers can make malware detectors give wrong output
by making a few modifications to the malware without changing the original function, resulting in the omission of malware. To defend
adversarial examples, the most commonly used method in previous work is adversarial training. Adversarial training requires generating a
large number of adversarial examples to retrain the model, which is inefficient. Besides, the defense effect is limited by the adversarial
example generation method used in training. As such, a new method is proposed to detect adversarial malware in PE format, aiming at the
type of adversarial attacks that add modification to the function independent area of PE file. By using model interpretation techniques, the
decision-making basis of the end-to-end malware detection model can be analyzed and the features of adversarial examples are extracted.
Anomaly detection techniques are further used to identify adversarial examples. As an add-on module of the malware detection model, the

proposed method does not require modifying the original model and does not need to retrain the model. Compared with other defense
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methods such as adversarial training, this method is more efficient and has better generalization ability which means it can defend against
a variety of adversarial attack methods The proposed method is evaluated on a real-world dataset of malware. Promising results show that
the method can effectively defend the adversarial attacks against the end-to-end PE format malware detection model.

Key words: adversarial examples; malware detection; model interpretation; anomaly detection; deep learning
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(5) AL TBL B ), HEAR ¢ ML
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gLk 6 Fron.
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0.915, A FIHRATDERTE; BB Gl ga, BARHE NS T 0916, HFIFRHETHE 0.959. 4G
XU RNA SC 515 1 £ B W5 A0 5 3R R 20 03 SRR A A< S it K, AEAE T T SR G BT i Ja, B » SRR
(K] 4 SUPEAl HE bR AT B B, (E04E 0.9 BAE.

K6 ANIE B AT R 23 2 I R AS 5
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. ANTR] T BB O AR, A G AR 0 BURE AN, 50 R PR3l A e 58 il S AR 1 S A Zh g, DRE Bl AT
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HER Fr A TR B PE ARk B EAR G 1941

fifg LA ot PR AR 0 25 77 00 T AR 0 ORE A et AL T 0 0 VI R 5 0 ORE A 81 77 3%, A SCI T iR e i
B 5 SR R I s, AN T BB AT RO HUAE A B R IR R, BEfE B 480 22 Bl BURE A Uik B4k,
AR ST (RO UREAS AR I 5 95 A 5 ZETFT I bt 2 ol 48 Ao R 25 Ky, R B e A0 2 2 9 28 1t AR
R A U R, S A S B I AR 75 3R AR SR AR A 22—k W S0 i M) LIS AR R 7 3k DA i T VR R 2 T 1Y)
T AR AR IS TR R A SR IR AT 2, DA ST S AR TR e Ab, FRATDRE S A ST H PR R A A v
HEAT Gt R i, B TCUIT R A ST VA HE) T 2 ELF S AR AUSCA S 3O R JUREAS FRAGT . FRATT 34 4k 25
WEFUREALARRE T 05 I e B o B A 45 45, UK A ST W@ T 50 2 (KO BE R 45 K, O B0 el of A5 20 i A A S5
S 75 25 (R A B TH 6 A AS TR S D R

References:

[11 He K, Zhang X, Ren S, et al. Deep residual learning for image recognition. In: Proc. of the 2016 IEEE Conf. on Computer Vision
and Pattern Recognition. IEEE, 2016. 770-778. [doi: 10.1109/CVPR.2016.90]

[2] Amodei D, Ananthanarayanan S, Anubhai R, ef al. Deep speech 2: End-to-end speech recognition in english and mandarin. In: Proc.
of the Int’l Conf. on Machine Learning. ACM, 2016. 173—-182.

[3] Young T, Hazarika D, Poria S, et al. Recent trends in deep learning based natural language processing. IEEE Computational
Intelligence Magazine, 2018, 13(3): 55-75. [doi: 10.1109/MC1.2018.2840738]

[4] Shin ECR, Song D, Moazzezi R, et al. Recognizing functions in binaries with neural networks. In: Proc. of the 24th USENIX
Security Symp. (USENIX Security 2015). USENIX Association, 2015. 611-626.

[5] Chua ZL, Shen S, Saxena P, ef al. Neural nets can learn function type signatures from binaries. In: Proc. of the 26th USENIX
Security Symp. (USENIX Security 2017). USENIX Association, 2017. 99-116.

[6] Zhang YQ, Dong Y, Liu CY, et al. Situation trends and prospects of deep learning applied to cyberspace security. Journal of
Computer Research and Developmentrtret, 2018, 55(6): 1117-1142 (in Chinese with English abstract). [doi: 10.7544/issn1000-
1239.2018.20170649]

[7] Spafford EC. Is anti-virus really dead? Computers & Security, 2014, 44: iv. [doi: 10.1016/S0167-4048(14)00082-0]

[8] Abou-Assaleh T, Cercone N, Keselj V, ef al. N-Gram-Based detection of new malicious code. In: Proc. of the 28th Annual Int’l
Computer Software and Applications Conf. IEEE, 2004. 41-42. [doi: 10.1109/CMPSAC.2004.1342667]

[91 Rieck K, Holz T, Willems C, et al. Learning and classification of malware behavior. In: Proc. of the Int’l Conf. on Detection of
Intrusions and Malware, and Vulnerability Assessment. Springer, 2008. 108—125. [doi: 10.17877/DE290R-2041]

[10] Raff E, Barker J, Sylvester J, et al. Malware detection by eating a whole EXE. In: Proc. of the Workshops at the 32nd AAAI Conf.
on Artificial Intelligence. AAAI 2018. 268-276.

[11] Ren Z, Wu H, Ning Q, ef al. End-to-End malware detection for Android IoT devices using deep learning. Ad Hoc Networks, 2020,
101(1): 1-11. [doi: 10.1016/j.adhoc.2020.102098]

[12] Amin M, Tanveer TA, Tehseen M, et al. Static malware detection and attribution in android byte-code through an end-to-end deep
system. Future Generation Computer Systems, 2020, 102(1): 112-126. [doi: 10.1016/j.future.2019. 07.070]

[13] Szegedy C, Zaremba W, Sutskever I, ez al. Intriguing properties of neural networks. arXiv:13126199, 2013.

[14] Goodfellow 1J, Shlens J, Szegedy C. Explaining and harnessing adversarial examples. arXiv:11041070, 2014.

[15] Carlini N, Wagner D. Towards evaluating the robustness of neural networks. In: Proc. of the 2017 IEEE Symp. on Security and
Privacy (S&P). IEEE, 2017. 39-57. [doi: 10.1109/SP.2017.49]

[16] Papernot N, McDaniel P, Jha S, ef al. The limitations of deep learning in adversarial settings. In: Proc. of the 2016 IEEE European
Symp. on Security and Privacy (EuroS&P). IEEE, 2016. 372—-387. [doi: 10.1109/EuroSP. 2016.36]

[17] Pierazzi F, Pendlebury F, Cortellazzi J, et al. Intriguing properties of adversarial ml attacks in the problem space. In: Proc. of the
2020 TIEEE Symp. on Security and Privacy (S&P). IEEE, 2020. 1332-1349.

[18] Kolosnjaji B, Demontis A, Biggio B, et al. Adversarial malware binaries: Evading deep learning for malware detection in
executables. In: Proc. of the 26th European Signal Processing Conf. (EUSIPCO). IEEE, 2018. 533-537. [doi: 10.23919/EUSIPCO.
2018.8553214]



1942 BRAEFAR 2023 5% 34 A% 4 7

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]
[36]

[37]

[38]

[39]

[40]

[41]

Kreuk F, Barak A, Aviv-Reuven S, et al. Deceiving end-to-end deep learning malware detectors using adversarial examples.
arXiv:180204528, 2018.

Yang JY. IDAE: Iterative denoising autoencoder based deep learning model enhancement mechanism against adversarial examples.
Journal of Cyber Security, 2019, 4(6): 34—44 (in Chinese with English abstract).

Gu S, Rigazio L. Towards deep neural network architectures robust to adversarial examples. In: Proc. of the NIPS Workshop on
Deep Learning and Representation Learning. 2014.

Grosse K, Papernot N, Manoharan P, et al. Adversarial examples for malware detection. In: Proc. of the European Symp. on
Research in Computer Security. Springer, 2017. 62-79.

Yang W, Kong D, Xie T, et al. Malware detection in adversarial settings: Exploiting feature evolutions and confusions in android
apps. In: Proc. of the 33rd Annual Computer Security Applications Conf. 2017. 288-302.

Shaham U, Yamada Y, Negahban S. Understanding adversarial training: Increasing local stability of neural nets through robust
optimization. Neurocomputing, 2018, 307(1): 195-204. [doi: 10.1016/j.neucom.2018.04.027]

Madry A, Makelov A, Schmidt L, et al. Towards deep learning models resistant to adversarial attacks. In: Proc. of the 6th Int’l
Conf. on Learning Representations. 2018.

Saxe J, Berlin K. Deep neural network based malware detection using two dimensional binary program features. In: Proc. of the
2015 10th Int’l Conf. on Malicious and Unwanted Software (MALWARE). IEEE, 2015. 11-20.

Hardy W, Chen L, Hou S, ef al. D14md: A deep learning framework for intelligent malware detection. In: Proc. of the Int’l Conf. on
Data Science (ICDATA). WorldComp, 2016. 61.

Kumar R, Xiaosong Z, Khan RU, et al. Malicious code detection based on image processing using deep learning. In: Proc. of the
2018 Int’l Conf. on Computing and Artificial Intelligence. ACM, 2018. 81-85.

Choi S, Jang S, Kim Y, et al. Malware detection using malware image and deep learning. In: Proc. of the 2017 Int’l Conf. on
Information and Communication Technology Convergence (ICTC). IEEE, 2017. 1193-1195.

Athiwaratkun B, Stokes JW. Malware classification with LSTM and GRU language models and a character-level CNN. In: Proc. of
the 2017 IEEE Int’l Conf. on Acoustics, Speech and Signal Processing (ICASSP). IEEE, 2017. 2482-2486.

Huang W, Stokes JW. MtNet: A multi-task neural network for dynamic malware classification. In: Proc. of the Int’l Conf. on
Detection of Intrusions and Malware, and Vulnerability Assessment. Springer, 2016. 399-418.

Pan WW, Wang XY, Song ML, ef al. Survey on generating adversarial examples. Ruan Jian Xue Bao/Journal of Software, 2020,
31(1): 67-81 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/5884.htm [doi: 10.13328/j.cnki.jos.005884]
Chen X, Li C, Wang D, et al. Android HIV: A study of repackaging malware for evading machine- learning detection. IEEE Trans.
on Information Forensics and Security, 2019, 15: 987-1001.

Demetrio L, Biggio B, Lagorio G, et al. Explaining vulnerabilities of deep learning to adversarial malware binaries.
arXiv:190103583, 2019.

Hu W, Tan Y. Generating adversarial malware examples for black-box attacks based on GAN. arXiv:170205983, 2017.

Rosenberg I, Shabtai A, Rokach L, et al. Generic black-box end-to-end attack against state of the art API call based malware
classifiers. In: Proc. of the Int’l Symp. on Research in Attacks, Intrusions, and Defenses. Springer, 2018. 490-510.

Papernot N, McDaniel P, Wu X, et al. Distillation as a defense to adversarial perturbations against deep neural networks. In: Proc.
of the 2016 IEEE Symp. on Security and Privacy (S&P). IEEE, 2016. 582-597. [doi: 10.1109/SP.2016.41]

Tramér F, Kurakin A, Papernot N, et al. Ensemble adversarial training: Attacks and defenses. In: Proc. of the 6th Int’l Conf. on
Learning Representations. ICLR, 2017. 1-20.

Yang Y, Zhang G, Katabi D, et al. Me-Net: Towards effective adversarial robustness with matrix estimation. In: Proc. of the Int’l
Conf. on Machine Learning. 2019. 7025-7034.

Wang Q, Guo W, Zhang K, et al. Adversary resistant deep neural networks with an application to malware detection. In: Proc. of
the 23rd ACM SIGKDD Int’l Conf. on Knowledge Discovery and Data Mining. 2017. 1145-1153. [doi: 10.1145/3097983.
3098158]

Liu N, Yang H, Hu X. Adversarial detection with model interpretation. In: Proc. of the 24th ACM SIGKDD Int’l Conf. on
Knowledge Discovery & Data Mining. ACM, 2018. 1803—1811. [doi: 10.1145/3219819.3220027]



HER Fr A TR B PE ARk B EAR G 1943

[42] Dauphin YN, Fan A, Auli M, et al. Language modeling with gated convolutional networks. In: Proc. of the Int’l Conf. on Machine
Learning. ACM, 2017. 933-941.

[43] Selvaraju RR, Cogswell M, Das A, et al. Grad-CAM: Visual explanations from deep networks via gradient-based localization. In:
Proc. of the IEEE Int’l Conf. on Computer Vision. IEEE, 2017. 618—626. [doi: 10.1109/ICCV. 2017.74]

[44] Liu FT, Ting KM, Zhou ZH. Isolation forest. In: Proc. of the 8th IEEE Int’l Conf. on Data Mining. IEEE, 2008. 413—-422. [doi:
10.1109/ICDM.2008.17]

b A 325 STk

[6] BKEW, M, MEz, & FEEINHTFM 2R, B E5RE. RIS KE, 2018, 55(6): 1117-1142.
[doi: 10.7544/issn1000-1239.2018.20170649]

[20] AR, BT kAR B gl 38 IR 8 5 W BURE AR BB 7 5. 15 B 22 AR, 2019, 4(6): 34-44.

[32] W03, T, RMEL S5 PR AR gRR. A4, 2020, 31(1): 67-81. http://www.jos.org.cn/1000-9825/5884.
htm [doi: 10.13328/j.cnki.jos.005884]

HEMK(1996—), Y, fit, FEHFIM
0y I 444 2 [ 4 A

FFEE(1988—), T, fliL, BTN,
CCF Llk2x bY, EZWHFTE N T
TR RGE ), W4 25 ) 22 4

kAEE (1976 —), T, WL, #R, WL
A4 3, CCF A2 i, FEWFRAE N
L T 7 o 7 - W= R = -

XIiE(1988—), 5, Wi, B #E#Z, CCF
Lol oy B, BN HE w4 5
B LT 5.






