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Abstract: Smart contracts running on the blockchain can hardly be modified after deployment, and their call and execution rely on a
consensus procedure. Consequently, existing debugging methods that require the modification of the smart contract code or the interruption
of execution cannot be directly applied to smart contracts. Since the running of a smart contract is composed of ordered execution of
blockchain transactions, tracing the execution of the transactions is an effective approach to render the smart contract more debuggable.
The major goal of tracing blockchain transaction execution is to unveil how a blockchain transaction produces such a result in execution.
The execution of a blockchain transaction relies on the internal state of the blockchain, and this state is determined by the execution
results of previous transactions, which results in transitive dependencies. Such dependencies and the characteristics of the execution
environment the blockchain provides bring challenges to tracing. The tracing of blockchain transaction execution is mainly faced with three
challenges: how to obtain enough information for tracing from the production environment in which the smart contract is deployed, how to
obtain the dependencies among the blockchain transactions, and how to ensure the consistency between the result of tracing and the real
execution online. This study proposes a tracing method for blockchain transaction execution based on recording and replay. By building a
recording and replay mechanism in the contract container, the proposed method enables the recording of state reading and writing
operations during transaction execution without modifying the contract code and interrupting the running of the smart contract. A
transaction dependency analysis method based on state reading and writing is proposed to support the retracing of previous transactions
linked by dependencies on demand. Moreover, a verification mechanism for reading and writing operation recording is designed to ensure
that the consistency between the replaying execution and the real online execution can be verified. The tracing method can trace the
execution of the blockchain transaction that calls the smart contract, which can be used in debugging of smart contracts. When loss is
caused by the failure of smart contracts, the tracing result can be used as evidence. Experiments are conducted for a performance
comparison between storing recorded reading and writing operations on chain and off chain. The advantages and effectiveness of the
proposed method in tracing blockchain transaction execution are revealed by a case study.

Key words: blockchain; transaction tracing; smart contract
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JIVBE A7 fiff SR St (K B2 55 R A il S 2 e H AR AR EACER,, SR P B A fh SR JU) 2 B AZ 5 — AR AT A A sk 3 X
S

S 3 NI H DL ) L AT G YR T AN AR AT O G P T DR 15 10IB AT, 250 55 KA 2
FRTT (A RS SR BER T R 5) LRl B B 7 U I AR, ANBE b o 1 A5 AR e AR B AU A7 AR e
K  RE A 29 7 AR PR B S R 0 R, 5 AT LA B b B B0 E A0 SRR 15 FLSIEAT 2%, AT MO R e 5
B, R A5 2 B2 88 AT A2 5 P [P R 4 o 5 e T, I DA AR AR AT k2B AR BE, 451 o O 2 AT S B 12
52, IR AR AR 2 AR 5 75 W R 45 IR0 SR (K 7 5. S, th v R IR SR BRI 8 7 SR AR A 0 A ik 55, 4R S
BB K5 B 5 SRIRAS 53 (R B 5 B AR AT . O 138 G SR a2, R B )L vl B2 Ik R 2
IR B3 20, fre I BB 5 A4 308 A .

6 3t T ARM NS 5 E PAT SN E IR, P th i 71K 3 20E T B HLHI BB BE, A EA
AT AL CROB W S5 2R 5 LR AT R8BS BAEC R w IRUE RS O, tn Rz ik e B 2
NATEE L V7 JeoR TAETS BHLRIR DO, Jrh I 7(a) s 1 BCERBE TS TOAILAH, $2 BCE K X BeEEAC 5y A E S
T8 R O T AR B ) Bk B X PLBE 2%, S5 FLUR 5 k0B 210 30 1K) DB BRAZ 22 AT A2 5 ) 45 R AT
SAIE, I B 2 44 R R AT A5 IR AT, R HCS 5. Foep, 304 X UUEF- &5 (W1 RepChain®™) (175 1534 %
AEVUERR s AT AUF I 28 2 AU DB FAE, i 3R 5p DX BRBET- 5 (W1 Hyperledger Fabric) JUJ LLHANAZ 5y 0 #
REREATFE A5 M0REHE AT G20 BRI . — EUFE A5 PG L 2 — T B (L U124 B RV 46 AT At e, A o
ToTTAT A Ay i AEAEAR A RO 2 AT P AT S, B AT T FORZS I O A b DX R ELAR (K N AT
W, IRV R AR T 8 CHATARAIE. Ferh, ZEIBCHRBE T R R A AL A A A S,
DRI AR e AN A, AT kP o 3 00K 15 5 A 0 SR A B R ER T KR SR B X BBt o, DRIt mT
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B8 UE 5 16 A X B et — RO T 75 L. B A, BT 7 kB T 3& I T A% 3C S50 B K FH ) RepChain 4F, i&
1 A F A A% H T Hyperledger Fabric il FISCO BCOS 25X BT 4.

B
;ﬁ R LESRETIE
o Y HERER I AT
Bt bt T
i Start N G S et o - Bt
g e[| e [ i i
b ) o[
# &
@
-
e S Y
2 e L T
& i fie e L
dm
&
B
2 A5 i
& i
- AR R X SR
B S PAT R IR
PSIEZES
y A
L R , iR e | IR
ioR? B g = [JEREAT I
i ﬁf ‘j B2 AR bt

Ko ANFMmtamsSENEGRE

20
High

o=
Wi g Bl X
i a u=s— X

I B X
witia J |,
Tt
d-0

(@) 15 Pl (b) KA FhL
7 BCHEBEIN T T

7(b) 4 I A HEATAZ 20 10— RO e, — AN DXCBREE Y fOE 20 RUIE AT TAEREUER] (proof of work) 514
BAFHBRITBN G, A CITA 5 S5 13 BT FURZS 10 5508 BR VO R, A2 5 BRVCKART A B DX, 42
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DIUE AN EC T2 A2 AT 3, HA Y SN FEPATZ S R 5T, AT 5 3 3o 2 o s I,
RZ AR5 AR IE T AR5, v e & A0 o ARk, thah, TERIRSE T, A5 5 3 i —
ANE 2 T DAYE A UES, H I B A 2 R 2 AH DG 25 77 B s DA [l 467 2, T A 2 1 AL 8N e R BB,
IR Re g B 56 3 5053, R T0 R ARSI W b 1 4 H.

2.2 XREERZZIITREIE RS

H T MR HAEAS Gy P AT I 7 R 2 LU T AT 18 W 105 R, vt T IR BVEEAE 2 AT sl B OHL G, 7228 5
PATHY BdEAT S5, — 5 T 75 ZEAE AT thad sk e DU 1 E 8 X e A8 5 B AT I FE il 5 — 5 T A ZESRHE LA
AT X AT B 2 A0 R A T, AR S 1.1 1R BT X 528 ) AT IR, X EREEAT 5 PAT A
s 2 B S 5 TS S, B XCERBEAT 2 BRI ) 4 RN X B 38 i T FOR 2. o, KB AT S LA 1=
BLRAE ARG A NEN S, (RAFAE A TR Pl b, oA TF3REL, B AT, 2T I FURE,
WM DA B R, LR R 1 g ek 2 e U 0] 4 1 it RS, HAS AR A SR B R T FUIRE, T e DAL A
P S RE— AN ]S D L SR, E S 2.1 W ETIR, AR T S B, BT X HBE AT 5 AT I R R Ak
FERSEBHAT IS X TG, IEWE 1.2 356 T X HREEAS &) 2 BRI 45 4T, B0 32 BRI K X 1 FUPR A thAH R
TS, R X — R I X PR 2 AR R T S8 A A 2ot tH FUIRZS S 5 AT il %, 28 EPTIR, SEI X Ptk
A G IAT 3 O LI P — AN DG BE 2 Re 8 5 1 SRS R B 3T 103k,

X HUREAL Gy AT P ATt SRR L 5 0 2 R FH PO (0 B R AR P42 1 S (APT) 11, 4@ i —3 ¥ B R 30
YRR 52 R A AT L IR i PR A — JE L 3R OO, e X T 5 ) B e B B 5 =
TERMB e A4, SO SRR T Bl i, i %A 2 28 28 3 T 3G 5 AN o, B AT sEB th FUR A 195
FEfIE SR, HAEMIX PUEE RGBT, B, T So&E M2 G A8, REAEEAT SRR S SR Ve T S ek
AT, ISR A G B A B A, JF BAE SR T SIS AT AR R A e & SRR P8 B, A2 2 maiB iR

WG SCE 8 R, B 8(a) JEZR T IRAR I A AU A5, X BUREAL S AT I 72 b B 428 FH 546 P9 36 APL 141 8(b) oh
223 S R R Y G 022, VR R SEER AN A BE AR UE S B 1 G 0 5 28 BR A TE AL I J5U R T RE A AT R R
FET SISk, e, NI AR, S5 28N APL {05 T getState(key) Fil setState(key, value) 577
RO LT R P, SR AR (3 s Ll ELAR TR R B AR 7 38 4 AN P ARORSEL AR S B, T2 A0 T Rk T kAl
RIS . TE I AL SR A IR AP S 38 2 BB 10 3 tH SUIR AR 50 5 A B AT S5 AP 4 (i35 34 S LIX — 4k
GO, ALY RIS ISAT IR U — MR AL, SRR TR R85 29 10T R AT F 2ok U2 A A Y. SRR,
MNSEER A RE, TSR] APT S (125 Py e iy 2 B U ST 7 o6 Tt FUIRZS S B 45 AE 1098 3%, 78 N S 4E 4 J5U 4G 9 38
APT S —ANRAT BB, B 1% 55400 P B RPIR S 13 5 T v e 28 piy H i sl A ISV I i &, T 1T s3] APT 4l s
(35 710 e B B 0T 1) w2 TR AN AT A, B S 48R RN BE T FH O 7 AL S B4R e . 70258 3 rp g T 4
Tw 2B 225 ST A 4R A UML BEZY,

TEHN G D (W FEAL b, il S48 20 SR L SR T T B 4 88 &) AT I RE. B h, 78 29 46 5
o B AN ERESEI T SR (T E 8 APT S SR A S SO SRS S O v, R At FUIR S E Ur k
TE 7 Ui 1) FRARES, 72 Iz sl 4 108 B 45 A 10 s AT AT . BT 7 PR s o) B SO e A2 T HEAT IR BB AT
WA 1 AR, RIES 28 5y BT BT B . B s il s S 3B Il 5% 55 B0 g LT R FE 2 Il i — B
FHES 2.4 F9ERIE. X T35 2 AR, B 7 KBRS 5 2 TR DR 3R, 2RI H 32 5 it FUIRZS 1B 2 (B ) B 00 R
BRI, BT T AR 2.3 I,

23 ETHARRTIESHWRZG KRB TAEE

HEAT DX WRBEAT Zh AT I8 B, 7 8 7. DX AR AT &) 2 AT PR A % 3R, I 28 TR OC 2 ) Wi (B3 15 - DRI g ke A8
S, BEMEMLETE M A AT &5 SN IR, N T BB A B Z IR AR O R, BT ST BRI ) 8 P A X WAL &)
FEAE B, Hoak, FR BN 5028 2 h R BT A MO OC 3R . B8 )T, MO OC 3R BERB A HH T o0 DG BRI 7 52 28 o 4%
FRREAT I8 5% [E1) F
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T API
Sy

JR UG P9 APT
Rt HRptE

AR A APT
[EACELEREN

tE B
I
(b) 51 A el AL

Kl 8 IXHBERS 5y Ph A il AL

4690
%@ Bitas
A7 = 5
BTG %ﬁl
A
J 46 N APL
FEpLE
(a) R G754
(1) B RN E

0 getState(a32be7)=100

s “ Q0 ' 1 setState(a32be7, 90)

FE I X HEEAZ T A7 A5 ELREAO, 7T LA fA] S bl o DX BRBEAS 5 AT I 35 A T PR A RO B A0 T B A DL BT
FAT. 0 T P ANF IAE 5 P I AN B2 5 B4, e 18 5 0 GO AR 8, %0 =3 e S5 AT IR, mT REAFAE 4
PO -1, BT S-BMG-5. o, EESEPA BREERAE [0 A BAK A 2 0 TSP A5 A, 54
PRAF FLHE o S5 (L, R AN AEARCRS, 0 T i3-5 43A, J0 R R T Il — 5 5 W AT R ARCH B3 R 4 R SRS WA, 4R
1M = I3 A AN A 5y, Ji 8 BLEHEAT 5 B AT B 0 T MO 0 T 53000 R, A1 I Ab A2 ) J SR P i SR AR
TZATS N MIAE. B, A SRS Light BAR B ] ) S8, G S -3 00 R AW RO, S 7 (8 T 6L 35 gl
ATy IR DR, A 23 A7 ) I R S DX B ] (R MG 2R

KA o o IBERAEREI AR 50 AE R, BERAE RS AR S IR W,

TEX 1. AT MM R T AR A Ty 7 M o, B Ja B BB AFAE RO LA We, R, # @, i81E 1 — 7.

TE X 2. DXER[AAH. X T PSR I X B B, FIX HR B, | 5 # 6 0 # AFAEAK A, A B, — By, 24 HACUAFELE

(T:,7)) € By x B, it > 7;.

(2) MR R PRSI

JHIE X DXCRABEAT Sy PR 3k [, S HR 4 S X R AT B ) A LA B X SR T AR, W 53302 1 Bl g X ERBEAS 5y [R)
HARLALIK K FIC AT Grransaction » FF DX R AT 1 K BIC A Grtoer , 2N INAT T I A1 10T addEdge, A5
V5. e, SR N T (K48 5 7 Ak 42 FREAZ T AR AT I AT, A3 [y el T i i) PR X BB 2 1A DX e v LA
S UGG . TS 2.2 WA BT S BRI S TR A A S 6 T ARG B W S BB, T
EHC I, 725K — 528 5 ¢ AT I SN (B (R B A M B R PR B PR 5 45 ORI B A (o) M R(o). SErP 2 T
— 440 WDict [RHESIR, Forb LAAZ S g0 AT 4 B DL T SR (K 8 D 1 R0 S R B, G mp A0 3 g 22 4 % 1%

TH SRR A B BT ) — IR SR AR B3 5.

BOR 1 IXBUBEA D O R PR

Input: 7;
Olltpllt: Gtransaction > Gblock .

1. WG Grransaction 1 Gtoo 11 ABHERTE A B R £ 44y

2. WDict = new HashTable()
3. for j—1,2, ..., |T| do // Wi FAL3AZ 5
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http:// Www. jos. org. cn



FRBE 5 T R E A0 R 34k G PATIEH 7 ik 4691

4. T[] 1/ BUE—%&AL 5

5. bTTj].blockHeight // 3k HH: X He i 1

6. WKeySet—W(r)

7. RKeySet—R(7)

8. for RKey in RKeySet do // i /i &4

9. if WDict.hasKey(RKey) do // J|§i Map " & 517 4E
10. G yransaction -addEdge(WDict[RKey], 7)

11. Ghiock -addEdge (WDict[RKey].blockHeight, b)
12. end for

13. for WKey in WKeySet do

14. WDict[WKey]«—rt

15. end for

16. end for

17. return Gyansaction s Gblock

(3) A AT IR

PEJENT X PRS2 T ARG B, 45 08— 4528 2, T LUR I IX IR AT 5 Ok 2R AL by I v L [, 4 85 F
HeAR BAS by, Hor, IXERBEAS 5 5 ZR 2 R I 20 A ) JE R, WA MO 3R [T ml e o HH 20 3, EEAN 2
HIRELER, PRI 25 HH R 75 2 R 40 T B A8 By (R 0, 3X — PR UERBE T AU VA A 2bk. R TR AT 4347

TEX Yt b, HAE D AT NP E0d 3R, FEHAT RS AN X B B G — 56 5 7. Bk, 45 58 4 X e
LHWEA T, L GPATIT KR ACE <, WL F PR,

O kAR YreT,t¢7.

@ ZENFRYE. Yot e Tri<t, =1 £ 70

@ 1Lt V1,7, €T, (T < T) AT <T) = T; < 7.

HRIE =R SR R S, < AT LR 05 2. X BREEAS S BT L BE A T 24 1 A8 2 B AL g A\ A
X EERIRES, B W T A2

DB Vr,1,e T 1> 1= 1 < ty, BN TAER—428 5, E RIS IIAS S AT IBF 15 1% 88 5 Z 1.

EHR 1. IS 5y MR A7 01324, A8 55 4715 i, AR ) B S5 46 247 17) TR 6] (DAG).

UEBA: R REVE, BRI P 1, > 1 > 1. o 1y IR A 1 ATE R P ERKRBIEEE ALY
PIPIZ IR AR, Bl 7, <75 (10, 7p € P AT, — 1) 3 IRAEVES®G), K6 I8 2 MR 5C Rl BN R AR, I ) < 1,
LR &, k.

JEICH 9 g5 T T X HUHEAS G KOG BRI TAC G AT RN RI AR, SRR X RS B 2 IR OGBSk
TSR DX ST 5 3 AR O B, SRS B B B e, AT RERE ) F 1 5 SR R0 A By  B) IR DG 2R
SEBFBLERMREAITR. W&, WHPRE, @ R PTG R #H .. HEE. WsiEs)
S5 2 AR, 8558 BE S 2002 IR D BRI SO, TR R SEHEUERGE, 1F 0 40 Rl SRR 2 2y AR .
2.4 EEBREICR AL

DR A2 736 W) 45 R S BRAE R PAT IR — SO OB A T DR B 'S B AE I SR ST K, e — A S #AE
3K, TR IR TR SRR PUTIER —2 JA SRR i,

(1) B SRl R T AR Sl

X SR e e SR AR, TUARHAE TR R ARE TS 2 b, R ATF . WIRAE . AR LS B AR iC T IR E
)T ik g A e AR 5N B A 2 AH [ R X B 78 o) DR B0l £ 13 5 4 ARl R R IR A, TR DA B2
Dy N BT AL, B0 AT 5 I 5 A Bl e (S B, 7 AT A L 0 SR . 3 S ARl
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SKGANX B Sk 1T 245 R BRI AT R — 2 A MERE NI ST, LU e dilo b i R g s e 77 Sk
BEEAR LR, WIS @AM RIS B S Bl AT IO, XSS AT B DA A B IR MR ORIE.

[
Al
%7?%
, 44 o
Tt W A
LY : ﬁﬁg R
LA 2
W5

9 XY 5 AT IR

(2) F T BROE /R B OB 5 725

R B BRAFIC RS A BB 2l K€ MBI, TRAF 325 BRIl 05— POy sUR AR B G I %
BNDCBRAE, T AL A AN K F RS 0B R e s R, SR T A7 T8 (0 R 9 DXCBRBE AT B AE R AT RE 2
(] /b5l I IR SR BR v 7R B B R BEA 7. 3 Z TR A AT S0 IE S0 5 G 3R AT 10 FTos, AR DXCHRAT 5 4T 40 i Bk
T, IR Ty N (KR 5 A A0 AR SRR S IR, A BRSO KR A D AN R D S B XA R O T b i
ER I /R B 17 R RV A, 7] I 2% RS 20 DX BRBE AT Jy AT HEAT 40 M7 I 50t 2 S K0k P38 B 2 ASE 5 kAL 1,
DR AP A S 3R 7K B I 38 45 A 2 A8 B T L ) — AR A1) 32 5 R AR T AN S B — S B S AR A T AT IS A D 1

A B RORRAY S BN B OSBRI A (RO
AT X BREEAT Sy AT IEW], 405 DXCHBERT ) (13 5 R AR AT, R RO /KM, R e R AR X Bl g sk
IR T0 /KR HEAT OGS, RITATS8IE D HRAT 5 3 5 45 A0 SR R L SV, e e Db s Bcdlad il B 1 48 SR B S e A — 2L

3 3£ |

AT SR A 0o 2 308 3 1G5 5 2 2505 LA ST X SRR AT ) TR e AT I R R Sl AR Tk B S BIE H T F R X
BB T 65 RepChain™ i Ay 3Lfill. RepChain A< & UL Scala i 55 S8, S H] 7 Wi b 2 BAE L2 Akka, 7852 B 55 ) 5 i
BUTIIST, T 10 A BR300 A it 1 DX BBl v, I A 1k o HL Rk 45 R H A A7 AR e JEAE X B didis b
AERBR TR AR, 8 AT Akka HEALIGAT 454 ML 45 AT S ST AT, IFRAR T R 14 A B B sic iy R A
BRI AN FE.

RepChain H [/ B8 20 R B L (0 TH A 135 46 350 APL VAR B3R 4404 Shim (1928, (8 Re &40
(RT3, Bkl ContractContext (K] 11 75 A1) 1E4 L F SO0 R IK B MR AL 4 T & b T SRS 1y
W), BT HOR A T B T A 45 46, TT USR] P S 4 getState(key) Fil setState(key, value). BB 1) H AR 45 F #
P BB 29 10T FHEAT Vo, W REAAAE 2 MR A, FE R IR R AR R e G 4 RS F P e AR DR (D R,
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T A PR BE A 20 I LU B e — AR OB OB R IR R R PR R A A B (. R,
8T SEBLFTR, A8 SIS B AT SR I AN R R B AT 48— I 7 S A7 A
X BHE

S

ECE I (BRES 3

| [t Il s | Pl
_ [

0 | getState(a32be7)=100 , 4

1 setState(a32be7, 90) | ﬂ

- 4

1
1
1
1
B

i — X P A
x4

LABFES
B 5y BRITIRAR

o EEEREICRETURIR
—

10 B ER O RAR N 1325 e A0 SR AIE

@ ContractContex @ 1Shim
I

(©) shim

N8

y
\
@ Invoker -

+oount
-commandRecordList

*pushCommand|cmid: BaseCommand)
ssaveCammardRecordLinl)

_\_\_\_\_\_‘—\_‘-‘—"‘——\_

. RecordGetState:

T

(©)shimPlay

IR

@ BaseCommand

(@ rcommand|

Rl

+ghimt Shim
+poe. it
+method; Sirng
Hargs: Arguments
+result: Any

+checkSame(b: BaseCommand)
sexecus)

/

+mathod = "goiStaie”

tenecue])

5 this.shim.getState(args. key ) .

N

@ RecordSetState

BT iy B SO LA 2 % SE B

@ Player

-commendRecarolist

~adCommandRecordListl)
popFIsi}
+runAndChackcmd:BaseCommand )
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11 45 tH T 2 LB ) TR ST 8 A £ 5 A EAT () 508 1) — P I T i UK S 2% ST, X R s B Ty
K RAE T EFESUR LA N APL 12462 Shim, 7] 5% APL {2 4t# S8 2 7 IR G #: 1, T LOd s i B ke 7=
Ja F SRR Re. BeAh, MR TR H AL FRZE B 1t FURTS WS Uik, FITEA IR O S5 M AT Ty R,

H{kH, ContractContext A FRAK T JaA$E L35 Shim 1My 2 38 T 582 10 IShim. W] 36 AP $& {2
ShimRecord A F i API $#243% ShimPlay 7075 SEBL T i%4% 1, B 4E 4 7 Shim 4 G K541 L AT IR 2 L IE 1
PG HRAE, J5 8 W) R 3B N aor 308 5 B Rl sk B AT IR 2 S . N T IR 2 S 54E, B — M
4, fit ShimRecord 1 ShimPlay . & 437 (1938 F % (Invoker A1 Player) [KIIX ¥R T 92 bR AT e 25 5 B 1k
e M E S BRI 3%, U0, ShimRecord H 1Y getState J7 72 1K) S I 2 LA AR #1018 I S 800 80, SE6i1k
T4 345425 RecordGetState, J- 4 SE 1A 45 Invoker $UAT I He N 32 5 $ 0  BA A R 72, ShimPlay H getState ¥
S AT Player M5 R AE L SR BA A BR H 24 R getState 4545 7E £8 AT I SR i 25 S804 T 55, HoB X Ak
9 RecordGetState [F152 4. 4 H ILHT (1)t FORS 5 073k (IShim ¥ #47532), T ZERE 2 78 ShimRecord Al
ShimPlay *SEILFT IR 55, H LA Gy 284 FEAH SE I (14 Ay 2 S 3RS B ny, TG R0 g il J SO b AR B AT 16 14

TERARAEAR T I, 6T HAE S AN IEAR 77 2K, HE & XS 5 A2 H, b S iR Rl s 5 R i
25— R o3 AT SPAT FIBAIFE, 5 e, sk P aGAIE 97 8 c0 11 X B 1 — 0 03 6 T8 A 7 &,
W T 12 Frosif s 45, LA EB S )44 RabbitMQ Jy3Lfit, ik — /™ H & R RGIEE X BLEEAL 5 AT I
PR S BRI R, IR S B AR ISR AT R A Hoh, i TR LR B X YUEAS S AT AR AR PR T I IE 2
PAT ST REGHE I — IR I DL, i ORI SR 4R 1 AREH: 130 8 4 R AR R B 2N RO B, 7R 28 A B ZEXRT X
FEBLEAT A B, TR 4 E N DX St 7 2R R g s, AR LR R IR s, SR PR 2R Sk mes, B

(1) T CFRD [R2R A SRl 0 T 2088 5y (CH AR RISk R 172 179 ki) — B0 H S I AR SR A Ak 2R
B NEAE A

(2) 1HI7] Raft 1284 S0 R — H BT FURE I3 S AR D SRd AT A B AN D 3R

AR R

O3-S

TH LS RES4M Bl Wik 5aY

M N
X He e L "

K12 BSRl R R RSB

SR FH T A o 58 5 SRS (1) J DR TR R (K 3RS (AN ), A e 5 AR A T BRI A T & AN, 7
RIS BN A BABAN ], ol A 2 BIASIC SR SRR B RE A, T CFRD 2R E A LIRS, SiBl b g
PR R 7 BIPAT S AR, T Al R e AR BN [T s EIAS, DB ST (R T ) CFRD [R2R 456
WA SR A T A OK B 2215 R AR AR B LSRR R o R R Raft A DFANSCREFE T BEAEAS, JE28 H0— 1 i T &
LYRRIAN B, DU AT RS S BRI %, IR R & rp DU S K A BERNC 3%, R TCIR SR T R 4

555N HRECH (KB _E AP AR LL, BT A7 Ao DXCBRBE AR S (1 PR RE S i S s, AEIE R Akka HEZESEBLSR 2P 1/O 1)
UL AR RE R Ll UM, (H 2 TR X i RGP R BT URAF il T 21 A 5 ZR KL
b, BE AT AT LR S AT RS SE . Se B R AT B[]S SO BB R, Jo i (BB B A7 A AN ] DX
W R AT B
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4 WS RGITAR

FEATT R S S R 0 A TR LR T PRS0 T ROMEREREAT T S0 HT. h T AR, AES
SR SRR R S R D SR AR T RE LT R (55 4 OnCR (on chain record), ¥ J5 & 174 T-85 A5 RSN
OffCR (off chain record). 7£. 7% 2 [i], OnCR MR B b BAT TR WASMEFE, UL 267047 T OnCR SEIL 5 X Hefi
FEEESBZ RPERE 22 5. 25, LT OnCR FI OffCR MBS RERIPERE. 3/, i RHIVFRER T it
H 5 I T B B IX B AT B AT IR Rk
4.1 MEEESth

FENBA A1 FEF S OnCR SLHUAH EE I A7 S B (76 S0 45 R h 1 4F Original) 7EPERE B ZESR: (1) 78 =0k
ALY IEOL R, il S (RIAS S BIIA TR BE K T-55 T I E) 1 R Gexd 148 By (AR FRAE 7 (2) TEARIRIZASAL ) 1 I
A R IE IR L. 75 R BRI B0 T HEAT SER AT I H AR X OnCR AT A H AT R, — 7 AR
TZTE ZR G AT B LT RS 3 ) B R I N T B ™ B R, S BUR AT RO 10 = R ASAL B g TR 5
— 7 1], SAEAREIEAC AL Gy G L T, ANV 1208 ™ T (KR8 G Y HRAE IR 3 0 () 155 10

SR A R R R

o LA 7F RepChain “F & H 10T 1 TC W # B HLAH 22535 (consultation-free random draw algorithm,
CFRD) Fl Raft $i2_F#E{ 75256

o R55 28 L 4% XU Intel Xeon E5-2683 v4 @ 2.10 GHz 4b ¥ 4%, 128 GB 4%, Windows Server 2008 R2 SP1 #
EREE.

o BB I R RS 28 2 710 AR, S0 S ALY AT, B 5 AT A AU LU AL

o HAh RAESH W E KA/ LR 81 AN, 3T Raft il H B #0454 ik 2 100 NHRIEAT 48 .

o SZIGH: A BIRHIAS S B 10 J7. 20 J7 40 Ji 4R 3 A HEAT S0, B 0 2k BE AL K 1

o WG HRAL: TR IG5 FR il ik T IR M 45341 PC _HiEATAE 5 #228, PC #11H Intel Core i7-7700 @ 3.60 GHz 4t
FEEFI 16 GB WAT, Il 1t 2 2678 A S b AT TR P HRRE A 5, nI 4T W B I R AR S5 R 4R

h T MR SCHR R (A5 200 AR T, AT R SRR A i R AT AL G I L IS B AT, 5 4 I AR X K
NESEIERE LR T BRI E.

(1) SRR AL G LT

b F R R AT AT S 00T X HE R GE I AL R RE 7, AT SR A 48 58 O TR AT S B oF-3%) TPS (transactions per
second) PI N FEARIEAT 737, 430 56 BUH (R4 1) 2 AERAE S 1 448 5 Bldee i — 4 A8 S BRI FE 2 1D T 1) 52 P 1)
TPS W&ivh T PG 2 /D38 5 bk R G a8 56 B 5 i e, IX L) TPS THE 7 vE S I i (¥ TPS 55
TR AR, J& A5 R R R SR A 20 N R T S X BBE R G IAA B IR 45 SR B IE AE AR B (A
Sy BN T BB AN HER, 6B SZBR T TPS (Wi, MAREIEL 8] 1/3 138 5).

13 7R T AT AT S G UL T AR 5w N T 5 L, 23 BT 10 JTZ8 55 20 JTAT S 40 JIA8 5 3 .
MW B 7R T Raft F1 CFRD PR ILREVE 5 Ji A7 SETUAT OnCR SEBL™ AL 11 4 B S5 SLIRXTEE. W BLE TG
WEAE Raft [, 7 CFRD I, OnCR SEIL ) 56 i b TR) 35 e F [5G S0 o, #F 40 J528 %) 1+, CFRD 1)
OnCR SEHL LG JR A SN2 FE3R T 22.8% RI5EBIT R). 1X—$idft S bR 30 oK & WAk T 33236 Y, o BLECE:
IR

Bl 14 R T mpd R s 28 Sy 1B B0 T TR E] 1/3 28 55 (W 52 FR~F34 TPS (WG B8, FIREZ 5 T AN [FIAS 55 AAsE ) 3 4k
ATXTEG. N SERRSE) TPS 14 & Re A5 215 18] 13 AL 4518, OnCR SEELX T 5EBR 3y TPS A —E M5 M, {H )2
IFARIE B TPS [RKIESEK. Foh Z 38R 2 40 J5 285 FR A CFRD S5 5L, OnCR SEHLLL JR A SEAE S bR
14 TPS _EAIT 18.6%.

T HE—25 2 FOWL 8 R I, A0 =l 3R AE A8 Gy I O 1, K4 X e o A8 2 Bk 31 7 i 6 R (81 4%).
TR B B3 K 58 (A 4 1, 68T OnCR SEILF= AR (19 X B, T3 B CHE A R/ LA SRR 69%,
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A LUF R DX DRI R X e 2R S K P RE R AR AR S e ME G AR, OnCR 7 SR 1A Bl A7 42 [ BN FE 2R T 1K) 7 41
75 AR, £ SE BRI T A AT BAS TN B 430 1L A 7 O RE SR Il DX DR R 1) 15 4L

M Raft+Original @ Raft+OnCR

350 -
— 2300 @ CFRD+Original @ CFRD+OnCR
300 M Raft+Original @ Raft+OnCR
@ CFRD+Original @ CFRD+OnCR 2000 |
250 + 2
§
= L 1500 |
@ 200 w
E o
Z 150 ¢ & 1000 |
100 | ﬁ
T 500
0 —— 0
100 000 200 000 400 000 100 000 200 000 400 000
e 22
13 S AT G I DL T 4l 58 U AL 6] EE K 14 g s SO0 R SR8 TPS XfLL

(2) R FE A E LT

H T 7E = A I UL, TER G B OL T, JGHEAC A 2 S BN G AEBA B v S R A 2, DR] b i DA i
We— 45748 Sy ic TR 9% (9 S oAb BB ). F IR BB AE 28 2 I 0L, ) AR T BB 43 # DX SR R G b PR 4%
A5 FTFE SR I F). HH AR AR F5 1K) & NARAEAE 5 BIAE 5y Wl 160t He I 28 1) BT I, 7R A AL 5 I L T 28 5
Te T HENBAHEBA, R H B A 3R 24 25 Ab B 4538 B JITRE 2 1) I [

K15 FEE 16 439 JEoR TR A S 5 0l T, 351 CFRD F1 Raft (155 5¢ 005 OnCR SEBLH HERIEIR 43
L. HH (a), (b), (c) 3 41450 10 JIAE 5 20 JIAE 5 A1 40 Ji 28 WG 0L, M7 BEG A 5 1 A A
SEIR, T 2 (K28 OnCR SEIR. S AE T 0042, PR T 5 Habbr.

o 10 o 10! w10
K 100 Lt = 10
= =R =
,",I —1 :!: 10 ,",I 1071
g 10 R 1072 &
0 01 02 03 04 0 01 02 03 04 0 01 02 03 04
JEIRIT[A] (s) FEIRI ] (s) FEIR I A] (s)
(al) 10 J3%¢ % CFRD+Original (bl) 20 /3 %& 5 CFRD+Original (cl) 40 J332 % CFRD+Original
5 10 5 10!
K o = 10
= . =107
£10 ;
102
0 01 02 03 04 0 01 02 03 04 0 01 02 03 04
ZEIRIA] (s) FEIR ] (s) FEIRIA] (s)
(a2) 10 Ji%Z % CFRD+OnCR (b2) 20 Ji%Z 5 CFRD+OnCR (c2) 40 J3%£ % CFRD+OnCR

K15 575l OnCR SEELFEARE AT A Z 6 Bl Tt BRAEIR S A Bx LE, R CFRD JLIREE

MR 15, AR B, JRAE 928 OnCR SEIL & 0 AR K EARARLL. DX [A]4:3E, OnCR SELA HH iR 1) J
BT K — 28 [ 5 SR S LU A AR 2 1t B SR A e R G 1o R, o T ) e S AR P Sk 50 A b A 34 ) 4
R, IO TR AR AR T R B AR M 22 S A AR S 1), MR B 16, Fi T Raft SI5AR B AR SRR 5 T A 1
B HE T Raft (15047 SR H HRAEIR 43 A1k "5 2. OnCR S HH H 4B 38 DU 5 An 40, JRE o s — 286 3X— B %
5 CFRD FAHAL.
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TRAE 0 AT Al F A K St L ) PUTIEH 77 % 4697
10! 10° 102
A iy ¥ 10
B e 5100 = o0
i % o S0
R 10 j j j ® 10 102
0 0.1 0.2 0.3 0.4 0 0.1 0.2 0.3 0.4 0 0.1 0.2 0.3 0.4
LEIR I [A] (s) FEIR I [H] (s) FEIRIS [H] (s)
(al) 10 Ji %2 % Raft+Original (bl) 20 J3%Z 5 Raft+Original (cl) 40 Ji %2 % Raft+Original
102 10%
¥ 0 % 100 510!
T Eoee = 00
g 107 g0 210"
N B 102 N 102
102
0 0.1 0.2 0.3 0.4 0 0.1 0.2 0.3 0.4 0 0.1 0.2 0.3 0.4

FEIR ] (s)
(a2) 10 Ji%£ %) Raft+OnCR

FEIRIFIA] (s)
(b2) 20 Ji%Z 5y Raft+OnCR

FEIRIFIA] (s)
(c2) 40 Ji%Z 5 Raft+OnCR

Bl 16 57 SEBS OnCR SEHLAEREFEAAZ 5 100 T H BRAEIB 73 A UxT EL, SR Raft JEIRSE
BRI, WK B B 7 A D S0 S R AN P BETAE, KT XA AR, BRI IR
HE ARG AT I DU T (AR EERE J5, M0 il b A AL AT T (¥ A BRI 7], M0 4 52 ) (R AR BRI 8] AN I A4
REVH FETIAL T T 32 RV A, JFRIE AR B RE ) T e R B A A B e i A

4.2 FFiENTtE

XL T OnCR S5 OffCR SEIR (A DhReAIPERE 1122 . SRIR B AT,

REMHL: REHMWME 12 PR, B HEREZRSGE T 5 M8 TIKM A EEN PC L, PC#i1 Intel
Core i7-7700 @ 3.60 GHz ALFL24H1 16 GB P17, il RabbitMQ WA HE A 2 78 4 K32 A SO AT S 30 3%,
Z AR BANE S0 H AR LAAE 5 ID A S A RO R R AT RS AL BE, T S Re o S B I 48— 5%,

T AL SR JCAR AL 1 17 5 2 36 A 3 LA e T 25 B, 372 DR A Ji P 9 45 sl A L ol £ B9
BHeE AN PATILRE, BRI PRI, Ho FEAEL ., 15 HEm BE .

(1) ThREXT L

OnCR SEILE OffCR 5B A Dy GEXT LE W14 1 Jir7s. OFfCR Sl LR e 8 % 45 5 1 1 ‘5 AR il S AT 30
UIE, AER I ANTERA 52 REMERT JC R AT B3 35 BRI . AE 3 RO R T, OnCR SEFLEE S HFIL R 5

Sy Bl AT B, TR B AR BE A HIR A 1 5 s, OFFCR th ] LAJE T3 A1 5K

PRI H A 2R e A . e, (H

il SO A BT, AQH R . AR DR UL S A 0 5 A8 2 M XF 1N 75 1T, OFFCR W 130 55 55 %8 I 1
A2 5 ) R R BAT I AR R, 0 SRR v M8 PG 5 R0 S5 ) I (K42 5 1 Byt R ) Dy REASE D, )t 2 7 A A
(K] A AE R A T 4. B, OFFCR SEHLHP IR 23 A1 3 H SR A R GEA B JF AN SCHRFRENS 15 Bk AP At AR ALY m] S Bl
A7 fik. IS BT AT H, OFFCR AR TERE L RAT IR IS, (2SI 1 rh A (0 Sh e P T 24t — L4k

L.
F 1 ikexttl
. OffCR OnCR
i fFCFRDIR & %M MMRafiOE AN KHCFRDIGEEE  RMRafSE L
A1 e e y y
R F 36 55 5 e AR fepeR y y
SR FE o7 B2 N (FEAERA ) x N .
DEC i x x N Y
(2) Ak 38 i 0 L

OnCR SEHLA OffCR SEHLI 22 57t BAR AL AT 5 PR A BB J— BUH ZE TR Sl A I ], RIS BE 7R3 5 AT
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GGG R VEI AL BN 18], LA HT ik e L0225 X5 T OnCR SEBIL, Ak BN R) 75 R FH A AZ A By 3152 5 A
S Y BRPTRE B (I B 65T OFFCR SR I MR ACAZ Ty 3 58 45 A B T R — UK 32 5 AR A0 SR I AR 2 A I
] ¥, %1 OffCR SEBL, AL KA AR BT R NS5, 5 S B RE B 7E DX LR R GEANIEAT, ANXT DX Bk R 4t
I RS ME R AE, Ak OFFCR SR AL BRI (R 4 R 1) 32 238 70 o BE T A BRI ). 7 CFRD A1 Raft PAH LIRS
EIRHERRS 10 T3 20 T3 40 J3AZ Sy HEAT T SE, B P AR T IR T S0 B IR SR A SRS
SEREE R 17 P, A8 T, PRI T o0 EAk bR, £ CFRD _EISEE 453 (K 17(al)-K 17(a3)),
A LA H OnCR SR AL BRI (8] 43 A 155 150 20 T~ OFFCR SEHLII IR L. 4028 43 gt S/ A LG BB B A8 9 1
AR, 1525 BRI SO R R A S PR 2R A A BEAE 2 A 2 I ). 22D )M B, OFfCR MBS #RAF D
SRORIL BT IO HE 56 BT 13015 F T HEAS AL BRIV R (K129 84%, 3X W BOHF AN 200] I BBl R 40l ke PR eI #E. 76 Raft
FRSIR SR (B 17(b1)-&] 17(63)) WIS AT S 14553, RIRH] OFfCR SEBL I AR BEIN TR AT~ OnCR. LR N7E T
£ Raft JCRGIEH, (G B0 545 B, SR A PR R A 1 .
BN OnCR [ OffCR

10' 10!
X =X
= 10 T
K N

10" 10"

|_ T T
0 0.1 0.2 0.3 0.4 0.5 0 0.1 0.2 0.3 0.4 0.5
ALFRI 4] (s) REFRETH] (s)

(al) 10 J322 Gy I B AC 2 Gy Ao FES 1) 43 A 4T B, CFRD FLREE (D) 10 /358 5 R B 3858 5 AL E I 1) 43 A1 6] EE, Raft FEIR 5%

10' 10!
%’ 10° :Eg 100
pe 10 & 107
102 102
0 0.1 0.2 0.3 0.4 0.5 0 0.1 0.2 0.3 0.4 0.5
REEREFIA] (s) AEERIFIA] (s)

(a2) 20 522 G AREARAC A ) AL BRI (0] 43 A7 % L, CFRD JEIRELE (b2) 20 J358 5 I $E 2238 5 A BN ) 43 A7 0 L, Raft LR 5%

10! 10!
g 10 10
B =
102 102
0 0.1 0.2 0.3 0.4 0.5 0 0.1 0.2 0.3 0.4 0.5
AL A (s) AL A (s)
(a3) 40 Ji 22 HARHEIR AT AL 2 AL BRI (] 43 A %f B, CFRD JLIREVE  (b3) 40 1528 S AR ERE 22 55 b HEI (] 43 A1 %) Ll Raft JEiHEE

17 OnCR F1 OffCR i) &b B i ] 5% Et

L5 DV REFI AL BB ] (6 L DL 2R 4.1 A5 IR Se a0 85 ST LUR HH, (E A5 B FE T EAAN . T SR 250a 476k LU LA
AR R R SRR D1 LT, OFFCR AE 1k B8 7 THI S DR 34, £ 2 A Aot M sk 5w 193 5 OnCR SRHL2 3
A IR, HoAr R AP REAA MY RE AL T n] RS2 G .

43 ZEHIFFR

H T R TTEIARNE, Wil T — AN Z AR 2RI 20, 2 A a0 e 2 Ik e & I3 T A L. 25
FEARET R LIV 85K, Z-9E )7 GRS i M I AR ) A48 7 (B BT R8T Ik VI, ZHE248 )7
Ii) ¢33 2% B S . AE 2B I s 28 P B 1 W B, ZR G A R R o (R A, S AR G TR AR R G
SIS, B 18 /R T —Fh SE i S HEARAY 1 BAR 7 IR B B T LG Y, ARl N s 3 1) B T
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N ZJE RGN AT B A I R DA DT, AR T O RS R I A, B TS SR B B IR IR
TAET AT N R E R SR ARG A DR BUUAR B AN P A i e AR 7 i, DL R R

SR AR R =
omn
AN .
;’1_ ~ 4\‘;%}}
N X
= N
@] N
I@ Wi o 0 i s A
HA LAt -
W YA E AR T

e |
18 AUHI 7 KR ]

RIS Tt T A QAR 20 K T BT 20 =7 SR 6, S2IRT 58 =5 3K B I Zh BERR I, Tl M geHoR A
SR AR 20 K 2R 8 WA 52 7 T R XU 3 3o DX RS T el iR el 3 s A T B SO A ot B g DU R Rl S )
L, REM YO — L R g AR R RE G LA (K 19), 08 T UL, ARG 5 8BRS 7
il AN RSN R 3 5, 123 AT DR Sy g B 2 i . 205 35

—o| G214 sc_consignment ‘
— EERAWIRrS

W Zh{E: T AR FE RIS R G T R RIS 52 5 (B 6 A, 4
).

W KR A BN RIS A A 5 (R B HR, Wi R IE Y

W ZE: BASOR. AN R E I R AR 35 AR Gt b P A R A2 4 5 5 i
J, AR R B A 15 R E Bk

AT A
B SCAT B R BAT S5 K S 00 4 i
—  WERAYE RN E X E (20, 100) Jo/AE 2 18], WEAAE SR 43Tk 75%,

@

<!

R THCAZFER K.
— QUREIERMRT 100 Jo/fE, WALHTRET MK 75 SUARHE,
R TFHNEERE K.

= W E BT 20 ST, MIALBE R IKE 15 SuAFH5, R O R 2K,
DR T 15 Te/F, AR BRRT M K598 4% 15 JeAhok B30, AR A7 N g ik
JURbSE.

—-| IF R J7%44: {"signature": "MEUCIQDJXeHIU+slu......", "id" : "10001"} ‘

B9 MK RES 2

RBZ R GE & LY BT R TT R SR TR R Bl & L9 mPRLG KR, ZESAIR T 20 Jo/fF, JSid N R Ik - fnkR
FIFANFE BT R 72 IRANAL 15 JCAF KT 0 (KK I, A RAEAS 5 AT AE AR T 20 JTAF IR BL, Wb IR 2v i i
A B 2K ARV L. O T T U, 4 AN N AR I R

TAERIN TS T2 2, ERM ARG TR 100 P17 EL 1 o/ R RS £ s JRSELL 50 JO/PFRIfE R I i
it 80 FFRG iy 2 i d ARSI, B AR AR T 2 110 Ju/F, A5 HRE A 30 F. AEIX R, WAR G LU BENS IR

SEFIFATET  httpr/ WWw. jos. org. cn
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PAT, 2 TR D0 A

o fELT R /1K 15% 100 +75% X% 50 x 80 + 75 x 30 = 6750 JC.

o TAER /MK (1-15)x 100 +25% x 50 X 80 + (110 = 75) X 30 = 650 JC.

o SHBTEE T 100+ 50 x 80 + 110 % 30 = 7400 JG, 54 5% i FI 245 i 43 T 2 FHAH A%

AR, T IR A LS A7 45 bug, W2 L

o HELT R 41K 15X 100 +75% X% 50 x 80 + 75 x 30 = 6750 JC.

o TAER 41K 25% x 50 x 80 + (110 - 75) x 30 = 2050 JC..

o SUHATEEFTTE 100+ 50 x 80 + 110 x 30 = 7400 T, 15 k5% i R 2285 i 43 e 2 RIS AR 45

TR ORI W 2E TSI AR R dh, DK R AL B2 AE LU L ) R, 3
HE LA LY ] R JiR AL 3l e 2% 1 AR K 2R G e S B i) AL, (L e DA pRe e L i) AR it BRI, O ELTT I T A 2% ) X
PR R T e . EEGAHAT BRI RPN ST 5 G0 Hedks T SR B v AR H X
DA RIS B I 3 ) N TR« A ELHETR IR S, SR AR SCH H £ 075923 0 i 0 AR 6. T e BT . 3 B3t B 7 0 ik
F* 1D e 4E account supply, ¥R MK 1D ic 4 account retailer, M2 = £ W1 325 £ 10 3.

o BYEE 1 JORD AT

setState(account_supply, getState(account_supply)+15).

o HHE RS Ky 50 TOM RS B 7

1) setState(account_supply, getState(account_supply)+37.5).

2) setState(account  retailer, getState(account retailer)+12.5).

o FHE—HNKE K 110 JT/AFIRI T

1) setState(account_supply, getState(account_supply)+75)

2) setState(account_ retailer, getState(account_ retailer)+35)

FEIB WL L, T f SCIE 20 1R X BT S Moo 2 I, ALK At i) (19, [ 0 7t oo PR — 2 4 i
o L X, Gl TR T IX EU R R AT B . AkSeml, R A] A BLaE e In) I2E 2. B S B0 ] BUE Y, 5
B R R A, RS0 DRI R 12000 A B R 5 B DK P 43 ) BEAT B S B AR AR, 1 CRD R TS i K S R e
LS TR BEDT R K T ROBR AT, SR 10 A R A IR I, 38 OO B R IBEE R ) X B AT 5 A
SO R SRR I s T UM IE 5 bug 3242, tn] LU N il vl 7 BORE 53 FRE D
44 N £

i Ak BE A 45 R, W LA H OnCR SEBLS JA7 SEIUA EE, of X P R e P RE ™ T A BRI S, £
T SR BBRIRES T IR Bl 11 A N ) 2R e £ 58 I, S i b R A D 1) TPS B IF AR T4 ZEAR A Bl T~ BRI b B
S (1 B 43 AT 1) LW A7 AR K, AR TS A T T 52 (Y6 T . OfFCR 1 2SR AERE R REAT ¥, et RR 5 T 2 AT
AR FA, R TE AR FH DX R SR Ly SR IR A 1. N ZE A 5 R LA e, SR A SCHR A IR VR R IX AL B AT
BEATIEW, BeW ] T2 5 bug, Ml TR IMBCRIZSLE, $ P45 K 38 58 R J5 B DT

5 HEXIIE

MRIGFATHIPIHE, F B0 M ARAT 5 AT RS, 75 CRAIE R e & 9 IERIZ AT 7 1 (9T, W20 4 B R 201K
R SR BREA AR SRIUE. BRES LK % 4T 3 J5 1.

FERRE A LI IR L by 3 T T, BT FE 15 AR e S A3 S 0 K 1 O RE & A0 iR L iy Uik, N Zb e
(¥4, Biryukov 45 A UM H T 17 4 Al ATUE 1 U 12 1A Findel, $245 T — A4 T XM RE ALY
ik 3% He 4 NURH T —FBeRk 1F SPESC (14 A A 20 IR 1A &, 100 i) VML & R — e P, R T
FABL SR VE T IOTEE, A7 R T B A A I DMETF R . Mavridou %5 A U2 A7 BROR A HUBE R T FSolidM HE4E,
FA P Bt 0 I S A B A AR B N U4 T I ) 1 A B 2 1 T s s SR R —
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W A Be - QY SLBLE, AT T00 H P = AT TR EEHL AU AR, 1 REA% LUAH R 1) 75 sCHE A bl ik AR A 2 1)
BRED L P A
L/
AT 0 setState(account_supply,
¥ - v getState(account_supply)+15)
0 setState(x, getState(x)+50)
v .
B . PR %) - v 1 setState(account_retailer,
: ﬂ g getState(account_retailer)+50)
. = v / setState(account_supply,
H4fr 50 T — 0 getState(account_supply)+37.5)
B 110 72 -d--- R
HEZ D i setState(account_retailer,
getState(account_retailer)+12.5)
v
setState(account_supply,
- ﬂ _ 0 getState(account_supply)+75)

setState(account_retailer,
getState(account_retailer)+35)

K20 0 4 1) X BREE AT S AT B

BRE A LI BRI (1 O AE T 00 0 B & 0D 1) 22 A PR RNE A . Dickerson %5 A U UK R B 54
(5% 2 AR IE B A7 it 21 X B 1, DA P o6 2 B 29 I IE A PEEA TG 7. Kalra 25 N TR T ZEUS HEZE, HI T30
TEA AR PR 281 Hajdu 25 A USTT % T 1 1) Solidity % B84 A I ML I6AIF T ., Bartoletti 25 AUt %6)
Solidity BT KIEZ R T — i /MO AR TinySol, 24K T/ER A Crafa 25 A USR] Featherweight
Solidity, X775 B 7E A 2 e A U gnFE s 5 P B LA I Th B8, Qe RN AR IR, AT e 6% 78 2 BB Bow) &
ZIPSACRE 1) 22 4 PEREAT B . Mavridou 28 N "R HI T VeriSolid HESE, TT % & He g I IEA £ M IGAIE (ORI rpr A
Ji% Solidity £GH%. Wang 25 A PO H i LUK Y5 i & L08R 5 7% ContractWard R T L% 2 S HoA. BhAh, 7F
PGSR A SR FAAF S AT R AR 5 | N B e & IS0 P, W93 32 BT LUK D8 R & 2 1 3 22,

FER B A L AT 7 T, 5 B DR TR BB & L IR EAT 8 H AR, R 5 N BB I e A 03T R 40,
RIS T 242 AR e A A AT 45 B 2 AT (5 10, IR (R4 B fL (s B AR EE PE. Lee S5 A1
$EH T — R Tk D Solidity B e G 20 H BT I [R] I8 oR HCHT R 1) e B, AL TR R S T IO E s T
Solidity 4 6 % LA K& LUK S HERAL EVM LABEL L (918 b8 B0 3. BEAb, 366 53 0 02T IR 1 [ £ 1T £ 4
AT IRBERA R B A AT I0 22 A bE . AR i TR 50 RIS ol B8 1 ) S it 40 00 0 TR R AT O 6 75 )
B9 TR R, AFLIE i A A 2 FH 30 DX B i 1 24 Ak

R TAEEZMNFRIFIF R IBAT W IEM 7 T H . SR, SR e A 5 T B W, AR OR A REA 2 1 IE
Aiff 2 T L e B v P R PRI A 22, e Tl T SR I FH o, W REA 2 T R I D e 75 SRk T G I A i 5ok &
2%, Ak, 1K ST vl 3 DL RAIEHEBR A R B TT R I Re 8 IEM T IR BE 5 4. BRI R G LA S &Y
AR 2 T st s S H e 2R O, BRI A — R AR G R, 78 BLSE Y A3 5 ok AR ST A 24 S B 1 S bR T
SE R IR R A SO IR R R R TH Y e 0 80 28 5 1R A P MR R s AT ) AR vh i m R =Xk, G ) T Ad e
B 2 B i 2k 1Y i) .
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6 RESREE

B0 DCIRBEAS Sy AT B I 1R A, St T b T S FR T DX BB AZ B AT 3B W 5 0. Sl L R S 2 g
SER A TS, B SR DR SRR 103 5 4 A O 2 5 TR B e 70 AT M B TRAT . St 17 5 T I SRR e
G AL MR ST T i, REWHE T AL B i S AR S IO E B DLVUN AL 5 8] I HOE 1A 1) JE A ], 3 3 5 A7 1)
TEFR B b2 3 AR IR AT FE U AN 20 M SE B TR DXCRBEAS S AT R AR A AE . 3 TR S A i k] BRI AIL R,
TEV R B S RAIC KA T HE IR B N, BRI S € 3 S A S AT I RE 0 — B SE o e T
D PR 240 2 2 S SEBLM S N SR B0 VR R PR RE 2257, e DRIV SR P R 56 W 5 K TR B A0 28, At
RETHAE AL T v RS2 YO T . S0 PR LA T A7 A oRVRE T A7 66 77 Rk e 72 5.l B F TSR T T Hh g v
A AL R

SRS BRI SRR I BE LAl 20 X RBE R e RV RE ™ 2 50, SRVBE N A0 Ik gt e Hdle 25 2K 1 )
AL, BT REIZ 1), AE T2 TAR R B U T 0 A SOUARA A I BE T A7k s 58, AESR PR RE I [ I ORI 75 240 AT
H G4 238 R A7

References:

[1] Szabo N. Smart contracts. 1994. https://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM)/Literature/LOTwinterschool
2006/szabo.best.vwh.net/smart.contracts.html

[2] Xia Q, Dou WS, Guo KW, Liang G, Zuo C, Zhang FJ. Survey on blockchain consensus protocol. Ruan Jian Xue Bao/Journal of Software,
2021, 32(2): 277-299 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/6150.htm [doi: 10.13328/j.cnki.jos.006150]

[3] Ouyang LW, Wang S, Yuan Y, Ni XC, Wang FY. Smart contracts: Architecture and research progresses. Acta Automatica Sinica, 2019,
45(3): 445-457 (in Chinese with English abstract). [doi: 10.16383/j.aas.c180586]

[4] Guan ZT, Lu X, Yang WT, Wu LF, Wang NY, Zhang ZJ. Achieving efficient and privacy-preserving energy trading based on blockchain
and ABE in smart grid. Journal of Parallel and Distributed Computing, 2021, 147: 34-45. [doi: 10.1016/j.jpdc.2020.08.012]

[5] Ur Rahman M, Guidi B, Baiardi F. Blockchain-based access control management for decentralized online social networks. Journal of
Parallel and Distributed Computing, 2020, 144: 41-54. [doi: 10.1016/j.jpdc.2020.05.011]

[6] Tan HB, Zhou T, Zhao H, Zhao Z, Wang WD, Zhang ZX, Sheng NZ, Li XF. Archival data protection and sharing method based on
blockchain. Ruan Jian Xue Bao/Journal of Software, 2019, 30(9): 26202635 (in Chinese with English abstract). http://www.jos.org.cn/
1000-9825/5770.htm [doi: 10.13328/j.cnki.jos.005770]

[7] JinH, XuC, Luo Y, Li PL, Cao Y, Mathew J. Toward secure, privacy-preserving, and interoperable medical data sharing via blockchain.
In: Proc. of the 25th Int’l Conf. on Parallel and Distributed Systems. Tianjin: IEEE, 2019. 852—861. [doi: 10.1109/ICPADS47876.2019.
00126]

[8] Xu XW, Pautasso C, Zhu LM, Lu QH, Weber I. A pattern collection for blockchain-based applications. In: Proc. of the 23rd European
Conf. on Pattern Languages of Programs. Irsee: ACM, 2018. 3. [doi: 10.1145/3282308.3282312]

[9] Torres CF, Steichen M, State R. The art of the scam: Demystifying honeypots in Ethereum smart contracts. In: Proc. of the 28th USENIX
Conf. on Security Symp. Santa Clara: USENIX Association, 2019. 1591-1607.

[10] Biryukov A, Khovratovich D, Tikhomirov S. Findel: Secure derivative contracts for Ethereum. In: Proc. of the 2017 Int’l Conf. on
Financial Cryptography and Data Security. Sliema: Springer, 2017. 453-467. [doi: 10.1007/978-3-319-70278-0_28]

[11] He X, Qin BH, Zhu Y, Chen X, Liu Y. SPESC: A specification language for smart contracts. In: Proc. of the 42nd Annual Computer
Software and Applications Conf. Tokyo: IEEE, 2018. 132-137. [doi: 10.1109/COMPSAC.2018.00025]

[12] Mavridou A, Laszka A. Designing secure Ethereum smart contracts: A finite state machine based approach. In: Proc. of the 22nd Int’l
Conf. on Financial Cryptography and Data Security. Nieuwpoort: Springer, 2018. 523-540. [doi: 10.1007/978-3-662-58387-6_28]

[13] Wang PW, Yang HT, Meng J, Chen JC, Du XY. Formal definition for classical smart contracts and reference implementation. Ruan Jian
Xue Bao/Journal of Software, 2019, 30(9): 26082619 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/5773.htm
[doi: 10.13328/j.cnki.jos.005773]

[14] Dickerson T, Gazzillo P, Herlihy M, Saraph V, Koskinen E. Proof-carrying smart contracts. In: Proc. of the 2018 Int’l Conf. on Financial
Cryptography and Data Security. Nieuwpoort: Springer, 2018. 325-338. [doi: 10.1007/978-3-662-58820-8 22]

[15] Kalra S, Goel S, Dhawan M, Sharma S. ZEUS: Analyzing safety of smart contracts. In: Proc. of the 2018 Network and Distributed
Systems Security (NDSS) Symp. San Diego, 2018. [doi: 10.14722/ndss.2018.23082]

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo.best.vwh.net/smart.contracts.html
https://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo.best.vwh.net/smart.contracts.html
http://www.jos.org.cn/1000-9825/6150.htm
https://doi.org/10.13328/j.cnki.jos.006150
https://doi.org/10.16383/j.aas.c180586
https://doi.org/10.1016/j.jpdc.2020.08.012
https://doi.org/10.1016/j.jpdc.2020.05.011
http://www.jos.org.cn/1000-9825/5770.htm
http://www.jos.org.cn/1000-9825/5770.htm
https://doi.org/10.13328/j.cnki.jos.005770
https://doi.org/10.1109/ICPADS47876.2019.00126
https://doi.org/10.1109/ICPADS47876.2019.00126
https://doi.org/10.1145/3282308.3282312
https://doi.org/10.1007/978-3-319-70278-0_28
https://doi.org/10.1109/COMPSAC.2018.00025
https://doi.org/10.1007/978-3-662-58387-6_28
http://www.jos.org.cn/1000-9825/5773.htm
https://doi.org/10.13328/j.cnki.jos.005773
https://doi.org/10.1007/978-3-662-58820-8_22
https://doi.org/10.14722/ndss.2018.23082

FRBE 5 T R E A0 R 34k X G PATIEH 7 ik 4703

[16] Hajdu A , Jovanovié D. SOLC-VERIFY: A modular verifier for Solidity smart contracts. In: Proc. of the 11th Int’l Conf. New York:
Springer, 2019. 161-179. [doi: 10.1007/978-3-030-41600-3_11]

[17] Bartoletti M, Galletta L, Murgia M. A minimal core calculus for Solidity contracts. In: Proc. of the 2019 ESORICS Int’l Workshops.
Luxembourg: Springer, 2019. 233-243. [doi: 10.1007/978-3-030-31500-9_15]

[18] Crafa S, Di Pirro M, Zucca E. Is Solidity solid enough? In: Proc. of the 2019 Int’1 Conf. on Financial Cryptography and Data Security. St.
Kitts: Springer, 2019. 138-153. [doi: 10.1007/978-3-030-43725-1_11]

[19] Mavridou A, Laszka A, Stachtiari E, Dubey A. VeriSolid: Correct-by-design smart contracts for Ethereum. In: Proc. of the 23rd Int’l
Conf. on Financial Cryptography and Data Security. St. Kitts: Springer, 2019. 446-465. [doi: 10.1007/978-3-030-32101-7 27]

[20] Wang W, Song JJ, Xu GQ, Li YD, Wang H, Su CH. ContractWard: Automated vulnerability detection models for Ethereum smart
contracts. IEEE Trans. on Network Science and Engineering, 2021, 8(2): 1133—1144. [doi: 10.1109/TNSE.2020.2968505]

[21] Permenev A, Dimitrov D, Tsankov P, Drachsler-Cohen D, Vechev M. VerX: Safety verification of smart contracts. In: Proc. of the 2020
IEEE Symp. on Security and Privacy. San Francisco: IEEE, 2020. 1661-1677. [doi: 10.1109/SP40000.2020.00024]

[22] Chang JL, Gao B, Xiao H, Sun J, Cai Y, Yang ZJ. sCompile: Critical path identification and analysis for smart contracts. In: Proc. of the
21st Int’l Conf. on Formal Engineering Methods. Shenzhen: Springer, 2019. 286-304. [doi: 10.1007/978-3-030-32409-4_18]

[23] EPFL-LARA. Stainless for smart contracts. 2020. https://github.com/epfl-lara/smart

[24] Zhu'Y, Song XX, Xue XB, Qin BH, Liu GW. Smart contract execution system over blockchain based on secure multi-party computation.
Journal of Cryptologic Research, 2019, 6(2): 246257 (in Chinese with English abstract). [doi: 10.13868/j.cnki.jcr.000299]

[25] Lee S, Cho ES. A modified smart contract execution enviroment for safe function calls. In: Proc. of the 43rd IEEE Annual Computer
Software and Applications Conf. (COMPSAC). Milwaukee: IEEE, 2019. 904-907. [doi: 10.1109/COMPSAC.2019.00135]

[26] Cheng R, Zhang F, Kos J, He W, Hynes N, Johnson N, Juels A, Miller A, Song D. Ekiden: A platform for confidentiality-preserving,
trustworthy, and performant smart contracts. In: Proc. of the 2019 IEEE European Symp. on Security and Privacy. Stockholm: IEEE,
2019. 185-200. [doi: 10.1109/EuroSP.2019.00023]

[27] Miiller C. Execution of smart contracts with ARM TrustZone [Ph.D. Thesis]. Bern: University of Bern, 2019.

[28] Spinellis D. Modern debugging: The art of finding a needle in a haystack. Communications of the ACM, 2018, 61(11): 124-134. [doi: 10.
1145/3186278]

[29] Sousa TB, Ferreira HS, Correia FF, Aguiar A. Engineering software for the cloud: Messaging systems and logging. In: Proc. of the 22nd
European Conf. on Pattern Languages of Programs. Irsee: ACM, 2017. 14. [doi: 10.1145/3147704.3147720]

[30] Cui WD, Ge XY, Kasikci B, Niu B, Sharma U, Wang RY, Yun I. REPT: Reverse debugging of failures in deployed software. In: Proc. of
the 13th USENIX Conf. on Operating Systems Design and Implementation. Carlsbad: USENIX Association, 2018. 17-32.

[31] Hoshino S, Arahori Y, Gondow K. STRAB: State recovery using reverse execution at IR level for concurrent programs. In: Proc. of the
36th Annual ACM Symp. on Applied Computing. Online: ACM, 2021. 1532-1541. [doi: 10.1145/3412841.3442028]

[32] Pobee E, Chan WK. AggrePlay: Efficient record and replay of multi-threaded programs. In: Proc. of the 27th ACM Joint Meeting on
European Software Engineering Conf. and Symp. on the Foundations of Software Engineering. Tallinn: ACM, 2019. 567-577. [doi: 10.
1145/3338906.3338959]

[33] Zuo GF, Ma JC, Quinn A, Bhatotia P, Fonseca P, Kasikci B. Execution reconstruction: Harnessing failure reoccurrences for failure
reproduction. In: Proc. of the 42nd ACM SIGPLAN Int’l Conf. on Programming Language Design and Implementation. ACM, 2021.
1155-1170. [doi: 10.1145/3453483.3454101]

[34] Jiang YY, Xu C, Ma XX, Lii J. Approaches to obtaining shared memory dependences for dynamic analysis of concurrent programs: A
survey. Ruan Jian Xue Bao/Journal of Software, 2017, 28(4): 747-763 (in Chinese with English abstract). http://www.jos.org.cn/1000-
9825/5193.htm [doi: 10.13328/j.cnki.jos.005193]

[35] LiCX, Chen S, Zheng LS, Zuo C, Jiang BY, Liang G. RepChain—A permissioned blockchain toolkit implemented by reactive program-
ming. Ruan Jian Xue Bao/Journal of Software, 2019, 30(6): 1670—1680 (in Chinese with English abstract). http://www.jos.org.cn/1000-
9825/5743.htm [doi: 10.13328/j.cnki.jos.005743]

[36] Bartoletti M, Pompianu L. An empirical analysis of smart contracts: Platforms, applications, and design patterns. In: Proc. of the 2017 Int’l
Conf. on Financial Cryptography and Data Security. Sliema: Springer, 2017. 494-509. [doi: 10.1007/978-3-319-70278-0 31]

[37] Liu P, Zhang XY, Tripp O, Zheng YH. Light: Replay via tightly bounded recording. In: Proc. of the 36th ACM SIGPLAN Conf. on
Programming Language Design and Implementation. Portland: ACM, 2015. 55-64. [doi: 10.1145/2737924.2738001]

[38] Mohanty D. R3 Corda for Architects and Developers. Berkeley: Apress, 2019. 49-60. [doi: 10.1007/978-1-4842-4529-3]

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1007/978-3-030-41600-3_11
https://doi.org/10.1007/978-3-030-31500-9_15
https://doi.org/10.1007/978-3-030-43725-1_11
https://doi.org/10.1007/978-3-030-32101-7_27
https://doi.org/10.1109/TNSE.2020.2968505
https://doi.org/10.1109/SP40000.2020.00024
https://doi.org/10.1007/978-3-030-32409-4_18
https://github.com/epfl-lara/smart
https://doi.org/10.13868/j.cnki.jcr.000299
https://doi.org/10.1109/COMPSAC.2019.00135
https://doi.org/10.1109/EuroSP.2019.00023
https://doi.org/10.1145/3186278
https://doi.org/10.1145/3186278
https://doi.org/10.1145/3147704.3147720
https://doi.org/10.1145/3412841.3442028
https://doi.org/10.1145/3338906.3338959
https://doi.org/10.1145/3338906.3338959
https://doi.org/10.1145/3453483.3454101
http://www.jos.org.cn/1000-9825/5193.htm
http://www.jos.org.cn/1000-9825/5193.htm
https://doi.org/10.13328/j.cnki.jos.005193
http://www.jos.org.cn/1000-9825/5743.htm
http://www.jos.org.cn/1000-9825/5743.htm
https://doi.org/10.13328/j.cnki.jos.005743
https://doi.org/10.1007/978-3-319-70278-0_31
https://doi.org/10.1145/2737924.2738001
https://doi.org/10.1007/978-1-4842-4529-3

4704 SR 2023 4% 34 A% 10

B 3055 SO :
[2] B, S0, YIS0, BeBE, ZoAR, TR, X EUEEE UM Zik . BT 4R, 2021, 32(2): 277-299. http:/www.jos.org.cn/1000-9825/
6150.htm [doi: 10.13328/j.cnki.jos.006150]
[3]1 BRBATELE, E0, 3255, ety £ CEK REA 2 200 SO fE. A 3 k2441, 2019, 45(3): 445-457. [doi: 10.16383/j.aas.c180586]
[6] TS, FIM, AR, BT, AR, skh B, B, 2R FE T X R R SR O TR S L i B4, 2019, 30(9):
2620-2635. http://www.jos.org.cn/1000-9825/5770.htm [doi: 10.13328/j.cnki.jos.005770]
[13]  FBESL, MUK, dafd, BRI, AL/N B8 T 2 [ A 78 g 29 M B 20 e 228 D1 32441, 2019, 30(9): 2608-2619. http://
www.jos.org.cn/1000-9825/5773.htm [doi: 10.13328/j.cnki.jos.005773]
[24] R, ARBRIE, B SR, 28 0, XA 56T e 4 2 07 TR SN X HUBE 3 g & A AT R 4. Z T 2%41, 2019, 6(2): 246-257. [doi: 10.
13868/j.cnki.jcr.000299]
[34] ¥4, U, DIRE, B&. SRIVIAEHOME: JE R AR P33 7 T BB R S5k . R AF2# 41, 2017, 28(4): 747-763. hitp:/www.jos.org.
¢n/1000-9825/5193.htm [doi: 10.13328/j.cnki.jos.005193]
[35]  Z=#E0%, BRIVE, A6 eI, e85, #iob o=, R RE. m s VF i BSR4 ——RepChain. $X1F:243R, 2019, 30(6): 1670-1680. http://www.jos.
org.cn/1000-9825/5743.htm [doi: 10.13328/j.cnki.jos.005743]

BRBE(1972—), B3, mn g LRI, BT A
- X B A O 2 P 2R, DX B AR 1
Loy,

o)
vy

EFE(1959—), H, WHIU, LT TGN Bk
TR

FRAE(1989—), Ui, L, TARIT, 25

FER(1961—), B, BIFTL, T EWHFTARA IF
ATHAE, R

BER1972—), T, RN, 32 SR
A X Y.

REE1962—), B, IE R TR, FBE0F 54K
hy DX HUE, TSN .

3

FHEB(1968—), &, mg LI, CCF £k
B, SE SRR STATIE N X B, B i, S i
.

)
Il

'«c

© TEBREEGESIEIFEFDT htp/ www. jos. org. cn



http://www.jos.org.cn/1000-9825/6150.htm
http://www.jos.org.cn/1000-9825/6150.htm
https://doi.org/10.13328/j.cnki.jos.006150
https://doi.org/10.16383/j.aas.c180586
http://www.jos.org.cn/1000-9825/5770.htm
https://doi.org/10.13328/j.cnki.jos.005770
http://www.jos.org.cn/1000-9825/5773.htm
http://www.jos.org.cn/1000-9825/5773.htm
https://doi.org/10.13328/j.cnki.jos.005773
https://doi.org/10.13868/j.cnki.jcr.000299
https://doi.org/10.13868/j.cnki.jcr.000299
http://www.jos.org.cn/1000-9825/5193.htm
http://www.jos.org.cn/1000-9825/5193.htm
https://doi.org/10.13328/j.cnki.jos.005193
http://www.jos.org.cn/1000-9825/5743.htm
http://www.jos.org.cn/1000-9825/5743.htm
https://doi.org/10.13328/j.cnki.jos.005743

	1 区块链交易执行追溯问题
	1.1 区块链交易执行过程
	1.2 区块链交易执行追溯挑战

	2 基于录制重放的区块链交易执行追溯方法
	2.1 方法概述
	2.2 区块链交易执行录制重放机制
	2.3 基于世界状态读写的交易依赖分析方法
	2.4 读写操作记录可验证机制

	3 实　现
	4 实验分析与案例研究
	4.1 性能分析
	4.2 方法对比
	4.3 案例研究
	4.4 小　结

	5 相关工作
	6 总结与展望
	参考文献

