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Abstract: Network measurement is the basis of scenes including network performance monitoring, traffic management, and fault diagnosis,
and in-band network telemetry (INT) has become the focus of network measurement research due to its timeliness, accuracy, and
scalability. With the emergence and development of programmable data planes, many practical INT solutions have been proposed thanks to
their rich information feedback and flexible function deployment. First, this study analyzes the principles and deployment challenges of
typical INT solutions INT and AM-PM. Second, according to the optimization measures and extension of INT, it studies the characteristics
of the optimization mechanism from the aspects of the data collection process and multi-tasking, as well as the feasibility of technology
extension in terms of wireless networks, optical networks, and hybrid networks. Third, in view of the applications of INT in typical
scenes, the characteristics of these INT applications are comparatively investigated from the perspectives of in-network performance
sensing, network-level telemetry systems, traffic scheduling, and fault diagnosis. Finally, a research summary of INT is made, and the
future research directions are predicted.
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DR 00 e X PR R M . IR FE AR 14 W 5 X 8 A 9 () B A, A — R S — 40T (M-D-E)” 4%
PRI rp 45 G F L — R U, 5 00 28 S B il AN T30 2 LA B 25 B v 5 T 7 T 4% B 1 HH L R, A 4%
FURBLAE AN BTG K, 417 58 AN TG0, IR St AE AN BT BRAIG. 94, 2 Bt mh Do A 98 298 25 Gb/s/100 Gbys, H 11 58
FEA 10 Th/sPL 4 B ER =45 2 0, 2021 4EAERECE O IR IX 20.6 ZB, #Et 2 5 4ERIK 3 6 4o T
P e Y 2 BE AL BRI BT ML 45 (0B PP 5 KB . N 36 ANy, b IR 45 i) 9 . AT H 5 0 5 26 1T
PESE T SR AN iy, DT ) 48 0 2 75 S P e th T iy oK. o — U5 T, 1T A7 k] G AR AS e LA R P R A5 T A ik
R R, W4T g AR ok R B e, XSS D AR O T It 7 S e s . BRI 4 AIRAR
) ¢ LA A2 it 0 19X 4 I A HE B 2 sk S ML,

5558 W 2 S B AR R IV 20 22 4R T), IR 2 b 09 26 00 377 5. AR I 2 07 S RO (), G el e AR AT 43 Oy =
M (active measurement). # &) (passive measurement) 58 4l (hybrid measurement) $ AR M. 3= 2h ) &
FEAE I EC AL 9 N 448 5 HEATAH DG i, C 3= 30k ] LU ) 4% 85 7E 1) 8, 1038 J5 %64 Ping. Traceroute.
SR 2 )0 77 28 7 2B A ER 5 M 45 B L 28 U PR I 28 IR B A S A AT ], B AN 56 A AR 3R X 4% 1) B S 1R 4.
BEAR, ST IN BRI B Y 45t i, S = A B R Y 28 o TR . T B e AR e sk S 4y
BT IR 286 Py ATt F AT 43 2000 e 25 51, 6 I T B e B (5 FH o 1 3% e, 1R 7 K 9 NetFlow. sFlow. IPFIX.
SR 52 B AZ MU BE-5 0 26 5 100 BRI, 1 2l it 7 RIS B S A MWL D B AR G Wb BE R, LR
SV B B TSR 2 AT T 0T et 281 i 1y I FH A e e LI, % 53 4% I 8% 1) 43 A 5 P SR I s R . TR R T
ZAEH 305 s sh R v, CUIELS X BRI R0 s bR, Bt e LM% (software-defined network,
SDN) 1t B A 15 P90 250 5 Al 40 A BEL A b PT . SDIN CRE O ST T -5 428 o1 - T A, S T o A 4D ) 485 42 il R R T
TR AL RN, R, 76 30 a2 S48 MR AT A 3EAT 7 B9 T4 B 4R 1 SDN 4 rb g 42 shil P i B 17
PRk, T HACE i T Ae A B, A LA SSEETI S T RE. DRIk b3 £ 2 0 465 0 £ 45 AR S B 56 A A2 LA A 19 28

feid 2 JUEE R, T gnFEEEE 1 (programmable data plane, PDP)® ) H B Ay (9 2% 32l (network telemetry) J5 5
PRALAIF BT ). ) % 2 ) o A ST S A S I 245 R I 1 B4k I R PDP A VR i 1 T AT 4 Rt 11 Ak 20 40 40 4,
HEF PAMI T G A POFPV i PDP 1 4 B Bt 4. PDP AoV 5 Il 08 A B AE R U7 ) B2 46 P9 IR A, X A8
T A BT T S B R 2 0 ok T B, DRI e P A 4% 3 ) (in-band network telemetry, INT) AR B T Tk S
R AR T2 0. AR T 4% G W 2 I s B AR, A P9 2 38 K S i R S g Ml s 45 &, B ki
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B AT e U,
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TR R 5y 485 R H A it U128 L B B AR IR TR R A ke, Mk SR T AR 22 G053 Pk 1l E HE AL
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export data) F3CSOFR A A5 7 BE, BEAY INT 45 S0 BA50dl 6 5 R i M 28 510 4 IS B INT Je 8l o B 4 Rk 3
WSR2 50, PRI TG 48 Beed 40, INT-MX (INT eMbed instruct(X)ions) #a0H5 INT 454 ABE A1, INT 5 AR
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P s BRI A S TTRY . S PRI R . T INT-MD, B 4098547 (10 28 D0 A5 bt 5 190 2% kR
TEIHE A H 38 I n, BT M4 MTU BRI, INT-MD 1] g4 HH EREC 0,38 4% 25 50 A 2 1) 0] 58 777 INT-XD #i
INT-MX B 2l 38 B0 R B8 245, BRI ARAEZE INT-MD T I 0 _E 3 fi) S50 1717 Lo s s o AR 0 256 3 B4 £,
FUTEAE T KOG FFAC B, DR S I B i AR K P RS, 8 I S 5 R 3 — N B AT A 5, INT
5 i A 1 BB ORI N, AT S 30 58 A B . BB AR, AHEL T INT-XD, INT-MX 1 INT-MD g $504 6 4% 717
BG4, PRI 2% 5y 1A S 6t 52, Bl % S S Sy RGO, J5 SCHh BRAE WA B, INT 354K INT-MD.

INT FRAESCRE ST 35 S8 . W Pond % LA INTT 43 S0k 3 25 1 U Y, AR T 980 U 3 s B 7 . PR
N TS SRR I, — e LUASRAH AR 7 0SB T INT AL

Kim 25 A UYZE 2015 4R R R TE8 1 AN INT JRBISEIL. % 5B A A P4 T8 &5 2R AR bl 15 B0 24K P4 A8
B LG AR 0 2%, RN A LS T SEBL INT 32410 P4 FEIF. o INT N ), 76 F 303t 2 o
TR, MG R INT WSS HABNFI BE, AT 2 Wi i 4 330 HTTP B SE Q08 11 Js [R].

Tu %5 NI T P4 S2HL T INT B 46 INT bruE 6k I, Ve A UDP B34, IF 352 X T 4 7B H N
P15 305 FiE SO INT 3 115, ARRZ B A0 INT $odi 4, i1 208 H 13 15 /A7 76 INT 3k original dest
port B O FBUbRINIZ INT AU 4 Mk 45 H0H 40 s A €0, INTT g 35 SO0 BRI0EE (0.5 & 51 ONOS 4l #52k
ATA0HT, T 2% Hdi A0 BEAT IE H 55 5, INT Len 7-Bic 3% INT Sk M2 3% MG (0 8K . o 7 S2B0 INT 44518 4, 2
it PA A HHLINE, FEIFAE AT B T S 0. 280, 78 N 1 ICC AT 20 2 A A e A e WL 75 S 1 25 i 49 1 4k
FTHEICARAE, 78 Hh CTUCCAT 2 2 hARHE AT INT 55 AR I e A & INT i b HEZ 4. S5k % ] ONOS
141 CPU FIFH 2 5 W86 INT ALEURIE e, CPU I F S A0 55 FF44 2 INT JCHUBERY F (1 R 2.

B3 T P4, —25 T/EM T4 J& Open vSwitch (OVS) 5238 T INT M. Gulenko 25 A P'7E OVS 83 INT ()
Rt S OV'S (K P RZ R 7 45 IR e AT S 45 INTT 52 SR 25 PR AR 249 N\ I B 5 A ), S HebLts
INT 238 Qe 1) 28 23 i 281012 55090 £ OpenFlow i s I T 22 I INT AHSCHIIN, Hidfs 40 26l it e i
JNINT bric; 76 H 6 O, A INT bRic MR AR INT Skl T, 285 KA R ) INT JCHR O INT sk, S256:
IR Al & int_transit [N, CPU FF44 208 ATt /i % int_transit, PAZBEEY CPU FF4529°4 0.3% (1 Mb/s) il
1% (100 Mb/s), CPU JF4 51 ) ik g W& PR C &R

Tang % A\ PUHRLY i OVS S2BL T POF, MMM SEHL 13247 I al gm0 INT J5 % Sel-INT. 4 T 7 Ji2 OVS SZHL
POF, fEF it OVS —Jt4l<offset, length>SZFIIE T (K 54l AT, IEHR4E POF ShETE & X OVS BIEZ. A T
7 OVS-POF [SEHL INT, /E# I e P41 2 5B INT ki A\, FIH POF SfE & X INT #-484E. tbAMEE R OVS
(16 B3R A A e A A o SRR R W SR SR AR T 20%, Sel-INT 7R o0 1A i B R T 11.2%.
1.2 AM-PM

Tty g 438 77 & AM-PM (alternate marking performance measurement)™>>". AM-PM & —Ff i il
7V, T U A A S I 12 Ao BV AT I e e e B R A W REFNEL ). AR B L. s AT
TG W AERG . 38 LRSI HRBUAL I R 35 A T T R 2%

AM-PM 5 250 P9 35 A Jir B2 K 0 0 43 B, A 05 20 UK ) — 90 R e ) B A AT 5, Sl SR
AR 22 A 3RAF FAH. h T TR 5 5 00 p5O6F [ Gt S B R U, AM-PM S [i] 3t et e A T A 45 A i AR ]
B, AHARUR B AT AN R B, S i OB A T A REDAE S, IR OR T Bk AR LA ) U A R et — S0, aX A 7
VR RRAC Gty T Y IR A A S, AM-PM RS ST RS 1 A s S I A

AM-PM 5 BRI G () 56 AR 5 7002 4% 152 4% 40 I SR [F)— WAL b BB 1 N B0 A 30 12k 1 I T, s ) 2 D I
BT VERR O BRRIC T VR, O T PR S O HEAR 1, SRR IC VR R A B A I T [R] D, DL R R B A A AL
N T AR 2 A L P B ABURRYE 3 DR mT U R R R PSS I A PR T VRN TR R L e
A, VR, e/ PN E GG B AR SRR IC 7 VA SE A A 0 RUC v T USRI S 2 A5 R, 1T
HO ZAFEL P B, SbRIe VAN S 1 b 5 AR IE AR, T mEn s By 56 2 SRFRicH TN i fn
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I, BART R Al — AL 6, 8% 0 4 18 6 i Si L B2 1 ), ) FH A R B0 0 0 AN ) a8 6 14D N i) Ak
AT HHE LI GE (R V5. 258 2 28R c AT ] DASRAT K SN SR, Fh 7 3 o L) IR S AR 1 AT AN e K

Riesenberg 25 N\ PUFEHL T H 1520 AM-PM () IR 18] 52 FH AT J7795. 127 9 AL R G R 400308 ~F 1 9 > #4 J5E
ST T SEBL AM-PM Il (4 A, FETE P4 Al Marvell A2 HeHLE A E5E e T RSN, SEIG A0 3 I AM-PM H 4E
MR ZEART 100 ns, ZAMF R %/ T 0.0001%.
1.3 Sk

INT F1 AM-PM J2 P92 5 (05 O 8330 73k INT B BT L P B IR A, B % 00 ok F ey, IR 2
YOS A 28 BT PO R R o5, INTT (R ST, DU SR P40 H 2 INT 2R 38 I B3 (485 7 3 W 418 4 R B8 )
Bl A5 5, o7 e PR L m. eAh, X LT R T LURIUSE T P4 (1 INT SEBUAHGS fRf 5. 302 P4 (W8 URIERE S
S PMUTE SR & oSS o5 O, SRSt INT FIWFST5 N K 2 36T P4 BEHAT. 55 INT A EL, AM-PM (93 5
FIRT R, DU FRRG R, 0 W 4w, SEIUVRRE AR 5. 1T H AM-PM G T ARSI G0 i N B, o A 9 R R
b RS2 BT R R, AM-PM ] BB 6 SACH Z L B ERELS), I AT B, AS BRI 1 4%
PR A B E S 4

¢ 2 56 P I g ) 1) SRR SR AT T ARG L, G RRREIN SR L REIIRIRE . A SRS PRSIy
2. A BE TR HR I 5 LN FRBIA I I 208 5 o5 P, A 58 T AR K /N T B2 5 W37 2 F T TR RN B FH ki . T AM-
PM H TR 5 Ml 45 i B0 Sk 3001 1 B 2 2 AT AR, TEAUR A S A EE, Kt AM-PM 11745 98 FF 48 3L A N
%, AM-PM EATRAK I 7 55 P4, X INT, U BRSNSk (19 INT Sk by 8 779, ANEMAE Y 4 7795, th T INT 2R
SRR B, AT T FE A ERE DU 7 SR BRI B e M 3 A BUES LI 5 RS st A 48, A A B 0 B D
M08 T INT il (FEBCRAE 1 MBI, 3X T T 1000 F 5 8R40 2.8%, RILAE 58 FF44 n] mhik 2.8%. 1 H.Afs
B T o 5 300 00 75 SR ) 189 T e M K T Sel-INT 7E INT i b, 3B 4A 24 (10 SRR 5 IR T i3k 80% LA L1
i i T4,

2l S RE D SR R SEELR X EE

i TR AL AhLE R I SRAETT4Y TP &
Kim% A INT N = =1 P4
Tuf A INT v [ i P4
Gulenko®5 A\ 2 INT ~ =2 =2 ¥ J&Open vSwitch
Sel-INTP" INT N % =) POF+J" J#£Open vSwitch
Riesenberg A\ AM-PM x WAk 5] P4

WA RGOS VR T4 -5 38 I B A0 3 B o p 1 B U, Rk o 77 HERR 0 4 B 1) S0, SR T 58 U
WA 7 ZR 45 B I T A 4 B 2 0 530 T o8 PO U I RS SR AR T A Y8 T AT SCRE M R A L PR SR AR
FEES R e DR 2 BB WU 3 SR Rl A Uy 20 25 JEU 2R S i 14 3 A o A 2 4 R vk sl e 42 07 =Rk AT A4k, TR B a ey
G BAT e SR AR TR, 45 Tu 25 A PR, BL IntMon' AR 2% R T4k Wi #28 R G R A FF4Y (UL CPU M=
D) 11k 9.71% B Kpps, REF AL TT 5 INTCollector 4 0.00646% % Kpps.

T PR D0 2% DR A D) P SR D TR S Y R RN A 0 W 5 o ) 5% S P g S, FE) R
REMIF IR B e T 2N RS RE 7. BT 240 48 PR3 1) &2 28 VEAR 2 RE I, 150 T3 A2 SR 1R 5 P 0 4% 8 1
7 FBA—ENPkE.

(1) B, 2 INT HUEH, B6 0B BCRE M4 LS AS LIRS S, 38 04500 i N\ S .o 1 4%
R BITE N ZR G0, RS AL BB R 1 52 I 110 SR 4 9 2% P S0DR A, AR T B TP 48 AL 5 s B IR B, JRf INT #L
TRIAMEL S I 19 48 5 FEB AN X4 1 4 PR R F8Y, AEAEd e 2k ). 1Mo B INT Sk O BUBR, 3500 58 i i) Al
IS FH 2k B 52 S5 0 B2 A, o S B ) 44 P A 7 LIS AT 22 B 44T 55, N [ FR) 0 444 45 o A 475 JEL 1 7 SRR
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P 6% 37 S5 RSB INT (94 406 R0 w5 S 2 000 2 [ T 2. R b, AR AN SRR INT (A% 45 0 405 152 4% R SCHF INT F9
R IEAE W L R, U] AT RE AR BE INT MLAR R A0 38 12 75 22 h8 1 ) .

2 HAMZEMNRILSHT R

HIXS T AM-PM, INT R0 5 5 4 22 4%, SR LS 5004 2%, B LA H AR 2 H0l 3 9 45 38 AL 5 9 i
WFFTERXT INT WFFT. 78 INT HEZE T, SRS Eodls G A mT LAHEAT INT SKadEA7 38 I, iy LA 0 D48 7T LICR 4 2 ol 228 1)
R B SRV XA AT INT ZRAG 1 AI0RE A = o 1, (ER A R AN BRI, INT R i REI 2 (10 199 2% 7 98 AN Dl 2R 48 9%
AL, T ELBE A 9 2 KSR S 1 K UK T AR, INT B 0) 45 42 I 45 Ve v S LA R o) 5, JX A4
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INT 405 ¥ th 642 B4 INT Y s AR RS L, WA 1 4% 1R U 5500, S 4 JE. Pl INT 080 A0 15 5 5k
INT 17 5 B R BRI RS LB IX TR L INT 53X 6 0517 RUCR A 09 468 PR 3 S IR A, AR 1T B o Y 44 A 5 2 i
(UK, INT K BRI 56 T84, 10 ELFT 8 I A INT Skebs 500 370 ¢ f e 1) RS 2 fig ), 5 — i, 3830 &
ST ALK INT s Bt 2 RS RIAT 9 ) 18K It 2 18 o U7, DA I3 ) 2 8 1 3 0 3R 45 (30, R gy e k.
ot A1 P 19 28 TR DA AE IR IR B, V22 23 ARIR]Z I A P s N I s i@ AR A 7 28, il 2 R, F2 i)
I3 N G AR I . SRAEHLE] . it A PR 4l A k.
2,11 MG Al R 1E

TEL ML INT AEZLR, INT 15 SO INT $5 A AR IS ST 3 A2 INT 0di 0, INT 15795 si 4250 INT 2l
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HONFH 5 Ry S0 W 45 v S R IR A, T LATBEA A 7 I % A T (000 5 B AR VARG AN K. DR b — 2835 Py 4 5% 2o
RIDEA R A TSR A 5 A 1 25N R A 5 42 9 8¢ = -

Tu 25 A PO TF B T st INT Wtk 28 INTCollector. INTCollector #5 Wtk [ INT 4 15 /50 INT 4R 75 I3
BB A, AR IG5 b U0z DR X6 b M ST i 75 & A 9 46 . 2 R A 48 I, INTCollector fRA7AH G
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