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Abstract: Malware similarity comparison is one of the basic works in malware analysis and detection. Presently,
most similarity comparison methods treat malware as CFG, or behavior sequences. Malware writers use obfuscation,
packers and other means of technique to confuse traditional similarity comparison methods. This paper proposes a
new approach in identifyling the similarities between malware samples, which rely on control dependence and data
dependence. First, the dynamic taint analysis is performed to obtain control dependence relations and data
dependence relations. Next, a control dependence graph and data dependence graph are constructed. Similarity
information is obtained by comparing these two types of graph. In order to take full advantage of the inherent
behavior of malicious codes and to increase the accuracy of comparison and anti-jamming capability, the loops are
recued and the rubbish is removed by means of the dependence graph pre-processing, which reduces the complexity
of the similarity comparison algorithm and improves the performance of the algorithm. The proposed prototype
system has been applied to wild malware collections. The results show that the accuracy of the method and
comparison capabilities all have an obvious advantage.
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1: char fhuff[512]; 1:  char fhuff[128];
2 ... 2: ...
3: fh = InternetOpentUrl(internetHandle, dl.url, NULL, 0, 0, 0); 3: f = CreateFile(dl.dest, GENERIC_WRITE, O, NULL, CREATE_ALWAYS, 0, 0];
4: if (fh !'= NULL}{ 4: hFileMapping=CreateFileMapping (f,NULL, PAGE _READWRITE,O,O,NULL):
5: f = CreateFile(dl.dest, GENERIC_WRITE, 0, NULL, CREATE_ALWAYS, 0, 0Oj; 5: pCurrentPointer=MapViewOfFile (hFileMapping, FILE_MAP_WRITE,D,0,0);
3 if (£ < (HANDLE)1){ 6: temp=CreateFile("C:\\test.txt",GENERIC_READ,0,
7 return 0; OPEN_EXISTING,FILE ATTRIBUTE NORMAL,O];
] 3 7: if (£ < (HANDLE]1}{
9: total = 1; &: return 0;
10:  start = GecTickCounti): 9: jelse{
11:  doi 10: 1fh = InternetOpenUrl{internetHandle, dl.url, NULL, 0, O, 0Oi;
12: mewset (fhuff, 0, sizeofifbuff)): 11: if (£h == NULL){
13: InternetReadFile (fh, fbuff, sizeof (fhuff), &r); 12:  return 0;
14: WriteFile(f, fhuff, r, &d, NULL): 13: 3
15: total = total + r: 14: total = 1;
16: if (dl.update !'= 1] 15: start = GetTickCount():
17: sprintf (threadbescriptions[dl. threadnwn] 16: do{
"file download (%3 - %dkb transferred)”, dl.url, total / 1024); 17:  ReadFile (fh, fhuff,sizeot (fhuff),sr);
18: else 18: memset(fbuff, 0, sizeof [fhuff}):
19: sprintf (threadbescriptions[dl. threadnun] , 18:  InternecReadFile(fh, fhuff, sizeof(fbuff), &r);
"update (%3 - %dkb transferred)”, dl.url, total / 1024): 20:  memcpyipCurrentPointer,fbuff,r):
20: 3 while (r > 0); 21:  pCurrentPointer={void*] ({DUORD) pCurrentPointer+r);
21: speed = total / (((GetTickCount() - start) / 1000) + 1): zz: total = total + r:
22:  CloseHandle(f); 23:  if (dl.update == 1)
231} 24: sprintf{threadbescriptions[dl.threadnum] ,
rupdate (5 - %dkb transferred)”, dl.url, toval / 1024);
25:  else
z6: sprintfthreadbescriprions[dl. chreadnum] ,
"file download (%3 - %dkb transferred)”, dl.url, total / 1024);
27:  }while(r>0);
28: speed = total / ((iGetTickCount() - start) ¢ 1000} + 1):
29:  CloseHandle (£];
30:}

(@ (b)

Fig.1 SDBot code
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CreateFile 4 ;
GetTickCount
InternetReadFile

WriteFile

e

CloseHandle
<« Data dependency
(® (b)

Fig.2 SDBot system call sequence and dependence graph
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Jype={Internet,File}
CountFile=3

Countlinternet=2

Type={Internet,File}
CountFile=3
Countlinternet=2

«—— Datadependency +---- Control dependency \ /‘ Junk call Equal call

Fig.3 Pre-Processing procedure
K3 skl i

T 4, FA] 25 S AR L e iR B B T R MAREE A% B 5 A O AN ARRS T e (R T AR AL
R LI H T T v SRR AT AT AL B BT T AR AR B I AR R AT R RGURE SR 5 G 2K
P B A — AN T T 5 40 78 YRR 2 17 A DA TR ) B2 3R 3 Y 1 D7 VA AN [, RATT AR 4l 2% ARG AT A )38 4 58 R kAT )
ESE TG RN LR TS RN 1, 354 | ST B RS0 use[l], 374 | € B &
1 def[I], 5045 & SR A 11 2R £ 8 & OutputFunction. i R —31"e L f# 13 use[l']e Taint F1 def[I']e OutputFunction [F]
I 2 B A2 L BT DI T SRt 0 s 202 1 3 R P, mo A b I 5 A 3 1 T R O A R SR T T
AT g2 N T LA ZR G ) T AN B IO s G ORI, T A2 TS TR I R T ALY A U0 SR N B
27 R 5 AN RO ) R R N R A R AR R BB T 2, MK R AT R RN R A SR AR e AN AR
(R 3L Fig 1) 0 A 75T A R R T R U)o 2 ] DA AR R P R S A4 i e v T B A N R I N, AT
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e TN 47 A0 R Pl AR AT 0 el DR R — 30, R 24 7 4 0 it T vl DIk 5 S, 5 T T R 40 i 0 - U B A
MR P Hh PRI R A

FLRh T T B A ER R A0 S8 1 4 3 L R 0 R 9 T e, FRAT VAT A0 A A sk 2L A b, R AT D o Bl AT i A
149 73 52 33 S0 4 A T HP TR 3% 829 A A R FH SCHR[L3] R 1928 F DI B 1 43 W 5 v R B, 6 75 1B 47 4 ik 1)
g A0 (075 5 AE S T 8 LA SO P AE BEAT IR AR 2 15 A ), BT 13k B R A 48 B A 1 (R 4 AR AT 9 RS
FA SR LA 6 B — 4 FR Al Sk T v R EVU 5 B TaintEdge={TaintAddress, TaintLength}, 341 15 1% 45
AR AN 25 Pri(ly) 2L HN

W HRAEIR LoopAcL,3l,eLoopA 3 H. use[l,] e Taint, [ i

Pri(l,). TaintAddress+Pri(l,). TaintLength=I,. TaintAddress

AL AN T 2075 A R R AR LA BR 0 Re HEAT . bl TR X O PR AT I SR AR AR [R), FRATVKE V5 B AR G IR A — A
IV RN W T

|, eLoopA

(TaintAddress g, » "~ |, TaintLength).

RGN AT T4 AT R e SR A AR R ROF A [R] o6 04 B [ 1 B e AH [F 1047 0 7
G 1 F i CreateFileMapping 1 MapViewOfFile £ #t ReadFile. ly T %5 B 20 47 72 81 R (0 T30, 3l
F LR T EMAT NP IVES LR G 0 BRI TR 04T 8 )7 9, IR B 3L v 5 — R B i 287 41 I
AR AE S T v A 1 VA RS B B HL(DFA) UL BCAT A 7 41 A AR B 2R 1) v s AR B i AR AT B B WL 2L 58
FSCRER I, AR B B8R R 03 TR AN e B R & h 4R 4 — R R 1) S g e

ZJa VO 24 YR R . 20 IR R EOR I D T A B AR AT 4. B T H AT IRC P ST AR A B
AR TR (10 2 9 3 4 Dh D14 A 7 B T R PP A A7 A 3 2 W B P U I AT R N 540 114 20 IR B8 B, 1%
FyhoE T AR AT b 2848 70 AQRH (0 A8 T A 20 12 v BRr AR e, DALt TR 43 VR iR 506t T % 2 AT B AR ABL 1 L
EERNAT o BT A0 B AT B T 4 VIR R AR A A A R % ¥ B A R OK R A R AR B R R SR L O
BAEHEAPAT I T P A 0 ) 28 i v R N RN E S AT R A R R G 465 DealString={strcmp,
strnecmp,strepy, strtok,... } UL BIE y, W AKX T P 4575 5 Toee 19 RUESAE LI AR S R T y 1OV RUAL AT A
FeaU L, 0, by el FEEL e DealString, MDA A 12748 53 R4 ) A8 Pl Ay 3 IR ey 40P 2 ARG 1] A2 R P L=
B BRI, L 328 40 AR AL T A8 R B0 8 AH DL B B P AR e AT LR By ATARYE £ 58, mT A T
At 7 3%, B0 PN R0 4 10 5 000 EAT V0 B A AT 20 M b B y BB b 5.

35 HESLAT A B AT R 50 3R A5 5 R R S0 U () R R R AT O RS FRAT TR R e bR H o g SCA S A
o PZ ., HEFRIX 4 REAE IR T A EE s 1) Type F1 Countype #18 A 2. M4 Sl 48 3R Z0H0 A0 8 Fr) N
VR T 46 30 [, 23 AT U 100 210 00795 050, T SR i 4005 5, D)k 455 3 7 2 88 S5 74 A, DU H BB 1 i 2 2R 0 12 o B
TEMZEAAR S Type e 3% 4, 7] B 384 0 5% 7 1228 ek 25000 FH /N 3001 Countyype 2. — 1 31 TG 15 sl AR 3 g 56 %
ik

25 3 A6 P T Ak BRI R BAT] 2o B T b RS R AR AR IR, A R T B R A T R AT R L R —
0 AR A JER S PR 42 S ARG 1 AR B304 R ST LA S AT O e JR A5 L T R R T MO O & IR AR LM PR L 3R

3.3 RIS

A5 P A 98 01 PR AABLAE: L A B0 A i L BT PO AR T L A7 R I el e v 7 0, A 4 1 R A B B LSRR 2 T
AT A 8 BRI 22 S ANAT Dy Z 1) BRI AR A 95 25 s LR R, S P v

BEOF A ) R AR SO T RE T R MRS R AR AL BT 1 A O AR R T AR R AT e B R 5 R AR
ST R P (1 LB R, 7 41 v A TR ) ) IS AR AU 52 2% R A% BB R B o0 T ) SR AR IR B A 2y D 7
A R 7 IR BR B R AR R AT 8 58 22 S K/ A SR AR B LA S e T AR e A ER G R R
FAH 1R 2R G008 A Dy HLAE A A AT 3 U Ll A
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VA REA = A B TR AR K B2 B 23 91 9 {C, D I FI{C, DL} 30T 1 2 EL e 45 ik ast Rl 42 & € Fl Co 3R )5
Pl A5 O AR08 16 62 Dy A D 478 G 151 432 45 1 L A8 4 DAy 95 200 s s 00 1) 1 B A0 WL 0 L 52 4 4 A0l 1 1
AEABLYE: ARG 1] T 265 G (0 f e A T P e A0 ) 2 5 3R 7R 43 VR i B DA B A B2 TR AT Ay e B 22 S () K /N SR 5
BRI, 43 9 A5 43 IR B B0k 8 AN T 43 IR 6 B0hR TC R R B0 4 AR R B AT 43 R B AR O], T g S HEAT B R TR
IR B HObR T I O B, AT 5 SUAF S ABS(Type[G'1-Type[G"]), 2 % 9 /4 B v 4T A 2 AL ) % 41, ABS(Countyype
[G']-Countyp[G"]) 2 7~ P A~ B v [l 847 by 333 1) ZE (.31 ST 4T G'eCy & G"eC, [¥] ABS(Type[G'T-Type[G"])4T
N ZEAR, FE ARG AT O ZE A5 /S B R HE B B 7. 4 B AN i ABS(Type[G']1-Type[G"1) #H [ i, Jul AR 4fx
ABS(Countype[G'T-Countyype[G"1) FFIEL A /N B K HE T L 558 0 1 e Jeb A R UIF S35 2 248 368 JX v 0308 P 28 B 0 A 4
5 P ot /0N B A PR R AT B A TR ke, oA e B s s 0 At P A A P ) B AN 11 5 Entry D2 AL T A
V5 5 AL R PR R 2 T BRI R T %0 P AN IR Entry =1 A0 24 R AH ) 10 R R 78 LN 11 U ) )i
DA ET i O 62 3ot U b 385 7y 4 34 4 8 Eb e A DL L 0 o A0 Bl B 0 g 2 0 R R LYY P R . 2
Ng €Gy Ng €G, H H Ng = Ng I WERAFAE N'eGy,N"e Gy, N'Al N" #2515 5 HLAR A 7] (¥ 3 S A [] I
HERE Ng A N'LLRZERE N AN R34 1) it 3 s 2 A 32, 00 NP NS5 8 L p oAy — AN i R 0L i R
BE N N R FOUHT s, JU B B A R ALY A 2 P S0 e N S A e, DR [P N7 b 15 1 N
Wi 3 Ng, 3, B85 2 AE I BT G A AR K I NP A AN A, K 5 NPAREE F) P A1 4 TS
MBI ES NEAT L8 A0 LU sV 0 Ji5  FRAT TR P AN 9 s #8bmac 2 visited, A2 i 1R &6 0 9 i b kg s 1A
b3 5 R0 5 SLAREE AR visited [T R EAT L i RS AN SR (K T A Y SR visited U2 A 04 38
VATE B 58 B3R [F] b — 24T . BRATT R B A AT B3 Counteqy, WTUEIRAS FIHEUR 0,55 2475 B 10 2540 1 I,
THECAR R0 L. A28 SRR P ARABLE LU A B i 4 1 4 A o He b — AN B B0 i A 1 BT B A 4 visited . 42 il 446t 4]
£E C IIREE WA 2 b — AR AR LR I A~ 40k 0.

S AR P ) Bl DA (4 3 IR bR 005 U 4 AR R AR AL A5 IRRAT D e B A B o i S AT 5 AR
o0 Pl LA AL, A% R 43 S T L I 0 B (R AR UL Ll e 92D B s s B T bR A o 3 ML Se g st b
1) 52 5 IR BRSO G P BICHT 00 1), L vk 2 5 0 DG T 45 ) 40 3t PR DG 1) 800 40 it P, e s B 20 8 4 ) 250 44K gt
P T I T A 0 Pl v 1 e b e, 5 5 9 YR R BSORE G AR L G 5 o 0 58 1) A DX 50 A4 el 1 R BRATT R 4K
P PR A e s T RO T T 2R 4 R kAR s A0 SRR T 1 R e TR R R o S A ] v A R

DU %o I 18 8040 A4 ) L AT o v 1) B A 00 508 05 T b, T LA 00 v 110 00 506 400 80 4 ) 00t A4 i ] ) A 4 44 i ]
Z VB IAT by 28 B ZE(ELAOAT by 5008 ZE 48, A /S B K EAT EE 8 00 40000 Bl ) ARV B R0V R 7 2 EE RN T
Entry AH[R], 1T 5 BB Entry Sh 2450579 5,3 B 24 5075 0% 8 1075 f0 3 A b AT BUER . 200 40O &1 5 1 45 ) 2
JrikEN:# Ng € G, Ng, €G, JF H Ng = Ng I UERAFAE N'eGy,N"e Gy, Nl N7 HH [ 1) 8 48 1 1, [ 38 4
N, ATN"LLRZIE S N, ATNFR I [ A HH 32 B A] 2 AN 320, D0 NRIT NS4 a0 K p A3 a5 AR i A visited, I LAIX Y
AN R R R 3 T M B A G T A A 1 Al visited 1 L FRATT RIRE BB T RO ORI AR A 1 AR A TE B0
Counteqy. 45 PIAN B A — N [T A 19 i #8417 Il 281, B i 0 50 0 A 1) B =24 i i At T ) 22 K T4
5 7 S L AT, DU AR A4 ) 11 L 682 5 R BOHR MR IR - LU e B 4% A 2 L b — AN R AR R AN 5 0.
AR Pl PR AR BB SV E A G T
Require: Cacluate All Match Nodes and Edges
Ensure: C+J && D=
While (LeftGraphCount(C,)=d) && (LeftGraphCount(C,)=J) do
If GetDispatchFunction()==true then
Csource<—Dispatchsgyree; //Compare dispatch Function
Cest<—Dispatchges;
CompareWithVirtualNode(Csources Caest);
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MarkCompared(Csources Caest);
end if
for Min(ABS(|Csourcel—|Cuest])) 10 Max(ABS(|Csourcel—|Caest])) dO
if HasVirtualNode()==true && !Compared(Csource) && !Compared(Cges) then
CompareWithVirtualNode(Csource: Caest); //Compare Left Graphs
MarkCompared(Csources Caest);
else
CompareFromEntry(Csource, Caest);
MarkCompared(Csource: Caest)
end if
end for
end while
while (LeftGraphCount(D,)#J) && (LeftGraphCount(D,)#J) do
if GetDispatchFunction()==true then
Dsource¢—DispatchDataDependencyGraphsource; /ICompare Dispatch Function
Dgest¢—DispatchDataDependencyGraphges;
CompareFromDispatch(Dsoyrces Ddest);
MarkCompared(Dsource; Dest);
else if HasRelativeControlDependencyGraph()==true then
GetRelativeDataDependencyGraph(Dsource, Dest);
CompareFromEntry(Dsource; Dest);
MarkCompared(Dsource: Dest);
else
for Min(ABS(|Dsourcel—|Dest])) 10 Max(ABS(|Dsourcel—|Dest])) do
CompareFromEntry(Dsoyrce;Ddest);
MarkCompared(Dsources Dest);
end for
end if
end while
TEAF AR Ll A B8040 v, FRAT A A AL L 2688 PR T3 26 49 2% A Ve [l 1 A6 2 7R 24 MN(ABS|Coourcel—|Coestl)
H1 Max(ABS(|Csourcel—|Coaestl)) AHABAE LA il H F) 45 L I 93N A (R AT A9t A7 £ R A 7] 428 1 4R S 2% R 8030 A0 st
KA HAIOC R B FN ECA). 2387 A G mT DASE ek b A 4t SR PR VR0 K3 AR 1R AT A 6 s A Al 5 AR 22
o 5 S AR P e A1 B IR B A 9 R A T 2 5 S R I 7R ARARL P bl A o R 1) R PR S AR A 43 IR BR AR AT
W i 5 SRR, AT DA D B AR S BB 20 B R B RIVARE T o et 4 o Bk AL

4 KIirfs

4.1 REGHHA

BB AR B) A 43077 & Wookon (5l % v R SE L T R A R 48 Wookon & — & 2T R (A 0L 43
QEMUISIFE R ARG /3 MT 7 3, ITE 3L I8 AT XP 445 R G I SRIGH LA AT (0 3l 435 B B0 R 4 iy 2 T
TEE A LK TR R FUAAT R 5% . 4825 APL X BT v i AL 5 5 1 S R0 AH L bU A 5 1 8 46 22 N B Ee 2] i, T3 1k
BRI 4 FiR AP R T RN CPUMEIN T H F iR B Mt R 1 4R 4 32 L CPU F A7 as 248 AT R T
JERLAAE N T 527 A7 T 0 - 008 13205 40 B 8 A g R s 0 8 S IR 40 A CPUL AR s

7

CHAEFFTET  https/ www. jos. org. cn
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P4k 51 R AR A V5 mAL 3% 51 BER AR 2 BT 5 BT HT9 A RR 2[R0 b 2 7 e MM P AR UL Bl 5]
T AR P B 1 BRAF AR AR 2 T ) 22 57 O L 4 R

Windows system

Shadow Instruction Hardware
Emulated CPU memory parse emulator
Emu CPU Memory API
monitor monitor interception
Taint analysis ‘ Behavior
record

Dependency graph construction

2
Pre-Processing of —  Similarity comparison
dependency graphs

Linux operation system ]

Fig.4 Structure of prototype system
K4 R ARG

T IRB T B AR, AR Wookon REEFEAT T i, LI T HERE N . REHFHEAE. IR A T TG
RAERRGIE.

i1 CR3 %5 A7 # A& ME A5 04 LR W B0 M hl 75 77 4% o BT A 1A LA o — 2, Bl 14 B2 () CR3 %5 A7 28 SE I
ERE (0 SO R AR IE.

T 4 BT 2R 4 B B N 1 b ik S B R 40 22 4 Wookon FR 4 7 ERE B N2 B R R S0, A R i #
AT R R S A B B3R B AEARED HAAT R LR BL CPU 4 AT EIP FH R B0 51 R (N D Rl a1k
ST 2 15 2 R G0 VA L, DU AR R 1 2 B0 % VE AN X R AN R S AT AT T, LA R 1 R 1
EAE.

T HE I W I D 5D AT SRR 5, B AT TAE Wookon RGN N T B RS D bR AR % An A
A TR A0 25 SRR A H AN 56 i R 8L CPU (1 52D .

H T ATV AR AT RN AR T T WAF T WAL N ARIR S B BT i 1 X 3 A 45
TR R 9 A7 S (R SCpE . BERRAEHE P LI AT . AR T AR R 3T S A A O BT
HEPHEMALE . DLE T K . WSS, AR ST IR . B N FHERE . FEMRESE.

WAVER G A T RIC G051 udis86™ . K idE— & IATHE A I TR S AT CPU %
TG0 P 5 S8 o3 T R4 5 AR EAT Vs s AR #R s 5
4.2 LI

A 5296/ DELL Optplex360 3.2G Duo core CPU,3G W 77,160G T 4% [¥) Linux AL 3HEAT %A HG AL
ARAE AU Windows XP #:4F R 48 iz 47, AT A i 20 e 100 R e 4 N LI, B i i J2 0L, 78 49
Frid FEvh 2280 T 45 . S0 SRR A AT BB, T LS T 75 AL 3 ).

AL SDBot 1 Bagle % & AU AL A e 14T 5206 . SDBot A& — AN IR K T IRC B4 P 73, 4 B e
BZ AP Tl Bagle S — AN FLAT KSR ASF 0% dURE 7, th F IL A B = A AR B ORI N AR 3R, 1 A
] McAfee ¥4 3178 Fh 0 f 2 25 90 VT Ak 2 B v JR AT SDBot Y5 AL HEAT T- T A8 T Ak B Sk B 1F S5 %6 T n 75 MR TG
T I LR Bagle i sRBEA B [ 0 468 AR BEAC 4 VX Heavens! ) i B A 4 i [ py 418 = AR F 50
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(U SCHR[19,200) f) T ZRE AR IR i 12 90 3 SR EORE AR LA FRAT ] 14 05 A 305 IR rpoxe) 1 B0 ST AR IS AR AR 1
SIBTRCR . S R O R R VA T 2 I SO 0 U B SRl N T, BRATTR B A 45 S U
ffa b

BAVHT T SDBot 17 FEF K 5 AR A L i SDBot.b B 2 i VA g 153k 45y L IR e v L A bE
AT B VAT AT R SEANAT b 3 50, A N S A VR IS AR AT Ak HEL 5 K
43 51 UPX,EXECryptor,ASProtect. — & 7 Bl e 4 56« N3 7o A 256 1R e AR L ASProtect B A1
T TR0 5 B SE VA T2 TR R 5 0 AR HME - 20 At P VR AN N 52 5 (8 AR R AT 43 B 5 T 50 UE AR SCHR R 1
ARSI Lb 2 T v O ME A B AN 28 e B B K I 2 3L

MFE 1 T LAE A S8 3 E A B S BOARNS 2 A T K BT 3 AR B, o A R I ) A A R R ) R AR T
HRREZE R T A 5e A 2o rp LU Asprotect $5 by LAY 7 A 1% 7o 1 AQRS LA S5 10 I [0 52 4% F5 R 4 1) 52 )5 AR
% 634MB AT IC 3%, 2 1EH AT IE LR 90 %19 43 8h 35 FD 19404 B 18], o S B AR 43 Br sf T80 (40 7 %5 A Z& o
MR AL B AR A FRATT AT U 31, 00 578 0T 42 S 8% 1 5 1 K 55 0008 44008 1) 5% i, 2 4 ) Asprotect i 5% i, AR5
P IR 386 0 B 317 AN TF LA M JE Al A, 33 R T 0 I SE R A T s AR M A ARk 8 AR )
FEAE T R A, L2 A 17 3 8 FH M B B B A T ok ) - B 28 5 SR I R 7= A S

Table 1  Anaylsis result of SDBot
% 1 SDBot FEAS T it %

N Pack Record Basic block | CDG | DDG | Removable graph | Analyzing
ame - ]
tool size (MB) count count | count count time

SDBot.b No 7 807 286 36 3 10m50s
SDBot.UPX UPX 116 858 303 36 20 11m21s
SDBot.EXECryptor | EXECryptor 310 1215 312 38 27 13m34s
SDBot.Asprotect Asprotect 634 940 317 37 32 19m32s
SDBot.Manual Manual 9 850 287 36 4 14m6s

N T 5 AT EREAT LA, FATTIR I S T SCHR[7] 7 A 5 T A B 0 B A LA R SCRR[2] 7 B 2 1 2R 48
(¥ BL L7595 P 5 SR 3 BT SDBot FEAS FUARLLYE BB 45 8 P v m] LU 31, AT T3 00 T2 e b
B RE A FAT BT IR 5 I R O AR ke A 5 Je , AR R AR AN AT 2 e B ik R AR BOK IK 2R Ak, (B T
I T RERI AT 48 AR e A 032 DR AR A G R R AT AR B A B R AT ABLE.

100.00
=  80.00
é
3
> 60.00
]
2
& 4000
E
=
20.00
0.00
SDBot.b(*) SDBot.UPX SDBot.EXECryptor| SDBot.Asprotect | SDBot.Manual
= Structual similarity 95.63% 93.70% 66.25% 43.63% 0.11%
Behavioral similarity 96.40% 92.30% 74.63% 62.01% 52.32%
= Dependency similarity 97.65% 93.79% 90.81% 80.98% 97.79%

Fig.5 Result of similarity comparison on SDBot samples
KI5 SDBot FEAAHUME: LLE 45 R
h T e A BRATT IR 5 R A R R HE R G SR IR Uik Bagle FEAREAT 43 H7. 5 SDBot AN
[Fil,Bagle A b 194 45 306 5 A QR RF A K 172 80 2 B 3R, B0 AT AT AT N T AR BE .y 7 37 AT b 32 705 50 36 45 L A1
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A7 TR FileInfol e S AR A& 757 I 58 LA SO AT B4R SE3EAT T 434710 115 SDBot 4Lk, Bagle Tsfit
5 Ay T B DR e 7 A P 7 R ARORSURT s HRSTRUASEAT X T~ SDBot /MR 2.

H1% 2 W LUK B, Bagle FEAZRAG I 2 40 B AR ¢ R B e /T SDBot AR i 1 T T2 #r
Bagle fUAS AT LUK 3L, Bagle 1 & AE A i T T SEHL 1 00 28 48 bR K10 D E. e SCAT WSt 3k P9 A 3 1o T3
5 AT LR BAC, M0 AR AL T 2R G0 e O AT AR B AR 3 A Hcdls T LA HY B A AT 90 5 A R A R 4l
FH IR AR FRAT T R 7 VR B A RO IR 5 0 (HE i SR Bagle 3 K i T 11 S B0 2R 48 R 2 LAk SRS (R 1847 4,
A RE S S FRATT B BB T ik AR ORI 8 22 TR I, W S0 T AR 0 T A 5% 2R AR ¥ S BB 7 32 2 AT
AR TAERITT 1.

Table 2 Analysis result of Bagle
%= 2 Bagle FEAHTC R

Name Pack tool Record size (MB) Basic block count CDG count DDG count Removable graph count Analyzing time

Bagle.a e 87 141 28 29 0 7m31s
Baglebh  UPX 99 186 51 29 21 6m20s
Bagle.e PeX 130 141 16 2 4 7mlls
Bagle.f PeX 160 141 16 2 4 6m22s
Bagle.g PeX 137 141 e 2 1 5m49s

15 SDBot FEAA [, A1 70 M 1) Bagle ACRGAE A IF: A 13 DY 2 1) #08 EL AT 52 e PR A 8132 3L Baglle.a 15 Baglle.b
AL TR ARACLEE B2 1, J 28 e, B, g PR A 4 P AABL BB e FRAT 0 23 Dby 1 288, A 1 28 2 T EAT LR NS AR UL BE AR
%, A BB S5 R A B 6 o JLrb, () & m BB P AR b Z I IREA ) 6 o, JErp — AN ERBL S R R DL,
Il Jg — 25 (¥ Bagle.e A1 Bagle.f (19X fiE 45 A AR {BLPEFE B AR 0 1 T T3 M A L AR £ AR Pl el A o KR A T
RANREA A A B3R B0 IE T 2 5t O IE R .

100.00
& 80.00
]
2
o
4 60.00
K]
=
= 40.00
20.00
0.00
Bagle.a(*) Bagle.b Bagle.e(*) Bagle.f Bagle.g
mStructual similarity 85.27% 74.73% 32.37% 27.65% 80.85%
Behavioral similarity 91.15% 90.35% 100.00% 100.00% 75.00%
mDependency similarity | 92.929% 92.98% 100.00% 100.00% 92.30%

Fig.6 Result of similarity comparison on Bagle samples
6 Bagle FEAAHAINE L 45 3

26 UE LA P8 16 [ I 30 5 6 R AFRO6 T AN [ R AR PR B 0 3 (R K/ BRATT K SDBot FEAS 1 K 6t
K4k £ 5 Bagle FEA (1AM B 4 & AT T 0 L, JEAHAURE O 0322 45 SEUE T, FRATT I IR0 T AN [l B 2R R AR i i
FARME(W I 7 ProR).

FEG T S5 v Bagle FEASAE FLSEHL & E (IS AT I T8I 7E 2 80 LA B AT 20 A1 6 bR 00 20 47 -
BIPATIF 0% 6 73 39 B, FUSEPAT I A1 1) 200 . 55 2L At J5 325 (¥ 7 W 6f 1) AH B BRATT A0 77 325 I 1) 52238 JEE s v,
HARE A& 8 Pross. 2 T A GE AT AR AU P S0k A i T X 45 ) R AR B PO v, LI o) R PR 4 A
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TATEIER 20%~50%. A ST $ H AT A 0 — 20 LA I 22 18] 1% 75 30— =i 6 129 2 20 W 73 0l S5 I 4P 22
SRAN R BUAT R REAS 5 W00 12 595 1) S B I P LT, 20 i 2o R 80 K 0 7 T3 4586 A R UL AT, 2 i 70 s 2 AR
GESHLIF B R EHEAT PUA K oK T LU 3o T 20 R A AN D04 R AU AL T R B e 0 2803 B AT iR A
FERE T AN AR (8 AT IR 1) A 050 v R ) B2 2% B LA 0 7 i FEE VR VB T A ] ASProtect Jin 52 A A 3 Mt 75
20 23 AP AN BN T WO HR AT B A . DR e o T S R AR 20 B AT S 5 i 5k — PR A
SR A AR ALY LB 3.

700.00 1200.00
Comparing time
600.00 Record s 1000.00 = Running ti
=~ Record size
500.00
— 800.00
£ 400.00 z
= @ 600.00
& 300.00 E
w
200.00 400.00
100.00 200.00
0.00 0.00
258ET3885¢ grgEIssisg
@2 >282223R 2 D2 235322282
QSQ%Emmmmm 0% 0 2=2oomM0nm
D W g = O noW g =
QX 2 QR o X 2 3
" w o " w o
= m 0 - m Q0
23 ° 29 °
a? a?
w w
Fig.7 Time and space complexity
B 7 Bdgod A o A 2 () 0 I i) 52 2%
1400 .
= 500 —— Structual comparison
< Behavioral comparison
£ 1000 / \;rDependency comparison
=800
S 600 l’-‘/_ \
N
% 4007‘_4%"—&"%
c
< 20— —m—"" S —
0
s &£ 8§ T3 s
m 2 X 2 § 29 2 2 2 2
QO 5 0 9 > 0 o o @O m
© oo W g ]
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w L o
= @ 0
23 °
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[%2]

Fig.8 Time complexity compare
K8 5 A A AL S I I TR) B2 A B LR

LR LRI, 3 B S 56 45 SR A WY, A8 P 3 T OB 0% 28 O AH AU BU B SR 0] S8 S A QR AR B BEAT P AR, JE 2 X
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