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Abstract: In recent years, with a large number of devices that continuously join the IoT, data sharing as the main driver of the IoT
market has become a research hotspot. However, the users are reluctant to participate in data sharing due to the security concerns and

lacking of incentive mechanism in current IoT. In this context, blockchain is introduced into the data sharing of IoT to solve the trust
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problem of users and provide secure data storage. However, in the exploration of building a secure distributed data sharing system based
on the blockchain, how to break the inherent performance bottleneck of blockchain is still a major challenge. For this reason, the efficient
blockchain-based data sharing incentive scheme is studied for IoT, in which an efficient data incentive sharing framework based on
blockchain is proposed, named ShareBC. Firstly, ShareBC uses sharding technology to build asynchronous consensus zones that can
process data sharing transactions in parallel and deploy efficient consensus mechanisms on the cloud/edge servers and asynchronous
consensus zones in sharding, thus improving the processing efficiency of data sharing transactions. Then, in order to encourage IoT users
to participate in data sharing, a sharing incentive mechanism based on hierarchical data auction model implemented by smart contract is
presented. The proposed mechanism can effectively solve the problem of multi-layer data allocation involved in IoT data sharing, and
maximize the overall social welfare. Finally, the experimental results show that the proposed scheme is economically efficient,
incentive-compatible, real-time, and scalability, and has low cost and good practicability.
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Fig.1 Efficient blockchain-based data sharing incentive framework for IoT (ShareBC)
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Fig.2 ShareBC based blockchain consensus processe
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Fig.3 Hierarchical data sharing trading market based on blockchain
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Table 2 The Gas cost of interfaces in the smart contracts H and H,
®2 WAL H MK EITH Gas A

B0 AT A (Gas) HAth A (Gas) 2T 5 AR (Gas) A (S)
Create 1120572 382327 1502 899 0.715 379 92
Register( H ) 652 320 21191 673 511 0.320 591 24
Register( H; ) 60 978 21191 82 169 0.039 112 44
UpdateDemand 20 671 21442 42113 0.020 045 79
UpdatePrice 5565 21 442 27 007 0.012 855 33
Pay 27260 21 191 48 451 0.023 062 68
Withdraw 12 884 5799 18 683 0.008 893 11

B —NEREIRME RATAAE | MEEERME . 2 MR 10 AR A P ARE UEEER 1
Ether~238$ H. 1 Gas=0.000000002 Ether #4711 5 ,1% % 8t 4048 S AL 3 76 X B BE R 2 h R A7 — A L 25T 5
AT 0.320 591 2481 AR AR Z 1 17 3 h HUlls 75 5K 38 (B4 | AN BB 5 ANl B ) & —fe B0
TR AN 1.490 1848, IR F 5K # F 2AL R AN 0.248 364833 2,1 X Bt H M — R &40
L RAMAFEM 12K Register(H ) 1 X Create. 5 ¥ Register( H; )+ 6 X UpdateDemand 1 6 I Pay $% 1. 283:f
S PIAR, S5 R W] AT B RE A 2 H AT H, IO T 85 A, i W 2 T8 R & 29 S IR 2 U SEHLET R T
B 19X 50 i 4l e S B 2 & B R AT .

43 fHEERS5HH

T I B RO AR ST AR 0 B B 0 S R AT T R MR SE R R R BIE L = S 5 N

(XY5(Z1,22,- - ,2y)), Fo 1 X RN BHE SR AL B B iy SRR B AR B 1) B i 7 RN F AT TE 43 i ACZ w48 T = (1

© TEBREEEEIEDT  htp/ www. jos. org. cn



B2 F R IR AL Y S BA R SIS P 5 & 967

HEVESHEEEWN R HE 3 HS5EH MBS 5 8#1:(1,3,(5,5,5)) #2:(1,3,(10,10,10)F1#3:(1,3,(15,15,15)).

FE T 7 4 v B 3 0L 3 A 10 36 S0 B VR AR D=50;7E i 2 T 3 b B HL P T e N AR Th 320
Pi=2W,iB{5 7 %% B=10MHz, 3045 /' (S H IR H) i e N UM 5ERABEEEEREE) je MUP Z I8 HE
B9 di j o0 A T FELZ (0,20 B A IR 7 £ 8 [ UG LA 10,10, HL f E=1-F B30 T BT il A 5508 B8R/ 1500
FA P e N IO 0 8 vy B2 G 35 K/ 43 A 20,1001, 2% Hong %58 A AR A8 B0 20 5E B o j=1m 142
Dy RS B T2 43 5] 9 8°=—120dBm 1 fy=—50dB, 84 Hid Fl 7 i e N FIBUR AR | 2 RIS 8 A 8T A
Hi ;= Blog,(1+ 4 /d}), b, A* RamEHEH P i 18 dij=1m B IS, H A" = P/ 67 BRI RSE5
g5 I 1, A SEEG BRI B E T 100 AN S A7 B85 R H4H.

T B E BLVE A R, Se I A S 5 A I#L . #2 FI#3 N X AL 2 AR AT T IR B 4 R T R IR
HOE A SE BOETE R R T 4L 248 R e B e Stk B 4 Bt AR SCBVETE A R B50HE 3 U 4 e % Pk
HBRAG I KA AR A IF B S 2 5 8 M GY.(21,22....,2)) I RS AR 2 48 A R BOR 8O 1K = A
N3 JEERAE 5 T 3 (W SR 55 4 0 23 W8 2 B = B P 0 I B i 38 K TR IR B R R A P R A
B i (R A B N 0 32 i 2R 3 U 10 B4R

Bl 5 il T 50 75 Rk (B SR AR EAEEE PO IR TR SR SRR SR AL LR 2 (B Ok R R B R
B, B0 R A R AT 1L 4 o S 5 S R %) R o A i 1, T 5 A B RO S P Y R SR 2 B A U
SEAR A BOHR 1 I R AR L e 2, P it 2R s WS B [F) —ME, BB R A A 1S AU RS E D=50.45
A B 4 FE 5 A7, R A E R RO F P T IR S O I T R T AR SR A 0 (i SR B ST T A AR
R KA A0, ] 4 FToR AL S48 R 26 R0 ] S BT 7 (R 5000 B2 4 5 1 (16 18 il 2 Ak e 35 4 R, BR DR A2 - R 7
HE B it 3 TR T (B B UR A A U B R AR R A s AR Ak S 0 5 SRR BR L OB A SR AL R A AL
1, e 6% S B AL 2 4 R 1) B KAk

B 6 JBoR T HILE S 5 3 A #2 45 i A 0 F 4k 48 R s ma A B e DLE RS TR fe
/N L 2 A R R NSS4 A ) 3 0 2 T B0 KA S AR R BT BT L AE SRR, R AR TR T fe
K 2 4 Rl 28 20 Al bR, Xof 2 78 4 S 2R 4 b IR B0 P g 2 B0 R 1 3R AT 3 B0 R U X R O R AR TR
J BR] 2 7E 25 YOI 40 SENL I PR E F 1 5 AR i A 2 43 ) ACZ N FEOHE I P 1 R RROAS AE T 3R
HE T U5 %R A R 0 RT3 T AR S S AN T B P S 5 SR A B AR S BRI 3 RS LE A R (9 T 3 5
G708 A0 AR BRI, 55 3T A A R AL, B 5% 5 411 2 HHE 9F U Y I (] e R

B 7 43 SR T AE#L #2 I3 X 3 M3 5 3 MR R (0 B0IE 48 gt . SR AR BN A A e SE AL 2
R B R AL JE RS SR I B AT, AR R B 1 OB IR A RS UL E 2 5K 1 RZEE N EE
RILME AL 3 52 2 WZEAE AR F P 10 300 B B 0 B0R 4R g3 . B AR B AN 04 A P 19 7% 2%
FH 359 1F 0 BA 4 H B0 2 U0 BN H0 S AL A R 55 TS A

5000 T T T T T T T T T 140 r :
—e—fi:K(1,3,015,15,15)
4000 3 = 120} &
- 3100}
% 3000 - = 8ol
i P
— 2000 ur 60
- ——{13.(5.5.5)) = 40l
1000 + —a— (1,3,(10,10,10)) -
—e— (1,3,(15,15,15)) 207
0 &e — 0 b . N R
0 1020 30 40 50 60 70 B0 90 100 0 1020 30 40 50 60 70 &0 90
LG ER ) /€ RS )
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Fig.6  Social welfare under different cost factors Fig.7 Overall utility of data sharing participants
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