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Abstract: Deep learning has achieved great success in the field of computer vision, surpassing many traditional methods. However, in
recent years, deep learning technology has been abused in the production of fake videos, making fake videos represented by Deepfakes
flooding on the Internet. This technique produces pornographic movies, fake news, political rumors by tampering or replacing the face
information of the original videos and synthesizes fake speech. In order to eliminate the negative effects brought by such forgery
technologies, many researchers have conducted in-depth research on the identification of fake videos and proposed a series of detection
methods to help institutions or communities to identify such fake videos. Nevertheless, the current detection technology still has many
limitations such as specific distribution data, specific compression ratio, and so on, far behind the generation technology of fake video. In
addition, different researchers handle the problem from different angles. The data sets and evaluation indicators used are not uniform. So
far, the academic community still lacks a unified understanding of deep forgery and detection technology. The architecture of deep forgery
and detection technology research is not clear. In this review, the development of deep forgery and detection technologies are reviewed.
Besides, existing research works are systematically summarize and scientifically classified. Finally, the social risks posed by the spread of
Deepfakes technology are discussed, the limitations of detection technology are analyzed, and the challenges and potential research
directions of detection technology are discussed, aiming to provide guidance for follow-up researchers to further promote the development
and deployment of Deepfakes detection technology.

Key words: deep learning; Deepfakes; fake video; forensics; detection technique
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Table 1 Summary of Deepfakes tools
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Table2 Open source dataset of the Deepfake
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Table 2 Open source dataset of the Deepfake (Continued)
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Fig.2 Exmaples of Deepfakes datasets
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Fig.3 Using neuron coverage method to track fake face featurest®®
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Fig.4 Multi-task forgery classification framework based on image patches™?
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HOR T ST TAETESE B A, K 2 70 TR 48 L EAT 7 VP, AR SCOKS: 32 4 1 1R BE O 38 4G I 309270 A I 4k
P LRSI RIS 45 LR 39T A S 38 ph 18 ST S0 3 T A5, DK 22 B VR B O 3es ARSI ) A IR 32
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Table 3 Performance evaluation of representative methods on major test sets
F 3 ARRMEIVELE F LM Bk R VP4l

W5 TAE A R LIRS YL fig:Acc%,AUC%
FF++(DF/F2F/FS/NT) Acc%
Jessica SVM etk A] Raw 99.03 99.1 98.27 99.88
e \ 167] B 4 4E HQ 77.12 74.68 79.51 76.94
LQ 65.58 57.55 60.58 60.69
FF++(DF/F2F/FS/INT) Acc%
Cozzolino CNN BRZERHAE Raw 98.83 98.56 98.89 99.88
25 N9 223 HQ 81.78 85.32 85.69 80.60
LQ 68.26 59.38 62.08 62.42
FF++ Acc%
Raw(DF/F2F/FS/NT) 99.59 99.61 99.14 99.36
HQ(DF/F2F/FSINT) 98.85 98.36 98.23 94.5
P, S LQ(DF/F2F/FS/NT) 94.28 91.56 93.7 82.11
gj\*}?{, CNN f#ﬂ)f;ﬁ Ky Mesonet Data Acc=98.4%
: ElS UADFV AUC=84.3%
DeepfakeTIMIT-HQ AUC=87.8%
DeepfakeTIMIT-LQ AUC=68.4%
Cele-DF AUC=53.6%
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Table 3 Performance evaluation of representative methods on major test sets (Continued)
F 3 ACURMET AR F WS PR AR VT AL (22)

WEoT T A FE LR Kb g P fiE:Acc%,AUC%
FF++(DF|£I;€VF/FS/NT) Mool
HO 99.59 99.61 99.14 99.36
o 98.85 98.36 98.23 94.5
st 3
Bkoss:;r] Xception ALY UADFY 94.28 91.56 93.7 82.11
2\ NS AUC%
DeepfakeTIMIT-HQ
80.4 54.0 56.7 38.7
DeepfakeTIMIT-LQ e
Precision=93%
Cele-DF recall=8.4%
DFDC preview o
FF++/F2F-raw 99.33
Nguyen CNN+ -
159 sy e e 0 24 45 ¢ FF++/F2F-HQ 98
o P PR FE++/F2F-LQ 83.33
. N FF++(HQ) Acc%
Ay A
C%Z}Z\()[l:ﬂf) Autoencoder ”\;;it;i # F2F 94.47
: 7 FS 72.57
UADFV AUC=65.8%
, DeepfakeTIMIT-HQ AUC=55.3%
AN ]
2931%2] Autoencoder ” gg%i DeepfakeTIMIT-LQ AUC=62.2%
o =iy FF++/DF AUC=76.3%
Cele-DF AUC=36.5%
Agarwal 2 A 1] SVM A TG0 Y Own (FaceSwap,HQ) AUC=96.3%
Guera % A\ 17 CNN+RNN Pl B i A R Own Acc=97.1%
Sabir - e p FF++/LQ AUC
- [ alin =
e ) [116] CNN+BI-LSTM Hel Y I P DF/F2FIFS 96.9%94.4%96.3%
UADFV AUC=85.1%
e e DeepfakeTIMIT-HQ AUC=73.5%
o I E
 Zhou, CNN+SVM A RIS Deepfake TIMIT-LQ AUC=83.5%
,ij\[ ] ERAE 45 &y
3 FALET FF+/DF AUC=70.1%
Celeb-DF AUC=55.7%
UADFV AUC=97.4
. - DeepfakeTIMIT-HQ AUC=93.2
Li & A [o8) CNN é;ﬁg%g Deepfake TIMIT-LQ AUC=99.9
B UL IR FF+/DF AUC=T79.2
Celeb-DF AUC=53.8
UADFV AUC=70.2%
- T DeepfakeTIMIT-LQ AUC=77.0%
Matern R'-Og'St!C q}gf DeepfakeTIMIT-HQ AUC=77.3%
LI o R FF++F2F AUC=86.6%
LIRSS FF++/DF AUC=78.0%
Celeb-DF AUC=48.8%
UADFV AUC=89.0%
S DeepfakeTIMIT-HQ AUC=53.2%
;}T[%g] SVM *.‘i'fé“ DeepfakeTIMIT-LQ AUC=55.1%
K w FF+/DF AUC=47.3%
Celeb-DF AUC=54.8%
Korshunov PCA+RNN KEE i DeepfakeTIMIT (LQ) EER=3.3%
s \ 152 PCA+LDA TR DeepfakeTIMIT (HQ) EER=8.9%
FF++(DF/F2F/FS/NT) Acc%
Bayar Raw 99.28 98.79 98.98 98.78
e )\ 1209 - T HQ 90.18 94.93 93.14 86.04
LQ 80.95 77.30 76.83 72.38
Stehouwer % \ 10 CNN-+Attention 0 7 WL DFFD AUC=99.4% ,EER=3.1%
Chen Deep Residual Network+ K o5 B 25 LA:EER=4.04%
zie )\ 11261 Frequency Masking e ASVsp0of2019 PA:
. 3 ; EER=0.69%
Alejandro . WA TR ASVspoof2015
prgiatyoh LightCNN+RNN s L LA:EER=6.28%
EYN It ELE ASVspoof2019 PA=2 230
e ) [27] Butterfly Unit EZ LR EEy LA:EER=7.63%
Lize A Multi-Task LATL 22 ASVspoof2019 PA:EER=0.96%
Zeinali Light CNN PN LA:EER=8.01%
as )\ [123] VGG,SincNet LA ASVspoof2019 PA:EER=1.51%
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Table 4 Advantages and disadvantages of various detection methods are summarized
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