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Specifying and Verifying CRDT Protocols Using TLA+

JI Ye, WEI Heng-Feng, HUANG Yu, LU Jian

(State Key Laboratory for Novel Software Technology (Nanjing University), Nanjing 210023, China)

Abstract:  Conflict-free replicated data types (CRDT) are replicated data types that encapsulate the mechanisms for resolving concurrent
conflicts. They guarantee strong eventual consistency among replicas in distributed systems, which requires replicas that have executed
the same set of updates be in the same state. However, CRDT protocols are subtle and it is difficult to ensure their correctness. This study
leverages model checking to verify the correctness of CRDT protocols. Specifically, a reusable framework is proposed for modelling and
verifying CRDT protocols. The framework consists of four layers, i.e., the communication layer, the interface layer, the protocol layer,
and the specification layer. The communication layer models the communication among replicas and implements a variety of
communication networks. The interface layer provides a uniform interface for existing CRDT protocols, including both the
operation-based protocols and the state-based ones. In the protocol layer, users can choose the appropriate underlying communication
network required by a specific protocol. The specification layer specifies strong eventual consistency and the eventual visibility property

(i.e., all updates are eventually delivered by all replicas) that every CRDT protocol should satisfy. This framework is implemented using a
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formal specification language called TLA+. It is also demonstrated that how to model CRDT protocols in this framework and how to
verify their correctness via the model checking tool called TLC, taking Add-Wins Set as an example.

Key words: conflict-free replicated data types (CRDT); strong eventual consistency; eventual visibility; model checking; TLA+

S T ARE e n] P, AT 2R G R R B R A AR K B 1A R R AR AR AR A R ) B sl B T
PRUFA E IR JF H 5 2000 4 43 X, P 4 28 B0 B A 19 0 458 A 75 2 37 R IR [0l T AN R 22 2% 55 HAth @ AR 4 ik
AT A AR b AT a5 5T R DL S 1 5 R % 2 At A A IR LR, 2 AN B AR A
) B ST R VR 7 A i 5%, S SO — SO ) AR CAP g BT AT AT — AN 23 A15 A B A 2R B0 0 06 02 [ I il
JECR)EE Btk TR E R 2oy KA ZEIX 3 FiRe R, AR 22 40 A1 20 R G A 13 4 1A 59 1) A — 3
PRI fr e 4 — B b R A A — UM R % — 3 (eventual consistency)RIF T 24 ] 4 (b 26 BT ERE S, &
AN B AR T 1 B K38 B — BURPIR IO e 28— SO S 2R 48 (0 v 1DAR 25 A AT 4] 240 300 7 B X — 50 (strong
eventual consistency, (iK% SEC)WIZEKPAT T AH ] 1) T B 8V £ G I ZE K DAAR [ SR AT ) I R AR 775 s LA A
[ AR AR 21O B g 28— BV I W T 0 A K R G I 2 A Tk (safety), Bl PR 70— 8 A& R A BRIk 2 A, — AN
FH (0 A7 30 28 8030 75 B L AT 35 M (liveness), B i e S 206 7 AR 5 2] WM (eventual visibility, fj #% EV)
SR AS B3 R R, SR BT A (R ) BV S 2 4 T PO RS s A I b 121,

CRDT(conflict-free replicated data type, Joi 5% 5 I B4 5 2012101208 — b 52 20 A B YR S0 s 7
FF TG R i e, 1) b ) P SR AR BT 5 Y i e 24— Bk © S I CRDT B 48 TH 4% (counter) . 125 %7 /7 4%
(read/write register). 4y (set). F#(list). 475 K (hashtable). #(tree) s Bl (graph)2% 213 NoSQL %4 i,
Redis Labs(Labs:https:/redislabs.com/)(Redis(https://redis.io/r) 1 7 H Wit A) 5 T35 i Riak(https://riak.com/), $&ft
T %} CRDT M3 #F.CRDT #pi% 43 g P28 38 T #4F 1) (op-based) Fr il 5 5E TR 45 1 (state-based) Fr i Jk T AE 1
CRDT P BUBE A 5 A b g 37 $0AT 10 5 B 44, T 2 THIRAS 1) CRDT MUPKs B A SRS B & 7E T S b ) ik s
LA A CRDT i iSGE H 75 K 4 (0 15 1, 10 A xfe AR gt e DA, s T 1 5 5 20, 56 33k o vt 7 2 f
JTETT DL R b3 5 CRDT IS i i o 1 vl S s BIE BH 1R 00 0 2 T DAAS 30 T 52 1) 4508, it A A8 T FH v
K ARSI 5 BB — B 5 T RERE A S AR IR UE A7 FROR A R M IE I PE I BRI 0 T 45 1 R 4t
LT S RS 96 B AR 3 [ T T e R PAAT S £ R 0 5 0 AL 45 T IR AR B R 56 5 VR AN AL AE T B AN R SR iF
PR B (1) 3 G 11 1 A 1 AR T 20 36 3 W, K 22 OB IR A0 /N IR 20 A1 X &R e bl v ARSI o e, B AN 78 22 3 A
T 5 D ) A 5 O DR] o R G 56 B A T AR 76 43 10 ) e

A B TEAT AR 56 5 VAR CRDT YRS IE A 0k, 045 22 4 PR (R 48— B0k SEC) S Ph (RN s ¢ mf
WAE EV)BE 7 T B AT L B ATE ] TLAH S SR 238 5 ik — R 51 CRDT Pl I fi i TLCHU MR G
15 T HISIEEATRIEME 2 T T3UE— 5 %] CRDT Ypisl, AT T — Al Z A A, UL CRDT Hhil
AR SEAFHER B AN EEEZ . hitdEn )z, RAAEhiZ 54 =,

o LI AT A I AR 2 () A AR Y ST T 2 B S A (1) 30 A I 4%, I A A A i A A R

[ 3L Al (basic) I 4% . PRAETH AN R AN & (1 7] £ (reliable) X 4% . 3 A2 BR IR G 2 (19 L7l X 4% (basic
causal network) 5 i f& [ 5 G 2 1) AT £ W £% (reliable causal network).

o WMIEM)ZEN CRDT Wil (BAGHE T HAERM P T RS BSOS AL S — W4 1 IntDo(r) 3 6 T

5 5E CRDT 4L K4 Rl 45, IntSend(r) 55 IntDeliver(r) &35 T 55 4 2 30 45 /2 2 1] ({48 1.

o TERARM R AU SO T SR H G 3E RIS 9 4 JF SRR Lk .

o HMAZMHIRT FrH CRDT P sl #B75 B A2 1) it de 4 — Bk 5 e 44 m] WLk

h G, FRATT TR B S T 0] e TR AE I R S B TR I R 8 A AN RIS AT i B L PRAT O 1 S R AR A
FeAT I ] TLA+SZBL T iZHESE SRS, FRAITLL AWSet(Add-Wins set) 5 5l 548 28 7Y Sk 48] 8 73 4] 455 T HE 22 i A B
R B G, B AT TLC %6:4E CRDT B30 F 1 Ak

AT 1A A A E08s 52 B OE 2B A48 CRDT Bl i % vF 5 52 3L 8% G 4 TLAHE XM MAE &
FEEh AL T BAE 0T 2 W 3L TLAHGIR. 28 2 15 A48 CRDT Pl i b 55 56 T AE 42, 75 5 A 41 W 45 15 2
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W2 5 A2 M Bt L SIS 3 95 LA AW Set 52 5t S8 B A B e 7s dn ]  H ZME S LA B, L 9
HETHRAE ) AWSet PS5 FE TOIRAS (K AWSet 35T 4 75/ AR RUR 56 5256 15 56 UE 25 A58 5 5 A AR OC AR,
55 6 TR A AT IR T BE R AR R TAE.

1 &R

1.1 CRDTH#MYLE

CRDT HM3LAT LS 4 5 25 T- B 4 1) (op-based)CRDT 03 5 5 Tk 745 11 (state-based) CRDT #pi3 312 7
BE T B AR R P 3 B4 T R AT 18 L TR R LUK A Ml YT s AT (10 S B AR L S S B SR ) 4
AR RV B RE Rk A RREE B A AT A Se b SO KT L A AT A A 2K ST R TR AR 2
= ST /3 P 1/ N SR T IR DB o Skt G 450 o B N Y 00 7 NG AR ST S A Ry - e = U )
ARZS L ST B JIC J2 P 45 (R BESRAIG, 3 e 2 I Bk R 5 BT A AT AUR T SRS R ST
“& I (merge) " #A/F T HEA4 - 4% (join semilattice), 8 4 b 2 Wi 130 AT DA A2 5 dpe 26— B0ME . 17, B AT DA S R
“E 3 (inc)™ 45 AE 1 TH 24 (counter) 52 I 245 28 7 0 44 e 7R 3X 2K CRDT P isL i) e vt 7.

L1 BT BRI Hoads b il

LEFET B AR 0 T B3 Va8 p U2 LA BAR Y S4B — A s (c,d)ic s VB0 10 2 w21, d Rk Ay S8
ZEMME) s B LG BT RE LLRIZEN AT AT B SRR 8. A SR AE inc RIS ¢ 5 d ME. &
ANEIATT LA B 1) 7 20 d () R4 AR EIATY SR d B2 0 BIAS T SR BE R d I,
ERE TR A ¢ SEHTA ctd.

BiE L T EAE R U UL (BA R AT A r A ).

1: ©(c,d): ¢ for counter, d for update buffer

2=NoxNo 2 replica state
initial(-):(c,d)
let (c,d)=(0,0)
read(-):v
let v=c
inc(-)
c«c+l1
d<—d+1
:send(-)
11: broadcast d to other replicas
12:  b<«0

13: deliver(d)

14:  c<cHd

PSR SREE J2 P 45 2 AT SER). b 1 A HA AT i U AT DL R IE 55 F 25— Sk
112 FETARA M v Heds i)

FEIEF RS I TE s W isrp U2 2R AN E AR T R S B A A3 B R B S (B R [ B v xet T
RS A s, wV ST r AR L s A 1 S B A 10 OB RIS Y e AR o B0 0 2w (2 0 vy ) B
BT AT o3 22 A0 H S 4RAE inc AU N AR 70 8 v r] AR A AN AT i 2 DA D T %R 1 S0 B 2wy i)
R AR RN AT A S B AT R ) v I E S v S I BIA L ) & v RS w (RS
WISTEE BT A wWs] wi[s]H RIARAE.

Bk 20 T EAE R B A UL R AT A r A ).

N A A

—
=]
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1: Replica: the set of all replicas
2: J3=Replicax(Replica—>Ny) > replica state
3: initial(-):wv
4: VseReplica,vv[s]«0
5: read()):v
6: let v= > w(s)
seReplica
7. inc(v)
8: vw[r]<«wv[r]+1
9: send(-)

10:  broadcast vvy, to other replicas

11: deliver(vvy)

12:  VseReplica,vv[s]<«—max(W[s],vn[S])

1 BUR] DAFEAT 8 0 48 vh AT R 0, B AN ZE SR 28 2 T SE I T v ) AT BI5GB AR N B
M A B ICRT LAPRAIE 58 d 24— Bk
1.2 TLA+E

TLA+J& H Leslie Lamport JF& [ 36 TR I K45 00 40 R G M A8 51 TLA+HK R4 g e
AR A REHL R E AT R W) AR R A (initial states) 55— 21 1 (actions) R %Y . — AR RS BT AT 22 19
— P AN BIERIE T B IR Z T (5 A 5% 2R (relation), i 6L 35 08 8 (R VR BOIR A 5 ANl A i
(FRIHAR) I 2 2R AR ] U x'=y+42 B 5 BRIR S x I LIRS Py K 42. R G000 — MT A& —
AREFH, E R R RS — ] RE AT IS .

TLA+/Z X} I 78 4 TLA (temporal logic of actions) {13 ig. 7 TLA+H,— R G af AL N TLA TPi—
AN JE 4 Specinitan[Next]yarsAL RIS FE 24 30 o mb Init 1530 (predicate) % i T 2 S84l A (4T 4R A Next & X
T RGN A 5% R (next-state relation),0je: % 7% 5 & (always)” i I P4 VE 7T vars J2 1 5 48 1 i A7 28 0 4 7
TG L R7n RGE M2 PP (fairness) M IR A &R Next 2 H1 28 48 10 BT AT S0 A8 K e (R AT X [Next]vars 1 B 24
FLAL Y Next 4 BRI B E K B, BRATRR RGPAT T %3 1E) 3 # vars(BI T 428 i) (R FF AL,

Init A1 Next % " & Ze sl AF & AL mT REdE, AP L W20 T R Se )45 K AR 0 26 SR . 28 1 mT AR 415 i
SHFRE 43 b 55 A Pt (weak fairness)5 38 2 S (strong  fairness)2%: 55 2 P 1t 22 sk 211 5 R 4 16 S A 3h VR M FE IS
Z0FF U S T 2 v AT 007 (B2 300 1 10 B2 4 1R R 8t 05 A2 ), U)K At B AT 5 380 A 1 ek SR i SR R 4 1 B
ANENAE S B (TE 5 20 IR AR AN SR A 282 T 0T 0, 0% B0 4 24 Bl B AT TLA+43 59048 1] W I SF #8477 £k &
R 5500 T PR R SR AP PE X T30 1E A LA Hh BT 78 B f4 B Je 2 vars 1 5 W 5 SF 15e L R

WFyar(A)2 <O 0ENABLED(A)yars=0< (Abvars,

SFyars(A)20< ENABLED(AYyars=0< (Adyars.
b (Adyars R ENVE ABAT € XA (A)varssAAvars'#vars,ENABLED(A) ars WK 7R B ACZE 24 RIIR A R )ALl 31
AT 109, B8 B A A A . O S R R It 2 (eventually) I I P4V 75 AL A4V 5 O oF R F ML Z0JT 4R
F 4 (eventually always) UL, BUAELE IS 2 0 TAE RIS Z) ¢ =t F ¥R ;,0 O F R4 (infinitely often) 8 7, B Xt
FEFEINZ RIS Z) ¢ =048 15 F 78 VI %1% ar.

TLA+7E TLA [3ERE BN T —BriB B 8 LA K ZF 45538, AT S35 R B R 28 5 8a 0 K 1 B g
T A SCAT T B 13 4 5 4 S VB A (operator). SCHR[21145 HY T 52 481 TLA+HERERT 41 .

TLA+# 25 LA (module) 1 JE 020 R 7E — 2 A6 45 /N B op 3R AT W) LS B 3 & (CONSTANTS) 5 48 &
(VARIABLES). & X 1E £ (operator) 8t # 42 ! %€ Bl (THEOREM P). — /M M 7] LU T 47 Ji# (extend) HoAth 455 B
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Mp,....My 7 BI85 w B EREE M 5/ EXTENDS My,..., M, A5 8t 0] DL s 1) £k
(instantiated). ™ J& M AR A (1) 5245044 75 4 -

IM,ZINSTANCE M, WITH p <e€,...,pn¢—€n.
Hopi 5 T My T H R S AR e S MR A ik Qo B My A AT — 4R VR F R e S d,i%iE
AIEREEE M A 5N T BEAERF IM VI8 SO d A0 py 23 A AH I e b 78 TL A+ A (19 B 20 48 10 ) o 17 3k
NI7E &5 py AH RIS 2 W pje—gy 111,

PR “X
_ PG ST I 4 A p IR TG X
e CHOOSE xeSip R A
SUBSET S S M4
EH {e:xeS} Krefl FAESH BT 6 13 BI04 4 b {xixe S}
{xeS:p} S A S AE p T HEM RIS
fle] R EHAES Se I
[xeSe] Xt xeS, 45 f(x)=e R %L
A [f EXCEPT ![e,]=e,] PR flel= {?[’e], (l)il?er\aeflise
[f EXCEPT ![c]=e]. L e & 5 @ e T @R flc]
e.h ik e [k h
[hiey,....ho—en] B hi 2 e i id
iR [hi:S1,...,Nn:Sn] R hiJE TS T IR SR R A
[r EXCEPT !.h=¢] K Pi[h:S,,....,hze,..,.h S ]
[r EXCEPT Lh=e], H''.e 5@ e 'PiM@%7x rh
TG4 efi] JG4L e PSR | ANy
_ e’ PERIHOIRE T e IMH
W UNCHANGED e _ e fﬁ:e’:e“
[Ale FIE A OB e AN :Av(e'=e)
oF F 7EFTA 15 0T 307 (R 7R “always”)
OF F i 2800 (O KR “eventually”)
i OoF F M 2 JT U #5452 (eventually always) i 37
Té"z 1/;;@; oOF F 4% (infinitely often) % 7.
F~G F 33 (leads t0)G
WFe(A) BAE A 1159251 P (weak fairness)
SFe(A) FIE A [155 2 F 1% (strong fairness)

Fig.1 A summary of TLA+ operators used in this paper
K1 ASSCHTE T ) TLAHEAEAT

TLC J& TLA+IBE R 5 T KLU 5@ ek 38 ) TLA+ L (09 55 S48 (R0HR A8 2% 1) 56030 B0 24 (1) 1 ok 26 4
55 SEBIBERR S TLAHRIZT ) TLC B8 (models). 51 1,25 e — AU 2 2 SRR 40 A X R S8 A L AT
CONSTANTS Proc 75 ] & I FRAE A5 78 X 1Z A £ HEAT B0 GIE I, AT 75 B2 4E TLC AL ol Proc S 94k A 15 55
PR AE A, A Proc2{1,2,3} .0 T3 Proc B BRI ME, AT AT LU TLA #5284 E (model value)FRmHEFE.
1E TLA+,— MR 5 H AR ] (5 A A 45 DR e, AT T 0] LUK Proc SEB4E h — 4R (8, 21 Proc2{p,,p,.ps ).
It B, 0 Sk — R (AT AT B EH(LL rks py 3 po, s py B s, pa B4 R p) TSR ) R G AT A 02
Tl 45 7 L, BATT T LA — 2B Proc Aic % R (symmetry set)! ", ATk > TLC 75 23 g 10K 25 2% ).

i OpBasedCounter 7R T 404 (i F TLA+H1 I8 3L T #2411 vH 208 W 3L 4E OpBasedCounter BLER 1 4&F A
AT R r i 4 AN R e[ r) AR VI BIE 1 21 m AR, A [r] 3 s BT 22 incoming [ r] 2 7 B2 I B 4% 18 seq ]
R R r BREN B EH Msg KR B AL Foh R d (ER SR AR S AE— MR ¢ R seq.Init RORRE
ANFNAST S r B SR A c[r]=0,d[r]=0,incoming[r]={-},seq[r]=0.Next & ~&EA™ EI A5 i r 7] B8 I 5h4E: Do(r) 1,
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B ERAE Inc(nS R Read(r);Send(n)Z 7 r ¥ dr]) #& 45 HoAth B A5 s, Deliver(n) 3 s r A2 41 I 4L B —
474 B..7F OpBasedCounter ™, F&AT14d Hl 454 %7~ incoming 1518, Deliver(r)F A2 A5 W4 & (K 5 AL T 1% Wh sl
TR SE W 28 (5 33 2.3 T VEANRIR T a4 TLA+EASE 25 Fh A AL (¥ 19 %),

MODULE OpBasedCounter

EXTENDS Naturals
CONSTANTS Replica \* the set of replicas
VARIABLES c, \* c[r]: current value at r \in Replica
d, \* d[r]: buffer of increments at r \in Replica
incoming, \* incoming[r]: incoming channel at replica r \in Replica
seq \* seq[r]: local sequence number for messages sent by r \in Replica
Msg==[r:Replica,seq:Nat,d:Nat] \* message type

vars==((c,d,incoming,seq))

TypeOK==nac \in [Replica—Nat]
Ad\in [Replica—Nat]
Aincoming \in [Replica—>SUBSET Msg]
Aseq \in [Replica—Nat]

Init==Ac=[r \in Replicar—>0]
Ad=[r \in Replica—0]
Aincoming=[r \in Replicar {-}]
~seq=[r \in Replica—0]

Read(r)==c[r]
Inc(r)==Ac'=[c EXCEPT ![r|=@+1]
Ad’=[d EXCEPT I[rl=@+1]
AUNCHANGED ((incoming,seq))
Do(r)==Inc(r) \* We ignore Read(r) since it does not modify states.

Send(r)==
Ad[r] # 0
Ad’=[d EXCEPT ![r]=0]
Aseq’=[seq EXCEPT ![r]|=@+1]
ALET m==[r>r,seq>seq[r],d—d[r]]
IN incoming’=[x \in Replica—~IF x=r THEN incoming[x]
ELSE incoming[x] \cup {m}]
AUNCHANGED ((c))

Deliver(r)==
Aincoming[r] # {}
A\E m\in incoming[r]: \* choose m from incoming[r] non-deterministically
Ac'=[c EXCEPT ![r]=@+m.d]
Aincoming’=[incoming EXCEPT ![r]=@\{m}] \* delete m

AUNCHANGED ((d,seq))

Next==\E r \in Replica:Do(r)vSend(r)vDeliver(r)
Spec==InitA[-][Next]_vars

2 CRDT i3k 518 iEHESE

AILETERAE—F ] CRDT Pp i IE A M, A4 e 2 M Gl i 2 — 3 SEC) 5 ig (& WL EV).A T
iR A 2 (1) CRDT #h i AT T — e G H . T35 &Y CRDT M UiiR 5 W AFAE AL ALHEZL 5 4 2,
AR EEEZ . RN E . B SUZ 5L 2 WE 2 Bir).

o PILRIEAT 2 R W AT A TA) I AR B S T 2 A S I A Y %, A0 9 R AR R R AR AR e )

I 3L Al (basic) W 4% . PRAETH AN T & AN F AR 1 7] 5 (reliable) W 4% . 3 A2 PR SR ¢ 2 119 2k it W) 4% (basic
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causal network) -5 i A& K| B 5¢ 2 1) ] 5 W 4% (reliable causal network).
o  WpBEOZE AP CRDT Wrill (AL46 2 T4 B W L5 6 TR I Hh 8O $ AE 58 — 114 12 IntDo(r)
3 T H 5 CRDT FH24E MR, IntSend(r) 55 IntDeliver(r) =3 7 55 19 2 0 45 )22 2 i) () 28 1.
o TERARIISUZ, BN M SCRR R 55 SR 45 0 1 045 P 4% Se 0 Bk 1.
o HAZMHEA T Pro CRDT P sl #5720 A2 1) it fe 24— BOvE 5 dse 24w DL
KA BREBIL RGN BRI O Z . MR ZE S Z 53 3 15 Bl AWSet B4 9H
Iz,

e
Carrectness(SEC&EV)

- S G "R (— -l {k
{ OpCorrectness {,\'.run:( ‘arvectness J

TR | (ETREN | (EFREN | (EFRER
P-4 L HE- & JL AWSet ‘
OpCounter StateCounter OpAlFSet

AWSet
{' OB

meE

il 2

StateAWSer
CRDTInterface J O R
Action ; Intinits IntDafr). IntSend{r)s IntDeliver(r)

R IR 4 [EES =

CausalNenvork

 ARERE%

ReliableCausalNenvork

BIEAL
ReliableNetwork

AL

SvstemModel

BRI 44

BasicNenvork

Fig.2 Framework for specifying and verifying CRDT protocols
K2 CRDT PhislHiiid 5 KAk HELE

1 RAGRE

FERS L SystemModel 1, % 5 Replica 715 il AN 15 s £ 45 Rl AN 1Y i 22 1)l 0 S 20 1 B AR B BEAT T A5 Msg &
7] BE T SV, ISRl B AR B IR REAS BT A r S — N TR B incoming[rIfF 8, TS &
KR,

MODULE SystemModel

CONSTANTS
Replica, \* the set of replicas
Msg, \* the set of messages
InitMsg \* special message for initialization

VARIABLES incoming \* incoming[r]: incoming channel at replica r \in Replica

SMTypeOK== \* each incoming channel is a set of messages
incoming \in [Replica—>SUBSET Msg]

22 miEAR

il 0 )2 H: CRDTInterface AP 2E CRDT Whil$E 4 — 14z O Intinit(r),IntDo(r),IntSend(r) 5
IntDeliver(r).IntInit 55 4] 44 AL EI A 55 PR AR IntDo(r) F LA 324% 5 CRDT Jrd fit i & Fh g /E . IntSend(r) 5
IntDeliver(r)dsh$ T 5 M 4838 15 J2 2 18] (138 T B AR CRDT PriSURH 4™ FE %A e, 91 S BT 52 T-1% CRDT ¥ Init,
Do(r),Send(r)55 Deliver(nahff. Lh i %3 CRDT LR AHEME(HE TLA+SEIL SN F A #AER)Op, 5
Op,, 1% CRDT FrsHLH Do(r) Al BAE 34 Do(r)=IntDo(r)AOp; AOp,.
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P O 2 EEAEH A IntDo(r)5 IntSend(r) A4 M — I sh VE bR 454 s VE bR IR aid e Aid & — > B
A 1 reReplica 5 A BB G 1K /7 5 seq[r]eNat 14 Bt — Je 4l s VEFR IR 32 B4 3 AN J7 T (1 . 28—, 4k
T EAR ST A8 BAR B P AR A 3R B0 B AR IntSend(r)Bh VXS N [ aid. R AR 1 4658 45 2, T B EL AT
— L RS AE RS RAT R UE SEC A BV, T E N B EIA T Sl Rk T O WAT I T R T
Correctness BLEL A AT T IntDo(r)%f R 1) aid Ax PR L6 5 B0 458 28 = VR Bm AR IRRF A0 dun, ok T 38 S 3
RINTE, AW Set P12 Ry BN 98 0 7R 5 4 T i — PRI PR IR A (O i SCE 3 °19).

--------------------------- MODULE CRDTInterface --------=-=--=n=m-mmmmmuuv

EXTENDS Naturals
CONSTANTS Replica

Aid==[r:Replica,seq:Nat]  \* action id

VARIABLES seq \* seq[r]: local sequence number for actions at replica r \in Replica
\* incremented upon IntDo and IntSend

IntTypeOK==seq \in [Replica—>Nat]

IntInit==seq=[r \in Replicar>0]
IntDo(r)==seq'=[seq EXCEPT ![r]=@+1]
IntSend(r)==seq'=[seq EXCEPT ![r]=@+1]

IntDeliver(r)==UNCHANGED (({d,seq))

2.3 MEBIER
A7) () CRDT WSO JES J2 1845 199 4 7 A [R] (1 75 KB AR T 5, 25 THIRAS 1 CRDT Whistmr LA 2 B & 2k
HEEAAT 5 LA AT, AT ATE AR AT Y 268 4 A0 0AT . 28 T B AR 1 P 150 000 22 3R 1Y) 8% et T 5 ) (B 40 4 V1 LG P e A8
=00, 005 111 SR IE T4 00 vH B b sl e A0, A5 6 3 45 15 (1A B iU 314 J3 11 422 0I5 3 A e e
RN, SC 3.1 A I TR A (Y AWSet DS T B 4% I8 DA S e 2 A v B2,
CLAIE) CRDT WIS 48 A5 10 I3 286 3475 KRR m] 43 g 4 20,
o LAk 45 (basic network): FEA M 4% AV B F R (BIAAR RSN EEAAT S ELF AT
o A[HE M 44 (reliable network): AJ 3% [ 45 {0 45 4% 1 8 AR BEA AT A A AT — K.
o [RIJ M 4% (causal network): R 5 X 265 5K 422 J DR L o A A5 90 U5 bt Adk %9 BT R )3 2 el v B 2 TRD )5
(happen-before) > & P21k 5 (AR BEM A my 55 my 2 5 i BIAN A ry 5 748,00 my 26T my KA H
1 24:
> 5 BRI A H mFE my Z AT i ek
> TR my 20 EAAT I R my;ER
> AEAENE m AR m e T mOR AR H o mise T my kAL
PRT SR 190 8% 22 5K 4% AN RILAS Y fU BT B L T ISt T ok R AT R AR R B A e THE m kA
1) T A6 R AL AT 2 JE  m A REA AT
o TJHEKI S M 2% (reliable causal network): ] 5 P5] L 9 £ [m] I 35 2 T 5 194 29 b5 DT R o0 286 (1) 225K
TFHEIAT AL E 4 T 458 (5 AR AE TLA+ K528 2 A% CRDT Bl il LA b TLA+$2 6t 1) 5241
A (INSTANCE)LH N I FH A 35 (19 199 45 16 5 25 2.
2.3.1 BasicNetwork #5 He g #k il Y 4%
BasicNetwork ik igiid 47 & SystemModel B3k 5] AR 7515 18 172 5 incoming. 28 i Imsg[r] 2 78 78 @l 48715 5%
r b 4R AR 1) BUE RS A I A — YR S .BNBroadcast(r,m) & R @I AT A r B E m RS oA Rl
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AT i BNDeliver(r) @B RIA f v [0 PRSUR ASATHE RIAT 245 18 incoming[r] AN Ay 43 1N, e - 5 4 3t (i
B ML AZ AT AN incoming[r] IS — 4B m oK AT 45 B SUZ . 2531 102 BN Deliver () JF AR Ml Ek
m(UNCHANGED incoming), 5| st mJ USR5 i JGL A8 B 52 A2 A A K Sl 25 R (B AE 1 R K AN RS AD).

MODULE BasicNetwork
EXTENDS SystemModel

VARIABLES Imsg \* Imsg[r]: the last message delivered at r \in Replica to the upper-layer protocol

nVars==({incoming,Imsg))

BNInit==
Aincoming=[r \in Replicar{-}]
Almsg=[r \in Replicar>InitMsg]

BNBroadcast(r,m)==
/\ incoming’=[x \in Replica—IF x=r THEN incoming[x]
ELSE incoming[x] \cup {m}]
AN UNCHANGED ({Imsg))

BNDeliver(r)y==
Aincoming[r] # {-} \* choose m from incoming[r] non-deterministically
A\E m\in incoming[r]: Imsg’=[Imsg EXCEPT ![r]=m]
AUNCHANGED ((incoming))

2.3.2  ReliableNetwork #5545 A] 5 ki %

ReliableNetwork #5447 & T BasicNetwork A5 E, Jf: 1] ¥p i3 2 S HEAI o0 ) A 5 P £ Bt

HAKIM 7 ,ReliableNetwork {7 T BasicNetwork H1 (¥4 B/~ #8417 4 {H /2 5 BasicNetwork H* [#) BNDeliver(r)
ANTAl,ReliableNetwork H1¥) RNDeliver(r)2s 5 T AS AT (71 B AR 18 m MH 5, BT L v B AN & w8 38 2 A8 A HL7E ¥
R BRSO %1 0F 7 B 0] DUOR TR 45 0 B B R S 28 AT (R BAN S E2R).

-------------------------- MODULE ReliableNetwork --------=---e-eeeeeeemo
EXTENDS BasicNetwork

rnVars==({incoming,Imsg))

RNInit==BNInit
RNBroadcast(r,m)==BNBroadcast(r,m)

RNDeliver(r)==
Aincoming[r] # {-}
A\E m\in incoming([r]:
Almsg’=[Imsg EXCEPT ![r]=m] \* choose m from incoming[r] non-deterministically
Aincoming’=[incoming EXCEPT ![r]=@ \{m}] \* delete m

2.3.3 CausalNetwork i1 7 A5 K HE [ ¢

CNBroadcast(r,m) 155 P 5 9 £ 1 @ A5 68 r ) 86058 m AT 2 ve[r][r] 43 5 00—, -4 50 8T 5 16 A b p
I8l ve! [r]VE 9 95 8 m ) I TR BR(PRAZLE Ive 380), 84 BT IR U8 em(RTIEE: ts(em) Vg il Ive), 28 )5 K em | 45 Atk
FI| AT i CNDeliver(r) g A5 K S /9 28 Fr BT & r 1 B U2 284578 & 147 24 .CNCausallyReady(r,cm) H 3
TR om A T DA EIAS Y A e A AE RIS S AT 58 T em IV BE OB r AT BRI R om A SR
mr. 4 ts(em)[mr]<vc[r][mr]+1 F/REIAT 5 mr 7678 cm Z R B B O r 286 & vs2mr,
ts(cm)[s]<<vc[r][s]ZR /R @ AT &5 mr £ 8% om Z AT AT A AT 0K B A B AT S B E e r AT,
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CNDeliver(r)3Ef 2 P 1 A A5 18 incoming[r]H % #— 2k /£ CNCausallyReady )75 & cm(SZFr i 84 cm.m), 58
A7 25 b 2B, -4 A H i) B b ve[r] i ver][mr] 2 & 58 9 Max(ve[r][mr],ts(cm)[mr]).

CausalNetwork By 2 BasicNetwork b I ] Fp 302 $e At 4% AL 7 A8 £ 7 B 11 fR . CausalNetwork %
LA P 1 2 B 2 5 R 2 DR ) DAL L2 e REAN AR Y A 4R n 4 velr](n Db LA A8, 3L
Hove[r][s1Z i T EIAS Y A r MER B R EH BIA T s BT BT R R AT 25 ros,ve[r][S]IIIUEE A 0.

5 BLVE B A, CNDeliver(r) A1 em MF T8 M BR, DAL A vF s BV & 2k 5 B B ATAS A il e, O T REFE M
I &% Hp @AY JE 1K EE 52 A2 £+ ,CNCausallyReady(r,em)fif Fl 7 25 £ ts(em)[mr]<<ve[r][mr]+1, i AN ts(cm)[mr]=
ve[r][mr]+1.48 3 3, CNDeliver () ve[r][mr] 5 3 4 ve[r][mr]5 ts(em)[mr]H (K8 R AR, T AN J2 BB 4 ts(em)[mr].

--------------------------- MODULE CausalNetwork -------=-=-e-eeemmeeeemeee
EXTENDS BasicNetwork, Naturals

VARIABLES
ve \* vc[r][s] denotes the latest message from s \in Replica observed by r \in Replica

cnVars==({incoming,Imsg,vc))

ts(cm)==cm.lvc \* timestamp (vector clock) for cm
sender(cm)==cm.m.aid.r \* the replica that sends cm
Max(a,b)==IF a>b THEN a ELSE b

CNTypeOK==
ASMTypeOK
Ave=[Replica—[Replica—Nat]] \* vc[r]: vector clock at r \in Replica

CNInit==
ABNInit
Ave=[r \in Replica—[s \in Replica—0]] \*\Ar,s, vc[r][s]=0

CNBroadcast(r,m)==
Ave'=[vc EXCEPT ![r][rl=@+1]
ALET cm==[mi>m,lvcove'[r]] \* assign Ivc to m
IN BNBroadcast(r,cm)

CNCausallyReady(r,cm)== \* whether cm is causally ready to be delivered by r \in Replica
LET mr==sender(cm.m) \* cm : message with vector clock
IN Ats(cm)[mr]<vc[r][mr]+1
A\A s \in Replica \{mr}: ts(cm)[s]<=vc[r][s]

CNDeliver(r)y==

Aincoming[r] # {-}

A\E cm \in incoming[r]:
ACNCausallyReady(r,cm)
ALET mr==sender(cm)

IN ve'=[vc EXCEPT ![r][mr]=Max(@,ts(cm)[mr])] \* update vc[r]

Almsg’'=[Imsg EXCEPT ![r]=cm.m]

AUNCHANGED ({incoming))

2.3.4 ReliableCausalNetwork #5745 a] 5 5] 5 0 2%
A 5 R I 4% ReliableCausalNetwork: [/ il &2 R 4 W9 25 o rl S 4 DL 2 R S o) 29 o DR SR (i oK.
ReliableCausalNetwork ¥ J T CausalNetwork,JLi4 5.)” #17 5 RCNBroadcast(r,m)5 CausalNetwork %)
CNBroadcast(r,m)AH [i].24 T 4% ReliableCausalNetwork [¥] 1] % ¥, RCNDeliver(r)2s: 4 &8 41 45 2 WSl ik &
em M AF 8 M B A b, T A VT B R A2 AT, 5 CausalNetwork H11#) CNCausallyReady(r,cm)4H
Lt ,RCNCausallyReady(r,cm) ] LA R 38 1 ts(em)[mr]=ve[r][mr]+1 £ A M #h, 78 RCNDeliver(r)F, n] LK
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velr][mr]EE 87 ts(cm)[mr].

----------------------- MODULE ReliableCausalNetwork ------------eneeeeemv
EXTENDS CausalNetwork

rcnVars==({incoming,Imsg,vc))

RCNInit==CNInit

RCNBroadcast(r,m)==CNBroadcast(r,m)

RCNCausallyReady(r,cm)== \* whether cm is causally ready to be delivered by r \in Replica
LET mr==sender(cm) \* cm: message with vector clock
IN Ats(cm)[mr]=vc[r][mr]+1 \* no message duplication

A\A s \in Replica \{mr}: ts(cm)[s]<=vc[r][s]

RCNDeliver(r)==

Aincoming[r] # {-}

A\E cm \in incoming[r]:
ARCNCausallyReady(r,cm)
ALET mr==sender(cm)

IN vc'=[vc EXCEPT ![r][mr]=ts(cm)[mr]] \* update vc[r]

Almsg’= [Imsg EXCEPT ![r]=cm.m]
Aincoming’=[incoming EXCEPT ![r]=@ \{cm}] \* delete cm

24 MAE

A2 T ITH CRDT PRsCHS V AL 1) i 5 24— Bt (SEC) M s 24 1] WL (BV) I T XAk e S o 46—
FOMEEE SR AN IAT T AR [7) 5T AR 4 IR R AR N B AT A [R] (R R 3  f 28 mT L EE SR AR A (A Hb ) B 4 A I
LA A R AT L I, ZE B Correctness A, BRI AT A r 4E40 T W /NME A doset[r] & & 7= AE I
FERAE R R AR delset[r] e B A8 AT (AT )k 1 B BT 45 4 1) e R 4R 7. 53 41 B e Correctness {8 ¥ &> CRDT #
PRAE— AN 4E Read(reReplica), H T-3% [l &A™ & r (24 AR A1 ] Read &5 delset, s 5 28— &k n] B X
4 SEC=Vr,r,eReplica:delset[r,]=delset[r,]=>Read(r,)=Read(r,).f# /] doset 55 delset, & 7] WA LLE XA

EVAvaideAid,vreReplica:aidedoset[r]~(VseReplica:aidedelset[s]).

Jerh, aid e Aid A8 T AT S 1 SEHF R I FE B AR 2 o R 75 § B (leads to), 3 X FrGEa(F= O G)2L

MODULE Correctness
EXTENDS Naturals, CRDTInterface

CONSTANTS Read(_) \* Read(r \in Replica): the read operation at r

UMsg==[aid: Aid, update: SUBSET Aid] \* update message type

VARIABLES

doset, \* doset[r]: the set of updates generated by replica r \in Replica

delset, \* delset[r]: the set of updates delivered by replica r \in Replica

uincoming \* uincoming[r]: incoming channel for broadcasting/delivering updates at r \in Replica
CTypeOK==

Adoset \in [Replica—>SUBSET Aid]
Adelset \in [Replica—>SUBSET Aid]
Auincoming \in [Replica—»SUBSET UMsg]

Clnit==
Adoset=[r \in Replica > {-}]
Adelset=[r \in Replica —{-}]
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Auincoming=[r \in Replica —{-}]

CDo(r)==
ndoset'=[doset EXCEPT ![r]=@ \cup {[r>r,seq—>seq[r]]}]
~delset’=[delset EXCEPT ![r]=@ \cup {[r—>r,seq—seq[r]]}]
AUNCHANGED ((uincoming))

CSend(r)==UNCHANGED ((delset, doset)) \* implemented by OpCorrectness and StateCorrectness

CDeliver(r,aid)== \* choose the update message um according to aid
ALET um==CHOQOSE m \in uincoming[r]: m.aid=aid  \* um is unique
IN delset’=[delset EXCEPT ![r]=@ \cup um.update]
AUNCHANGED ({uincoming,doset))

SEC==\Ar, r; \in Replica: delset[r,]=delset[r,]=>Read(r,)=Read(r,)

EV==\A aid \in Aid, r \in Replica: aid \in doset[r]~~(\A s \in Replica: aid \in delset[s])

gy 2.2 PR, AT S EARIRST aid AR T HTAETE CDo(r)H, 5T 7= A I A 1b T BT B AR (R B VR b 1R
TR doset[r]Fl delset[r](A b4 £ 37 B AZ AHAT ) i il AR 5 s TA) 75 B0 v B S e i 23T
SRR UMsg 8 T IR B2 A aid T E—FR IR ARSI S update 2 T B IR 0 BE R 4R
AT B R SEBL S 56 AR RE, AT 4E T 5 incoming 2057 uincoming 158 &3k . AT UMsg W L a2
A2 ELAR BT Send(r)3h 1 56 F 1E 6 13T 75 1 UMsg 8 B (il uincoming[r]fs 18 ) 2> £ bl Pr i3 & 3% 1 i B (fi
HI incoming[r1{518)—[F]) #& 5 FoAh B A s eI 2 A ARG aid(@) i1 Send(r) 4k & ). EL AR RS Deliver(r)£E
AT T H 4 B m 5, 0T LUdE ] CDeliver(r,m.aid)H 5 m — R #EH0 UMsg 788 um, 55 um #5755 1) 50 8T
FEVELE um.update & I BRI AT 2 r [ SE BT AR 4E delset[r]H.

--------------------------- MODULE OpCorrectness ----------=-==-----=-------
EXTENDS Correctness

VARIABLES buset  \* buset[r]: the buffer of local updates generated by r \in Replica since the last broadcast

OpClnit==
ACInit
Abuset=[r \in Replicar{-}]

OpCDo(r)==
ACDo(r)
Abuset’=[buset EXCEPT ![r]=@ \cup {[r>r,seq—>seq[r]]}] \*collect a new update

OpCSend(r)==
ACSend(r)
Auincoming’=[x \in Replica— \* broadcast buset[r]
IF x=r THEN uincoming[x]
ELSE uincoming[x] \cup {[aidi—>[r—r,seq—seq[r]],updater>buset[r]]}]
Abuset’=[buset EXCEPT ![r]={-}]  \* clear buset[r]

OpCDeliver(r,aid)==
ACDeliver(r,aid)
AUNCHANGED ((buset))

7E CSend(r)H, MR 46 5 07 B AE 75 TR ) W2 th b U T e 1. B OpCorrectness 5 StateCorrectness 47 &
T Correctness, 73 Hll &1 % 3 FERAE KPR S R TRAS I URMCEELT T3 UMsg 7 B 14T 4 B AR BSCAT LR 3
W) 25 R 3% I OpCorrectness i % StateCorrectnes. Zf OpCorrectness H buset[r] 3 7= il — k) 1% 2 J5 B ATy
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B 7 A B T R AR B OpCSend(r)&E kAL T 1 buset[r] (T JE 52 44 1 delset[r]), 335 45 buset[r].7E StateCorrectnes
EP ,StateCSend(r) 5% #0656 22 1) delset[r]) #7625 Hopth @ A< 5 5.

-------------------------- MODULE StateCorrectness -----------=-=-=======----
EXTENDS Correctness

StateClInit==Clnit
StateCDo(r)==CDo(r)

StateCSend(r)==
ACSend(r)
Auincoming’=[x \in Replica—  \* broadcast delset[r]
IF x=r THEN uincoming[x]
ELSE uincoming[x] \cup {[aid>[r—r,seqr>seq[r]],update—delset[r]]}]

StateCDeliver(r,aid)==CDeliver(r,aid)

3 CRDT il By3EIA

A1 LL AWSet(Add-Wins set)(4F S % SCHR[2]H ,AWSet tH#7FK & OR-Set(observed-remove set)) A i, Ji& 75 1
o[ A HTHE B2 4538 B A& CRDT Ppill. 2k TIZHELE, AW Set P80 H 753% £8-5 18 (1 )i J2 1845 199 45 I 4 TR P 1304 11 2
FEAR BRI Add 5 MR Remove #RAE FRAR G BRI B — MR INRAE S 57— M B A 9 R (Rl e
112 18)¥%4 happens-before X &, AL B2 B 1 happens-before KA, [T 2 A€ 22 (8] (1) happens-before
e 2 HAE e 38 B MRR B4 T 95 R ph 58 AWSet 5% FH U8 MIERAE T H 2 10 S5 I 38 A 9F: oz b e 1224,
DAL, B 50 A AW Set 524 HA Y A7 48 AN B VR A I T 2 850808, 91 BB A I B % B0Hs R 48 A B Ao (4
1€ Z 18] (1) happens-before ¢ R )L INERAE T2 5% INEE1E IR K.

MODULE AWSet
EXTENDS CRDTInterface

CONSTANTS Data  \* the set of data
Element==[aid: Aid, d: Data] \* the set of elements

A SEHA A AWSet Phisl:FE T HVE 0 AWSet 1 (OpAWSet)! "2 5 TR A 1) AWSet X
(StateAWSet)! 2k 1 Aif I & i 58, AW Set B Sk A AN VAR 0 4D B4 (L 45 7 VAR 0 1) B ) o T ME — R A R
(LB A T 227 M BR B o )% 4k 0 N B 24 i ) AR 95 s B 0B B0 380 o 19 00 35 TR I, A A7 7R I b 8 1)
KAV 0055 00 IR B8 1 ol 2 A g A 9 o 5 (10 G 22 % I 5 OB R 5 0 24 o 458 44 R Bk B8 A O A A ) —
B E IS B 5 1 A 05 80 0 45 40 T 2 000 00 7 25b L, DR 1M 3% 6 22 1 P, B0 97 45 6 o X P B AW Set
IS AN [ 2 Ab 75T :OpAWSet BF AT #6 H E k) 17 LSRR A 15 s078 0 5 M Bk 1) UG 25,1 StateAwWSet T 75 22
T REAS HB Y A2 50 58 HER A AE AWSet #EE H Element 5 X T 76 3 2R AY d 3R B, B S BR BN I 2] AW Set
PR BE (k)R 7R TR AR UL B BIACTT 52 r A5 5 B850k 14 5. OpAWSet 5 StateAWSet 4 & T AWSet, I %
H SZIL Init,Do(r)(fL 5 Add(d,r)5 Remove(d,r)),Send(r)5 Deliver(r)$% 1.

3.1 ETFIRERMAWSethil
¥+‘%ﬂ§é4’ﬁ ) AWSet il 2 (OpAWSet #Ebk ) FEARIASTT 55 r 4E90 3 DN EES TR (active) TG E & aset[r]
{47 r BRI RS N BRI R B G 25, 7R N 22 0P X abuf[r]4fAF B _LUOH R LISk r AR in i G %,

JB%%/EFE rouf[r] AR A7 B B RIE R % LR v AR R 10 70 2% B0 A, 36 T4 V5 1) OpAWSet Pp il 75 B4 7] 5
PR R 0 2 v AT R, B AT 14 TLA+2 AL ) INSTANCE L 51 A\ ReliableCausalNetwork % 25 38 {35 45 B R 1f],
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BT R Z I W AR A Init 5 TTREMMBI/E Do(r),Send(r)5 Deliver(r).
o VIR, BB S r LY aset[r],abuf[r]5 rouf[r]#E k=5,
o Do(r)B & WA ST AE RN — A AR A

1345

> AR Add(d,NFRRFEIA & r [ AWSet B INEURE d %O B0 d S BEoME— 4R aid, H o0
#F(aid,d) I A BT #4E aset[r] . A, B IR K 1Z T R I B INZE P X abuf[r]H.
> HBTERAE Remove(d,n) R R EI A 5 r A AWSet T BR B0 d. %4 4 I K T 2 4 aset[r]T
RN d WIGHZESRILAN EE RN )M TR E oo s A ZIMBRZZ X

rbuf[r]=F.

> iEE{E ReadOpAWSet(r) (] T 5215114k Correctness #5Ek T 23K ) Read(r)#e/E, WLEFK 4.1 41)iR [H]
RIS 5 r 16 AWSet 10 B 7 B0 5005 d 76 r B9 AWSet H24 LAY 6 245 aset[r]H A2 48

Bl d TR,

o Send(r)EnEIAT s v [ HAREIAT AU R R B AN Msg2[aid:Aid,abuf:SUBSET Element,
rbuf:SUBSET Element], . v,aid FE %3 B (b5 IH5F abuf 5 rouf 43 51 a8 22 vh X abuf{r] 5 IR 2%

MX rbuf[r]. %8 /E R S A HLZE X abuf[r]5 rbuf[r].

o Deliver(NERF AN A r M EEH LA —FHEE . ELMHMHEEZHKZEGEMW%
ReliableCausalNetwork M{&i& incoming[r] &+ FH S Imsg'[r]. &5 26, B AT & r K & b s oo
FH Imsg'[rl.abuf & IFBIA L1 set[r] R B, NP B ERAEN B RKIZE TR MK o RwES

Imsg'[r].rbuf.

MODULE OpAWSet
EXTENDS AWSet, FiniteSets
CONSTANTS Read( ), InitMsg

VARIABLES

aset, \* aset[r]: the set of active elements maintained by r \in Replica

abuf, \* abuf[r]: the buffer for elements added by r \in Replica since the last broadcast

rbuf, \* rbuf[r]: the buffer for elements removed by r \in Replica since the last broadcast
(* variables for network: *)

incoming, \* incoming[r]: incoming channel at replica r \in Replica

Imsg, \* Imsg[r]: the last message delivered at r \in Replica to the upper-layer protocol

Ve, \* vc[r][s] denotes the latest message from s \in Replica observed by r \in Replica
(* variables for correctness: *)

doset, \* doset[r]: the set of updates generated by replica r \in Replica

delset, \* uset[r]: the set of updates delivered by replica r \in Replica

uincoming, \* uincoming[r]: incoming channel for broadcasting/delivering updates at r \in Replica

buset \* buset[r]: the buffer of local updates made by r \in Replica since the last broadcast

nVars==({incoming,Imsg,vc))
cVars==((doset,delset,uincoming,buset))
vars==((aset,abuf,rbuf,seq,nVars,cVars))

Msg==[aid: Aid, abuf: SUBSET Element, rbuf: SUBSET Element]

Network==INSTANCE ReliableCausalNetwork \* WITH incoming<«incoming, Imsg«Imsg, vc«vc

ReadOpAWSet(r)=={ele.d: ele \in aset[r]} \* read the state of r \in Replica

Correctness==INSTANCE OpCorrectness

\* WITH doset«—doset, delset«—delset, uincoming<«—uincoming, buset«buset

TypeOK==
Aaset \in [Replica—>SUBSET Element]
Aabuf\in [Replica—>SUBSET Element]
Arbuf\in [Replica—>SUBSET Element]
AlIntTypeOK
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ACorrectness!CTypeOK

Init==
Aaset=[r \in Replica {-}]
Aabuf=[r \in Replica —{-}]
Arbuf=[r \in Replica —{-}]
AlntInit
ANetwork!RCNInit
ACorrectness!OpClnit

Add(d,r)== \* r\in Replica adds d \in Data
ALET e==[aid>[r—r,seqr>seq[r]],d—d]
IN naset'=[aset EXCEPT ![r]=@ \union {e}]
Aabuf’=[abuf EXCEPT ![r]=@ \union {e}]
AlntDo(r)
ACorrectness!OpCDo(r)
AUNCHANGED {({rbuf,nVars))

Remove(d,r)== \* r\in Replica removes d \in Data
ALET E=={ele \in aset[r]: ele.d=d} \* E may be empty
IN raset’=[aset EXCEPT ![r]=@ \E]
Arbuf’=[rbuf EXCEPT ![r]=@ \cup E]
AlntDo(r)
ACorrectness!OpCDo(r)
AUNCHANGED ((abuf,nVars))

Do(r)== \* We ignore ReadOpAWSet(r) since it does not modify states.
\E d \in Data: Add(d,r)vRemove(d,r)

Send(r)== \* r\in Replica sends a message
Abuset[r] # {-}
rabuf'=[abuf EXCEPT ![r]={-}]
Arbuf'=[rbuf EXCEPT ![r]={-}]
ANetwork!RCNBroadcast(r,[aid—[r—r,seq—>seq[r]],abufr>abuf[r],rbufi>rbuf[r]])
AlntSend(r)
ACorrectness!OpCSend(r)
AUNCHANGED ((aset))

Deliver(r)== \* r\in Replica delivers a message (Imsg'[r])
AlntDeliver(r)
ANetwork!RCNDeliver(r)
ACorrectness!OpCDeliver(r,Imsg'[r].aid)
naset'=[aset EXCEPT ![r]=(@ \cup Imsg’'[r].abuf) \Imsg’[r].rbuf]
AUNCHANGED ((abuf,rbuf))

Next==\E r \in Replica: Do(r)vSend(r)vDeliver(r)
Fairness==\A r \in Replica: WF_vars(Send(r))AWF_vars(Deliver(r))

Spec==InitA[-][Next] varsaFairness

3.2 EFIKRTRIAWSettill

FEFETRA ) AWSet Bl (StateAWSet 55y i REAN B AT 24 r 4847 AN B2 45135 2R (active) 76 3 4 aset[r]
A7 1 WEEH) B o LR B B3 3k 1 70 25 stombstone 45 tset[r| 447 r WLSLE Y O M BRI c %K. th T
StateAWSet Hp i T AAEAT 90 48 Hh AT, IR LR AT A TLA+Z A1) INSTANCE L 51\ BasicNetwork % £ i
5 A T BT 123 5 AR 1% B I 26 IR 2 Init 57T fig ) 4F Do(r),Send(r)5 Deliver(r).

o EFHEIRA,AEIATT S r 1) aset[r]5 tset[r]#5 A 7.
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Do(r) % P A BB A Al — A Fr it e A

>

>

SEBERAE Add(d,nFRREIAT S i AWSet WIIEUE dZ P BCHEAE d A EdME— AR aid,
F oo (aid,d) I A B R IC 4 aset[r]H.

BB 1E Remove(d,NZR -l A f5 r A AWSet 1l R B d. % £ 48 N B 5 K e 2548 aset[r]h
BT E R d e R OZES N EE AT 88 ). MEAN, EiEK E oo I A\ 3 tombstone £
tset[r]9.

i 1E ReadStateAWSet(r)(H T~ 52411k Correctness #EHk it 22 5K [ Read(r) B /E, W45 4.1 T9)iR
| EIASH S v B AWSet H BTS00 B0l d 78 r B K AWSet H 4 HLAY Y aset[r] TP AELE B
Bohd Mot E.

Send(r) A s i AT r 1) Al ) A R S SR

Msg=[aid:Aid,A:SUBSET Element, T:SUBSET Element].

Horpraid AR IZM B IFRIRAEA FI T 235 435 BRJC 3 5 aset[r] 5 tombstone £ tset([r].
Deliver(r)ZR 7~ gl AT f v a) B2 WS84 — 48 B AT 7 S 02 1R Z 18 15 M 4% BasicNetwork
538 incoming[r]HZEFE AW & Imsg’[r]. & 56, BT &5 r oK B (1 tombstone 4 Imsg/[r],T & -4
Hi[¥) tombstone 4R tset[r]H1, 37~ FI AT A r WS E) Imsg/[r],T 17T 28 TR M 5% 28 )5 R AR 15 £ r B3
TR C A Imsg/[r].A 5 A ML BIE R TG ZE 4 aset[r] & I, I A B B TR DA ol I 64k ) o6 25 (L0 5 e
J5 1) tombstone 4E tset’[r]).

MODULE StateAWSet

EXTENDS AWSet, FiniteSets
CONSTANTS Read( ), InitMsg

VARIABLES

nVars==
cVars=

aset,
tset,

\* aset[r]: the set of active elements maintained by r \in Replica
\* tset[r]: the set of tombstone elements maintained by r \in Replica

(* variables for network: *)
incoming, \* incoming[r]: incoming channel at replica r \in Replica

Imsg,

\* Imsg[r]: the last message delivered at r \in Replica to the upper-layer protocol

(* variables for correctness: *)

doset,

\* doset[r]: the set of updates generated by replica r \in Replica

delset, \* delset[r]: the set of updates delivered by replica r \in Replica
uincoming \* uincoming[r]: incoming channel for broadcasting/delivering updates at r \in Replica

((incoming,Imsg))
=((doset,delset,uincoming))

vars==((aset,tset,seq,nVars,cvars))

Msg==[aid: Aid, A: SUBSET Element, T: SUBSET Element]
Network==INSTANCE BasicNetwork \* WITH incoming<«incoming,Imsg<«Imsg
ReadStateAWSet(r)=={ele.d: ele \in aset[r]} \* read the state of r \in Replica

Correctness==INSTANCE StateCorrectness

\* WITH doset«—doset, delset«—delset, uincoming<uincoming

TypeOK==

Aaset \in [Replica—>SUBSET Element]
Atset \in [Replica—>SUBSET Element]
AlntTypeOK

ACorrectness!CTypeOK

Init==

Aaset=[r \in Replica —{-}]
Atset=[r \in Replica—>{-}]
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Alntinit
ANetwork!BNInit
ACorrectness!StateClnit

Add(d,r)== \* r\in Replica adds d \in Data
Aaset'=[aset EXCEPT ![r]=@ \union {[aid>[r—>r,seq—>seq[r]],d —d]}]
AlntDo(r)

ACorrectness!StateCDo(r)
AUNCHANGED ((tset,nVars))

Remove(d,r)== \* r \in Replica removes d \in Data
ALET E=={ele \in aset[r]: ele.d=d} \* E may be empty
IN Aaset'=[aset EXCEPT ![r]=@ \E]
ntset’=[tset EXCEPT ![r]=@ \cup E]
AlntDo(r)
ACorrectness!StateCDo(r)
AUNCHANGED ((nVars))

Do(r)== \* We ignore ReadStateAWSet(r) since it does not modify states.
\E a \in Data: Add(a,r)vRemove(a,r)

Send(r)== \* r\in Replica sends a message
ANetwork!BNBroadcast(r,[aid—>[r—T,seq—>seq[r]],Aaset[r], T>tset[r]])
AlntSend(r)

ACorrectness!StateCSend(r)
AUNCHANGED ((aset, tsety)

Deliver(r)== \* r\in Replica delivers a message (Imsg'[r])
AlntDeliver(r)
ANetwork!BNDeliver(r)
ACorrectness!StateCDeliver(r,Imsg’[r].aid)
Atset’=[tset EXCEPT ![r]=@ \cup Imsg'[r].T]
raset’=[aset EXCEPT ![r]=(@ \cup Imsg’[r].A) \tset'[r]]
AUNCHANGED ({-))

Next==\E r \in Replica: Do(r)vSend(r)vDeliver(r)
Fairness==\A r \in Replica: WF_vars(Send(r))AWF_vars(Deliver(r))

Spec==Inita[-][Next]_varsaFairness

4 CRDT tiisLB95& IE

41 LHIRE

AR ] TLCUMBE ALK 56 T L I64iF OpAWSet 15 StateAWSet B 35 F) 1 A 14, L0 2 705 Wi A o e 24— B0k 5
Zen] WAL S50 P H LA L 4 :2.40 GHz GPU,6 #% LA K 64GB N A£(TLA+EACTS 5 S5 86 A GitHub 6
https://github.com/JYwellin/CRDT-TLA).

FERIF e 24— B SEC (AR 41 S50 vh AT R AT R4 4 Replica 5 $dls 42 Data (19K /N, 3K e AT
B A RFRAEN IR 1.2 97), LU 5 TLC Rl . ) 41, 75 OpAWSet (41 3 11, StateAWSet) ) TLC F v Fe A1 75
B4 H] ReadOpAWSet(r)(#H 1Y 1, ReadStateAWSet(r)) 5 1 1t, Correctness #8k H1 5& S & Read(r). AT 14H FH 10
ANRRRAT LI RS W R GeT Bl B U (UL BFS 5 S8 DD R ZOR S KM B AR, TLC BB KT RE
(%R, TLC ORI ) AN ) DR 25 10 250 it LA B ARG 56 1 1] (% 200 hhemimss). HH T AWSet fo V7 8 8 N 80 I Bk o6
%, 0pAWSet 55 StateAWSet [ E AT 4 #8& (HE7E) JE 55 149,24 TLC LA 50 1R A [ PR 245 1) 50 o i o A B0 i (1%
h ALY EEFRATEHEA N M 28 1% K 56:(2019 4F 01 H 28 HFEL TLC WA L FFiZ Zhfg).
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FEIUE R 2 ] WA EV (AR SEIG b, AT R AT 4645 Replica 55 #dli 42 Data [¥) K /MTLC AL
SR AR B0 S B A P iR R B AR ), B doset 45 1A /)N (B B 1 5 4 Bl A 0 s Ao VP 7 A 1 S S 1

) 5.
42 WIELER

Kl 3 5E 45 B4 1 T 2 M E T 3AF OpAWSet 55 StateAWSet 5 AL i 44— UM T 75 1IN ) (75 45 2 1R
BONLI0UE I R R] BE 52 2 Bl R 2 A, 04 TLC T A AR S S BUR, L an BFS BAZ 1 & U 0] He g i 5’5
) AART & AE A R B R, U6 1 OpAWSet WX ELEGIIE StateAWSet 350 8 48 T 22 1) Ik 18] 3 2 Dk 6 TR 1
f) OpAWSet Bp i3 48 FH £ J2: 7T 4 A L B 2% ReliableCausalNetwork, & ) TLA+SZHLH: State AWSet Bl i30T 4 ] ) 2
fitti ¥ 2% BasicNetwork 57 4 5 A= o

TLCHE B (R A 8 Bl 4 KN REEEHZ REH A RS S %56 1 6] (hh:mm:ss)
(2,2) 14 216 353 094 100 000 035 0:23:39
(2,3) 13 221 536 999 100 000 045 0:28:38
(2,4) 13 236 154 405 100 000 067 0:52:51
(2,5) 13 269 575 089 100 000 048 2:53:00
3,2) 14 288 385 868 100 000 044 0:48:36
3,3) 13 298 212 738 100 000 048 1:10:50
3,4) 12 322324714 100 000 048 2:33:14
(4,2) 13 353 773 546 100 000 050 2:23:04
(4,3) 12 374 991 027 100 000 037 3:59:51
(4,4) 12 407 327 244 100 000 072 10:45:35

Fig.3 Model checking results of verifying that OpAWSet satisfies SEC
Kl 3 “OpAWSet i & SEC™ IR RLAL 50 56 LE 45 R

TLCHER (RIA T 3 B R RN REK HAE REH A RS K56 1 1] (hh:mm:ss)
(2,2) 14 215691 981 100 000 043 0:18:10
(2,3) 13 218 832293 100 000 054 0:22:29
(2,4) 12 238 758 933 100 000 062 0:44:08
(2,5) 13 275918 637 100 000 067 2:40:24
3,2) 13 290 875 497 100 000 069 0:39:03
3.,3) 12 302 058 508 100 000 060 0:57:46
3.4) 12 331012172 100 000 064 2:16:21
(4,2) 12 368 615 463 100 000 048 2:00:48
(4,3) 12 383 242 663 100 000 045 3:34:57
(4,4) 12 422 421 793 100 000 059 10:00:50

Fig.4 Model checking results of verifying that StateAWSet satisfies SEC

K 4

“StateAWSet i /£ SEC” I 7Y 4 56 46 1k 45 51

H T2 StateAWSet H 13l F Send(r) 75T Tt I 2 #1552 AT LASAAT 169, D] b RIS 7E B 11 doset 455 /MR O
T, StateAWSet [ 5EANT A 52 G AE) T 55 19T LA AS 15 A3 1IE OpAWSet 11 i 28 1T LA (7 395 A2 e 6 7] L4 777 1,
StateAWSet 5 OpAWSet 94T A 2R AL1). K 5 45t T 2 Fh L & T 50 UF OpAWSet i i f 28 1T WAt JiT 75 (1) 1 [

TLCHR (R A5 208 B0 42 K /D doset K /1) REKER REH ENGERSSE G 56 1 1] (hh:mm:ss)
(2,2,2) 13 210 425 22 031 0:03:02
(2,3,2) 13 843 893 62 205 0:07:56
(2,4,2) 13 2430313 138 267 0:17:45
(3,2,1) 1% 245 323 17 287 0:07:38
(3,3,1) 13 783 517 38 764 0:16:10
(3,4,1) 13 1906 531 72 691 0:31:22

Fig.5 Model checking results of verifying that OpAWSet satisfies EV
“OpAWSet i /& EV™ 5 544 56 461 11F 45 2R

S 25 R AR F 2 ] WA AR e A Sk 25 /N T i e A UM ) S0 R R I 2 A AN T 1 R A

K s

$5—,SEC & Bl AL HARES b 1822 4> 1 (safety) M I, B F e 2480 5 1 560 11 S0 70 B 4G 7 e AMIR
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A0 EV J& 5 XAEAT A _E BEYE (liveness) P 5, 56 1F 1S 1 5 85090 B0 O 53 2% 55 2 B6F e 10 .
o BB AEAR AR IRATR I doset FE A IR/ S EIAS S ASAOR AR 2 (V) RS AT K R L AE H RIS 5 4
FIGEERL B3R doset 424 BRI INEIA Y sS4 H0 25 75 ZEm ) KRS B I E AR N 13 32w 3] 19 il
e AT AR R 8 DR 2 0 A 0 I (R R AR A9 TR R 2
T e 4] WA BN HOWLFLIE A IR A H B AR T R S HURL R AT A W 5 TR 18 /N B 3 11F
25 RATHARAE B T B 5m TRA 1% OpAWSet 36 A 5 28 1T I 1 475 0.

5 tHXI{E

FE RS 36 5 (18 B/ Bh ) e BEAIE W 2 3 w23 A7 W 80T S 0 P R R 1R T XA T v AR S A P AR TR A 56
H{RIGAE CRDT PR i iE e T BT T 2848 F s BEAIE WH 7 ¥ 50 3F CRDT Wb Sl i il A AR O A S5 R A A
5 5 VAR L 12 2 T 3 B Rt B AE 45 AN S AR TR RUASE (1) B ) ke o U A P 1R v 3 LA ST 5 L kA,
ASCAANIGAE T CRDT PRSI 2 4 4 (R A2 58 e 26— 350k, 1T FL3GIE T e AP 3 2 (R il A e 26 ) L2 ). R ik
{6 FH 5 FEAIE W 7 9 00 T AR A 85 & CRDT P g ik oL 426271,

Gomes 25 N\ ] Tsabelle/HOL & FEIF 2R 461E T — R AL THEAEM CRDT WSt i I A U, i Ko oy
W ORSet(El AWSet)& A5 il LK RGA F 3£ Wpid P18 Ml fiTig g 7 — A nl A BEERAL ¥ CRDT Pp i3
A5 B B HE L AZAE L2 T RS PR T 4% 1 A B SO, v IR T BT AR R T A T R AR T
SRR B 2%k e L o A HE SR IR T il 52 e 8 i P (abstract convergence theorem)# H T il b 48— B I TE
FAb s SCAE 24 30 15 B B, Gomess 55 A 28 BRAL 7 75 20 ) T 55 20 AN SE DR I 49 /B AR ST, BRATT I S B 7 38 &2
ST 1) A Y 4.

Nagar 25 N\ [f]#: % RE 5L T #4510 CRDT Whi) ¥ B Bh 58I 1) S ABA 11 6301 7 i & — St 4 2 18]
B AT A e R 5 R G TR b b i) — BOME R (i 44— Btk . IR —30k . RedBlue — U556 )AH L 1.
e UL LA B AATER T DL S AR O S H ) i 24— BRI, O DUE A . IR 5 K% CRDT A6l R
7N T WAr A iR B 256 E CRDT #pilL.

Zeller 2 \ i ] Tsabelle/HOL 5 BEAIF B 42 50 3iF T — R UFE TARA K CRDT Prisl (0 = Al PERTLAATT ¥ 5 25
THRFIRAER CRDT Vhl S E R TS AR LIERE b A48 B T 2 ML TIRAR CRDT W T 2046
29, 101 2 {1 %5 47 % (multi-value register)™. PN 1% #s hiX 2. 2P S 40P LL K ORSet(Ell AWSet)&E & Bl 2%
T TLA-AHGR T U I iR 73S LR JIT B v] Be 3 8, IRtk A SC iy StateCorrectness(LA & Correctness)
AW A] LB AEIET ARSI CRDT Wi A TS S BR T3 UE T CRDT WM B # B 2 I i e 4 — Btk 2
Ab,Zeller 56 NI BGAIE T 2 CRDT W iSUHXS T8 B ML B E A 2k Lo o, 4 56 3 715 ik, AW Set 1R 24 2 5 B4l
75 AWSet 14 FACHAZETE SEAS G IR AR I T 5080, 91 BT W B 2 0 ()4 4 224 56 T #1224
RS INERAE IR A SCRIE T CRDT Pl i) s fie 28— Btk 5 e 2 o] WAL JFAR B UEE ATTAHN 12 HLZY (1 1
fif k.

A5 P A TR ARG 56 7 92 56 S0 ih U0 11 T A S 4 v P 3L AT Y PR AT A T B 5K T T A N R R R A TR
SMV(symbolic model verifier)7}#T T 3 44 i Needham-Schroeder(NS) 24 W30 5% F 5= 4% N 22Ut A i) 18] B )L
I53F T H UPPAAL Kl 44 Web JIR 25 16 2 4 Pk (U ZE80) 5 3% 11 51 R Leslie Lamport®ifi il TLA+/TLC #ii&
FFBGAIE T Paxos WS HAS AR IR IE A v S SC A ) TLA+/TLC 434 35 563F 7 — %51 CRDT Wh 1) IE#i .

6 SBESREKRIE

AR AR R I BORIAIE T — 341 CRDT Ph il IES L. FATE e 7 — T R B fb i
CRDT ik 55 5 UEHESL, AR I 200 5 22 . Bl 2. AR UZ 5 R0 2 R ATAE ] TLA+HE A2y
W E KL T IZMESL, AR A LA Add-Wins Set 521 K04 2 88 0 51 & s 17 4 o A P RS 2 438 L A Bp I, A T TLC A%
RO T30 UE P iSO IR PR ATV R i R HE S, H0mT DL IA IF B0 UE SE LR — CRDT YA ) il 2 1)
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(R AL 5 R U2 Ak AR BRI ST 3 T4 (1 CRDT BhX 5 5 TOIRZS 1 CRDT Wl i) i 240 v 2 48
TLAPS 5 BEIE B #1832 330405 H joeie (1 7 A UE A

SUBE 56 F AT IR ASE 20 1) 0 it 2 A TR A 56 T 0 AN AR 2 Kb AT SCHR R I, B S P B AT 4 A S (cutoff
bound)” ¥ 5 1 S PR ISR FEAMRE R K/ I AT BRARE TR 1o 1 A 1), 8 4 B R AT TR P A5 YL R I A A8
Marié 25 NPHHIE T T 22 Fh DAIERE SO 2 5000 SR AT 12 o LA T &, i SR e AT S AN el 7 AR B2 IR
WA EAITEAT R 2 AN R A0 E 60 0. AT T R 2% %2 CRDT PpidU 5 HAT eSSk .
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