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Black-box Adversarial Attack Against Road Sign Recognition Model via PSO
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Abstract:  With the wider application of deep learning in the field of computer vision, face authentication, license plate recognition, and
road sign recognition have also presented commercial application trends. Therefore, research on the security of deep learning models is of
great importance. Previous studies have found that deep learning models are vulnerable to carefully crafted adversarial examples that
contains small perturbations, leading completely incorrect recognition results. Adversarial attacks against deep learning models are fatal,
but they can also help researchers find vulnerabilities of models and make further improvements. Motivated by that, this study proposes a
black box physical attack method based on particle swarm optimization (BPA-PSO) for deep learning road sign recognition model in

scenario of autonomous vehicles. Under the premise of unknown model structure, BPA-PSO can not only realize the black box attack on
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deep learning models, but also invalidate the road sign recognition models in the physical scenario. The attack effectiveness of BPA-PSO
algorithm is verified through a large number of experiments in the digital images of electronic space, laboratory environment, and outdoor
road conditions. Besides, the abilities of discovering models’ vulnerabilities and further improving the application security of deep
learning are also demonstrated. Finally, the problems existing in the BPA-PSO algorithm are analyzed and possible challenges of future
research are proposed.

Key words: autopilot; adversarial attack; road recognition; black-box physical attack; particle swarm optimization
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Fig.1 Example of an adversarial image that successfully attacks against road sign recognition system
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Fig.2 Framework of black-box physical attack against road sign recognition model via PSO
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BAVFE S o0 AT T YA SR ) 5 bk R 2R AT e PR B I R B P B AT R R SR X
AL 5 AT, I FE AT AR ] R 4% 3 B0t 8l ¥ 2% 25 Rk BPA-PSO - BVALE AR AL 4R 20 1y il 72 v J i B 4%
AEFR A AT BERL S B T SR R A B B SRR B 1) AR Ak XA B S A B AR BURE AR B T AR R A 2 AR 1
WY BRERSE rp AT AR BT AR (R 0 B i
2.6 EiXAREB

BPA-PSO Sk Dy AR BE W A R .

B3R ES. BPA-PSO 5k,

BT B I A, 38 Y B e, B T8 numParticles, 55 R AR Gy, 24 BT AR KB iter;

B R O R AR X
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1o A R P 5 b S I BE AL 3D, 15 BRI 26 X BUREAS (X} .
2. IR O T BEBLIE BERE AR D WA R, 58 1 AL 10 7 Sk dpe RIS A £y, 4 JR) dm DI A £
3. WHILE iter<G, DO

4. WP ARL AT T B A TEORN 8 8 R 715 AR A

5. HR 8 2 2 (6) VI 5 hr - V3 Y. AR

6. FOR i=0: numParticles DO

7. IF fit(x)<f,; THEN

8. fi = fit(x) ;

9. IF fit(x) < f, THEN

10. fy = fit(x);

11. END

12. END

13. IF f;<e THEN

14. Break;

15. END

16. R 23 3(3) M2 3 (4) B A 3 R AR 5

17. END

18. iter=iter+1;

19. END

20. Return: x".
3 XWE5SH

31 XWFEEIFMIBRNE

S8 - £ BRUE:17-7700K 4.20GHzx8(CPU),TITAN Xp 12GiBx2(GPU),16GBx4 i #7(DDR4), Ubuntu 16.04(H:
1E & 4¢),Python 3.5, Tensorflow-gpu-1.3 (VA ¥ 2% 2] HE4L), Tflearn-0.3.2.

T UE B BPA-PSO 53 1) 3R W] S I, FRAT 1 20 i) 7 4 B A S 1y ST 6 s S0 37 3¢ F L S A S B 5 TP gh AT
T SIS B UE GBI SRR AR T K& B B R & 3% s R TR B AT HEAT B bR A R I g TR TR, A
T I UF AR SCEL AR BN PUREAR (RS E 2k, 2 R G BRES . A B A DN F AT U, T T 2 RS R B0 L
Yy e #4750

SEAG A LAIREN K 2-Y0 B0 S W A ) P PR B VRO bR A, ATC ek 1T A DA AR IR R PURE A 1 1)
W br i, He b St e D 2653 A L 2 TA) PR Uk S Dl 26 ASRegee FHAA) B 245 8] P L7 B D) %6 ASRghy:
Ny ASR. — N pry )

’ phy

ben adv
FEAT Npen 7R 1 Bk (0 R AMEAE A B N gy € 78 7 FEL 125 1) mP A0k 10 00 R0 B0 AR B0 N gy 2R 7 7E 4 B2 [ o
Bt e Dy R Ore AR
32 HIREHIRANRENA

TERE R YR B0 b R T T A A B 3 61 VB (¥ o [ 2% R 4047 4R (Chinese road sign recognition benchmark,

ASR,.. =

elec

I AT B R K/ 64x64x3.011E] 4 [T 7R 870 Bt 46 e s REERL R % 18 T AN fRE 1953t
PREGAFE DR AT NS A IR 10t ZRAENS . BRGE 40km/h, ZEIEEAT . ZRARIEAT . ZRAEHLE)4EE
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T EE 2 AT N BA BT P B AT FREATHE AREIRAR . TERAT A RER
40km/h.

Fig.4 Display of the Chinese road sign
Bl 4 30 i B 4R e s

S 16 () B R RO R P BT G5 4 B LR 10 AN R R 45 0 R R 5 A 43 R T 5 L4531 15 A4
PABIBEIY S35 YU RIHE A KT 95%, 5 SCHR[15TH 1) 95.68%AH 3T, 3 A il AL 1L B 3R . 3 5 x 5% 327 R /R B B
BRSO 5%, RS 32,3 CHINA-CNNI1 K] SCHR[TS ] ) 454y, A T 48 [ i bk 0 4 45 . CHINA-CNN2 Al
CHINA-CNN3 7F CHINA-CNNI [WZEAl EREAT T 2 18 1,45 31 45 84 AN 5] 1A 28 B T A S A ) R TR 3 A
45 55 SCAR[ L5142 21 GTSRB-CNN A5 28 25 )45 AL, PR ikt TR 280 % 0 A [ (R T8E 2k 4% A2 N A 4.

Table 1 Structure of road sign recognition model

R1 BRI B R 25 45

Layer type CHINA-CNNI1  CHINA-CNN2 CHINA-CNN3
Conv+ReLu 1x1x3 1x1x3 Ix1x3
Conv+ReLu 5x5%x32 - 5x5%32
Conv+ReLu 5x5x32 5x5%32 5x5x32
Max Pooling 2x2 2x2 2x2

Dropout 0.75 0.75 0.75
Conv+ReLu 5x5%64 - 5x5x64
Conv+ReLu 5x5%x64 5x5%64 5x5x64
Max Pooling 2x2 2x2 2x2
Conv+ReLu 5x5%x128 - 5x5%x128
Conv+ReLu 5x5x128 5x5x128 5x5x128
Max Pooling 2x2 2x2 2x2

Dropout 0.75 0.75 0.75

Dense(fully connected)+ReLu 1024 1024 r
Dropout 0.75 0.75 -

Dense(fully connected)+ReLu 1024 1024 1024
Dropout 0.75 0.75 0.75

Dense(fully connected)+ReLu 35 35 35
Softmax » 35 35

3.3 KEERSH

SIS WFFT T HE T BPA-PSO S AL IO BUREASAE fL 120 ) o Sl s g B s ) o 7 M) B 2 18] (1 R/ K)
Sy B RCR.

(1) WS a3 s (i B R 73

T EPEAL BPA-PSO SVATE WL 12 ) HH 1R SO ORGSR MR s Fidn oH S 0 B 5 7B 5(a)
Ji7s Jh J5 B P 5(b) T 7 2 ZOO S SEBAS s R RUR L 1) PR G Mt 4 2R LR 58 1 B IR n (Ko e e 3l el #E
A5 P, 2 SRR NP sl (KO0 SUREAS i R 15 B 5(c)DT7s i BPA-PSO Bty J5 ¥ SEBURT ife RRU A5 7R4 1
RS

B AR T A R M BGHACR G IR 2 Pos AERE T ZOO M B R RE 2% & T8N - #R AT, A
PRAE B B v SEPE . S50 45 R ) il i ZOO S BUli A5 2 AR e A Bk sl 2 3 L4 1 BPA-PSO 57
TRAE L R B A A (0 B BN AR AL 2 T 100%, 74 2 (BN ZOO 5 /X 2 22 BPA-PSO 5k
2 2] TR BERL RO FURE A FRVRE AL 20 A A LA 1L R rh DR B 10 a2 T 10 AR ZR AT 0 B PR R AIE . 3R
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2 FP B PR B R P O AE BB N T Smy WU /N T SO DL R ISR 1.

(c)BPA-PSO %%ﬁz%ﬂ@?}tﬁﬁﬁz{:

(a) HE (b)C&W LT BUli Pt 8l Jonf ke A
Fig.5 Display of some electronic adversarial road signs image
Bl 5 03 L7 X Bk RS R R

Table 2 Attack performance on an electronic space scene

F2 W TERERKNREEGEECR

BTtk RT3 ASRaec MBI ASRy  FIIHRBI A/ R-1EED
Z00 87.30% 53.60% 11.19
BPA-PSO 100.00% 100.00% 10.87

(2) LI B CR M T

5 S5 33 5 ook e REORUN AR GEREAT T A B, 3 R P U AR A A R ) 05 ORI i L P 5% R i, A
A B R TR 2R 58 70 K AR SE I MR T BPA-PSO 53545 B 1) 0] BT e B 1T 45 6 AN [ B 8 M AN i 0 AR% A7 BE 15 0L
N ARG H AR BRCR

S 45 R LR 3,30 <Sm/0 " R FE B S BRI Sm b BRHECSK IR 0o A1 R TR

Table 3 Attack performance in indoor scene

R 3 OKEE T A A B A 1 B AR

I 4%

g

Jc H br i

H b it

H b i

JE R

AL

TG

[ 3% 40km/h

FRTE 10t

[[3% 40km/h

FRTE 10t

ERIES

A8 B

FR 33 40km/h

R AL i

[R 3 40km/h

S5m/0°

7m/0°

7m/20°

15m/0°

15m/20°

100.00% 100.00%

100.00%

ASRony
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Fig.6 Physical adversarial examples in indoor scene

K6 ZA TSR

R4 5 2R 560, 68 T A A A A B A I e A A e R B B R B T A BRI ) A R R T
A X T T £ 3 P R AT PR R 0 AR PR B0k 1 0 2% B U 200 5 PR B 3 2 DR O Vi R e 8 S L L
W A4 Y L A Bl s

(3) FUSEAZIHEL (K5 R ) I B BOR 20 B

T B S AT FR B (I OR) o, S B 37 s B8 T AU HRBE B9 L AR BE RO 32 (M A4k AT Bk 75 Koy A H AR Bk
TG H b B, [7] I, FATIES P 3h ) 7 2L A% WG ACRT .

FUSEAZ IR (65 R R G H bR B0t S5 45 R W3R 4,76 8 /80 20 4303 Sm/0°. 7Tm/0°. 7m/20°, 15m/0°.
15m/20° OG5 5 A 58« I B0 2R UGS FURE A (4 BRI o e 2 .

Table 4 Untargeted attack in sunny outdoor scene

F A4 ST B (R R) TG H AR Bt

NN i 4

bi A 5 %

G| Ay | BRI 40km/h | BRFE 10t | FREGATEE | ARG | BRIE 40km/h | BRI 10t | FREATHE
ASRghy 79.0% 83.3% 100% 100% 82.3% 85.0% 100% 100%
IS R

bi 4 5 %

FIGE | Aty | BRI 40km/h | FRFE 10t | FREGATERE | ARG | BRIE 40km/h | BRI 10t | FRBATHE
ASRpny 94.7% 100% 100% 100% 95.6% 100% 100% 100%

22 5} B B R PR s A B 7 A R B 2 6 8 L T e T R AR A L S 1) A8 PRI (R X)W R )5 4% R
B B B UL BPA-PSO S35 AL 6 A ST B ASE A ) 25 A4 1) Ay BB 5 EL A A ot () 8 A L ) B Vi R
SR XU AR 1) Bt 1y AT 8% P U 4R T 51 v

FLSEAT IR B (I R) P AT F AR SOk S 45 LR SERR . ARG AR 40 R IR X URE AR 1
W EE I 1 T 6 2 R R PR DU AR 3 I B R iC S TR 4l R X R A

o “tar:0.92” TR HAR TN H AR K B E R 0.92;

o “ori:0.53”F M VR A R A 1 A AR FLUEAS B 0.53;
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o “oth:0.33" IR BRI N Bk ISR AN H AR R LA R 28hR HLEAR Z N 0.33.

R S 56 45 SR T R0 7T B A AR A L S 0 3 PR S B ) A IR 05 DR R R 2 AR, K R BT
FEAAI AR BE 0 LU vy 10 B A 2 S0 i P Ul 2R 46 Ud W] BPA-PSO SR ZE BT H AR R TR A B B A B0 1
BT

Fig.7 Physical adversarial examples in sunny outdoor scene

7 AT (W R)X SR A B

Table 5 Targeted attack in sunny outdoor scene

R5 HLSRATEABI(W ) H AR

NN I 4% R
Bl 5
RIEI
i B
E 5 -
L e Y N

RN 25 B [ 3% 40km/h FRIE 10t A EBITH [ 3% 40km/h FRTE 10t
tar:0.92 tar:0.98 tar:0.99 tar:0.99 tar:0.99 tar:0.99

5m/0° tar:0.99 tar:0.96 tar:0.93 tar:0.99 tar:0.99 tar:0.99
tar:0.93 tar:0.99 tar:0.98 tar:0.99 tar:0.99 tar:0.99

tar:0.84 tar:0.93 tar:0.77 tar:0.99 tar:0.99 tar:0.99

8m/0° tar:0.93 tar:0.99 tar:0.93 tar:0.99 tar:0.99 tar:0.99
tar:0.50 tar:0.97 tar:0.99 tar:0.99 tar:0.99 tar:0.99

tar:0.72 tar:0.99 tar:0.99 tar:0.99 tar:0.99 tar:0.99

8m/20° tar:0.97 tar:0.98 tar:0.93 tar:0.99 tar:0.99 tar:0.99
tar:0.51 tar:0.98 tar:0.98 tar:0.99 tar:0.99 tar:0.99

tar:0.78 tar:0.79 tar:0.52 tar:0.99 tar:0.99 tar:0.99

15m/0° tar:0.51 tar:0.57 tar:0.84 tar:0.99 tar:0.99 tar:0.70
tar:0.95 ori:0.89 tar:0.63 tar:0.99 tar:0.99 tar:0.98

tar:0.59 tar:0.83 tar:0.98 tar:0.99 tar:0.99 tar:0.53

15m/20° tar:0.60 ori:0.53 oth:0.52 tar:0.99 tar:0.99 tar:0.85
oth:0.33 ori:0.50 tar:0.88 tar:0.99 tar:0.99 ori:0.54

ASRphy 93.30% 80.00% 93.30% 100.00% 100.00% 93.30%

(4) FLSSATIE BT (9 R) I L R 40 Hr
A5 57— FUSEAC MBI G T SR 7 sm BUEAE T R OR AT % . i T 40 BUREAS BORDREZ B 7K B, TR A S 56
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DR R AR AT T AV (1 B 2R
R 6 JEIR T O YU AR A AE R AZ B I 5T 10 T8 H AR BT 85 28 B 2 0 PUREAS R AE B 8 i ASEIR & 21

AT LU H A PS5 TR 3RS st 25 0 BUREAS AT % B AT A e i e
Table 6 Targeted attack in rainy outdoor scene

6 ILIATHABL(WR)H A H bR BT

s X _ L

PIET
i
%

ASRpny 100.00%

Fig.8 Physical adversarial examples in rainy outdoor scene

B8 S AN SRR (W R)R HURE A $2k

(5) B FEX
FEFR B T35t I B s S B0 iR e B 7 oAt 3 P S & T U7 vk 5 AL BPA-PSO W 77 1A AT

e, 43 52 PSO,ZOOFil Boundary'™ ). 5256 v 43 5 A% T T A b 0ok 77 12 1 Wl e e 3 3%k 100% 1906 ke
A KA B 37 55 B Bk e op TG I B HURE AL 5% 5 AN, 38 1 000 5K TG A B 57 Bk 1 i
BIRAERE RSN T Smy U /N T SORIB LT .
S £ L ILZE 7, 3P ASRe £ H1 T el ML T % ASR S MBI EL T T 3.
Table 7 Comparison of attack success rate of different attack algorithms

RT ORI BT ) o

[P CHINA-CNN1 CHINA-CNN2 CHINA-CNN3
* [ ASRepe ASRpny ASRerec ASRpny ASRerec ASRpny
BPA-PSO 100% 91.3% 100% 98.3% 100% 95.1%
PSO 100% 5.4% 100% 0% 100% 0%
Z00 100% 15.7% 100% 4.1% 100% 7.3%
Boundary 100% 7.5% 100% 5.2% 100% 3.8%
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IS 25 JERT LA VA AN TR B0 77 iR AR HURE A I HL 7 Bl S R 4 0 100%, (HAE ) B S5 b i T
W BRI (1 M R B 4% (1) O FLX R B K A R PSO,Z00  #1 Boundary £ 4 H %) 5% (¥ Bl e 0 5 W 8 PRI
1fii BPA-PSO 173 H A7 %8 5 19 B8 Bt e 2y % T LAt BPA-PSO Bk 5 VA2 1 R HURE A AT B ) A 1.

(6) XFHLIZx

DN T B e R U A TR TR X 47T T ok PR B8 e P, S 6 v A P Sy L P B PR A L5 4 ] BPA-PSO Bzl ik
A A PR BB T AR A TR 5 75 281 ) 800 S 0T B R TR U A L R A 0 T U1 T B B 4R T B A IR R R A
BRI BCR L 8:2. 59286 vh X HT ISR AL (12 CHINA-CNN3 #8285 5 4> epoch 111 2573 2 & # 1k
R R i R A TR A T SR TV R A B S A I FRATT I T 5 SR BRI RO BUREAS BB 3T 1000 5K
RN PR 5 0 BTk B 28 oh ) B 5 Bt DK ) B R RS S AE BE B /N T Sms U AN T 5O L
AAB.

# 8 JE/R T BPA-PSO M 7L UM HUREAFN ZOO Bk /5 ¥ AF f 1 B A A i W ) 452 28 4ef
BPA-PSO £ BRI PURE A BEAT X HT I 2 i i (1 SO R4OR

Table 8 Success rate of attack before and after training
8 XPUIILRAT A AR B &

Wi vk BPA-PSO ASRelec  ZOO ASRglec  BPA-PSO ASRppy

SOERIIE (] 100% 100% 95.1%
ROEIN Y 7.3% 15.7% 4.2%

AR A5 5 56 45 SR AT

o CREXTPUREASAS N BN VIZR AR BEAT X ST ZRJa X HUREAS AL 13 A BEPA5E 1) Bl e D 4 35 W k1 o
o [l HAh B i ZOO Mk oy A B T B

DR e, B R VR AR (1 45 R 5 31 T 1 Sk PO 3

4 B #&

ASCAR T — Bl E TR 7 DA AR e R R A0 T 3% o A B B RT S B PR RS HURE AR 3K R i T ik A
RIS AT AS LA i ) 5 PR R R B A B E A B 7R e T TR B, T DR AN RITE R N S B 17 DL
R RHPURE AR,

AR I3 A S 5 vt AR L S I A 3 55t R R URE A FROR MR AT TR 56, H S8 45 T L BPA-
PSO S A M N PUREAAE B 24 2 AR MW BA G 1 RE 6 DLy EAR B« et &y ml S 1k el e e RUM AR 4.
TR TR0 $E v 1 ) 25 B AR 0 v VR A 2R ) 5 e R A O PR B 8 T S SR AN

5 RERIEERE

AR (1 753 0 T e S b

(1)  BPA-PSO Htify 53 i 23R4 it R URURUASE TR iyt 1) 20 X A 2 20 B, (ELAE G 2837 15 HURE IR At 1)
bR T LAAE S I (0 A Hh R 9 T R B A s 10 Kb ) i R TR TR 0 AT i

(2) BPA-PSO LA A) VSN ) 52 2% FE BRI v 3 3 S n BE AL 3 oK R A 01 B B0 a6 8 A S
S S RERG I T ST LAA 5 0 AR K SOt AR ORE 3 AR A 1R T R DA T Sl R i
[A] 2%

(B3 RV RPN E R SR W 1 R R VAT T NN A I £ 8 5 e o i NI S 1% v I AN i RS et
TR B 2 > SRR A T W R 10 222 4 i DAL I T X X 0 0 o ) S, e A 0 R 197 8 7 5 AR SR AT 9 I
YRR 5.

I 75 0 70 0k B A7 180 ) 2375 A B A s ARG D AR BS99 2% 19 48 FRAT TR I U T BPA-
PSO S R HURE AT 1 0 570 VI 5 0 7 A A0SR 308 v 1 0 2 ik AR 4 o VR 8 2 S BT P 22 e
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