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Abstract: Much attention has been paid to the security of interdomain routing system. It is crucial to achieve the origin validation of
Internet resource and multi-domain collaboration. By virtue of the natural attributes of blockchain including decentralization, tamper-
resistant, and traceability, blockchain technology can act as the basis of Internet resource certification and trust establishment among
multiple Internet domains. Firstly, the vulnerabilities of interdomain routing system and the dilemma of existing interdomain security
proposals are analyzed including difficulty in deployment, complexity in management, centralized trust mechanism, etc. Secondly, based
on the introduction of the basic concept of blockchain, the technical ideals of blockchain-based interdomain security solutions are pointed
out, and an up-to-date review of blockchain-based interdomain security solutions is conducted from 3 aspects: interdomain routing
authentication, intelligent interdomain management, and DDoS defense and mitigation. Finally, the advantages of blockchain-based

interdomain security solutions are summarized and corresponding challenges are analyzed from the perspectives of scalability,
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deployment, and security, and the development outlook of blockchain technology used in the field of interdomain routing security is
highlighted.

Key words: interdomain routing security; blockchain; Internet number resource certification; route origin attestation
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Fig.2 Impact of BGP security vulnerabilities on inter-domain routing system
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Fig.3 Administrative resource allocation hierarchy of RPKI
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Table 1 Comparison of typical inter-domain routing security mechanisms
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¥ INAE T — A X J5 T 388 % 18— AN A6 I 8] 4 B2 1) B 2%, B W6 10 S I 28 2 1A 20 AT 20K A, DT AR AIE
It 1) B S AN AT B

LR ) 5 DX HE 5 AR P O B 4 R 2 — . 275 ol o e A S8 A 7 AL R ) 4 B B I, X P S 20 T 5 BR A
ART EE (9 U3 0 A K AN T S R L ) A SR S 7 R S SRUAIL A, DA FRAIE A T R IR A Tk Bl & — S
FH T DX U & — o A 225 o0 A R 2R, 25 49 7 TS 43 A 3K AR o 412 T SR 3 U L 328 o — B8, DA 8
IR 245 H D 1 T (A BB X ) 37 A, CRAE 0 1) — B0hE S E i M A 1 22 U X HURE SL R B R B T RO P
) TAE EAIE B (proof of work, [ #% PoW) A4 T %5 7 L #f I A 2 1IE BH (proof of stake, & 7K PoS):PoW 75 2 K& 1
BEURTH FE, IR L SR IR K PoS 5 T3 i 8 7 B AL AT el Ak AE G BRIt bV 2 A R B 92 T
e, Nk T 2 e A B B R 3 R B R N T A B Y EE B R SIE B (proof of importance, & #R Pol)*4., £
LUK S EFE R ) Casper! %%,

Bk — N X HEE R G AR, A0 E I P 7% SRR B P 47 57 14 R B3 7 1) e 0 1) X BRBE ERY IX e
TR E X BRI 3 PR AL AG B AAA BEANEC BAE. A BE RN T A N AT H P A & B M AR AU A
1% B 42 U 1) X 28 R (X B AT AT NPT DL BRI N AR 1 R 2%, 3 2 5 i IR AN 22 5l % 5 22 SR RIE RS 5 1) %2
A AU B T B AR 1 X 4% (AR 22 4) R B AR T A A IR R ML ) BBk B AR S PR T BBk B R 0, IR 3 LT R
GATF TR A B 43 Ty R, BT DA BRI 15 5 SR A R i K R ) S B B A ) A e e L A R B ) AN
SR T AN AE AL AL L A =) P9 3B AE LR B R SRR . 251 0K AIA R &6 B R AT 41 20K il e X 3
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PR B X PO 25 rp o A0 R BE R 2 1 B8R T 5 FH 58 2 1 26 00 =2 ol v B Y.

X P 15 AR A R T BUARE 00 %5 58 5 2 40, Ik LA 10 DAAR, IX B 5 W] RAAE S — AN 93 A UK AR 2R G 3
RN . BB AN S A RSB ) 57" B 2, 3% B 3 77 A& ) GRR 9 3 Be HE 77 AR B & 20X A 3 T
PL LK 35 (Ethereum) AR 2 0 55 4G IX Bl (X Hedf 2.0)B AR Ry GH R e, 5 AR X Sk & =] LR A B &
P AR TT DU TG B, 7 I BE AL B 2 T [X R N B A 40 SR SR RE A 40 R B I B = A B
VR TE FR B =L B . BT AL DA K an i b B 55 8 A R A (R B B 2 B A% O R R SRR I B A R
BRN IR AP E BRI T ZPATE L, MR BN S 5H 20 B 3 PAT & 2 il 53k
178 Re & AR P AU AZ (i 2 KBRS B ORIE T A AN B AT RS LAURY 2 3 —RX ST B e & 4 &
HR Rl & AT B A 2 N R, W 8 FR O8 25 H 0 4k B (blockchain  decentralized application, & FR
DApp), #AI LLZAT7E LUK & b, 7] AR T~ DUR Y #EAT 58 il FF K AE LUK Y5 X HURE A IR HLAS A2 A
FHL RVESE =7 T AT AE.

I LA 90 38 T kK DX PO 4 R T el [0 3% Pl 22 4 b B8 P A IE R 22 35 A5 U8 3k =2 5 0 A 1) 1) A S
BRI16]E IXREEH T Internet Blockchain 77 58,44 X BB H7 A F T X 28 458 il J2 1 0 LI B IR 1) T A5 8 3L L S A
SEBR R B R (1 BEUR, a0 TP bk, DNS B2 BRI ASN BIEAR T ERI R BHAIT. TR, X
SHRAE K BGP @ i R B 1E BRI A 5 F5.55, I X B AT 25 vhoCo A0S T B i e 5, AR AR B S AT aE )
PEL ATIGE M.

fE Internet Blockchain fJi & I B 704 HF 8 1 36 T X HEE AR (19 1P HuhE 2 AL AR DGIE! 12 BGP #% 1%
PAENOL BT e L A B R &P Sk B RE A 2210 K DDoS B AL #1452 A 5 [ IR R,
T LRI AT ) B A A X B 2 Ak s B BECORHE AR ML A e B I SR B Hh 22 AL S A
oAk 1R 28 7 1) B ) P X BB RS 4« A5 8 0 A 3L = 004 1 AR H RTIRRT % B R A B IR I8UE Bl sz
0 0 4D ) R ) AR B 8 B 6 0 SCRE R P R B AL EE RS IO ThiRe, S IR 22 ¥ B R) 4 B85 B (M Th e, A 1k BGP #1E
BO B AT 44 BRI B LR BN a3

IR R B K BITEES 11T A R R AR SR R 4 ST T DA 1) R DA R B S T B, R AR 22
A C 58 R B ZR 8 52 A A8 1 R K. AR B IR 7 AT AR R (R AT DA S5 1) B 22 4 B 1 L
2.2 FI P XRG4 A R R 3 18] 2% B WA IE

I P X e il A AR v S ) % R AT U T 5 T A T B R R P X e B AT LIRS RS
1£4:77 % RPKI&ROA .BGPsec 5577 8Kl 1) Dh e, & BRI T X5 1) 1P Mk 352 BCE AR R 56 T [X sk
7 8% FHAGIE B AN 5 T
221 EFXEEER IP bk A AR

TE X B A7 308 P ORI R R R A S8 R BT TP il A X B AR 2 B P 3L ) 2 b mT
ik AT ARERIE AMECS 2 A5 58 8 TR BB R TP Hihk . ASN)EEAT & BRI 4L, AT UK &
E YA A G 1 TP M kb 57 48 7 ) B8 YR AR DX B v 00 5 77 00 P X Bl R e e, S LB TP AT A TR B R 4
B RE T S AT AR HAR R

Xing 2 ATESCHA[17] 32 H T BGPcoin, —Fi 3 T BAA B 1) 55 X 9% 505 3 5 2, 0 FH 9 g & 20 S
IP Hb gk ASN P Aot [ 225 5 Y 1) 45 BOUAIE, BJ7 11 87 8% 31457 38 11 22 4= BV BGPeoin FHE b (1) A JLIK A1 3% fir A 1Y
28 IR BT BUBAL 0958 5 B 55, 3 SCRE o AR 175 S50 6 AT 38 i, DA T ERAF 1) 48 5 =7 % 9050 AT ORI AR R ALy s A
BGPcoin HHAN EZ AR H B — 2 HE R IHE N R SR RIS B O e A4, R 5 RA Y
2 H W7 P e, P T P AT SRR AR 2R LR BE B 2 IR T RE 4 N 28 —— BRI AT B Tl SR RN R R AR R, EL A AL
bt B A B TENE S . B 5 7R, BGPcoin £ TANA. RIR. ISP %5 5 Rl A () 0 2% S 58 i X 4% TP Hudik
PIEM . e N ARREEL LA & ASN MVEM . 2B AVEE BT SCHR[18]9 8 T BGPcoin 3l T ROA IET)fE.
% TAER A RIR A TFEUE FE S LM BE T i TP HbhEAT AS BVE M AN BEA5 B, B T W28 S a2 A
TR B R R T LUK Y A M5 B 4% I AE T BGPcoin HIPE RS 5 AT 4 M5 E 78 LUK B B 5 Ik X 2%
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Ropsten HELHL T BV AE B 3 55 LUS R AT AT 1 AL T 30 A 004K 009 8% v e K 7 o4 40 £ IR o], JEL 7 30 S 6 MU
B, 0925 4 ) JH A S5 o A5 v 5 B AR PR B 1] 9 8 AR SI2 B LB IO 52 28 5 0L 32 4T 15 0.
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Fig.5 Workflow of BGPcoin
5 BGPcoin [ LIEVE

Paillisse 25 A3 7 IPchain!™® F F X B85 K AR1E 1P Huhk A IANA F RIR T3] ISP FI% J1 B 40 N R 45
FC A 3 Sz PR AN T 3B 9 2 T DA R LA IPchain f# H T PoS JLiRHLAIXT TP skt 347 %8 ¥ 58 — 05 B 2 1P bk
VU WL AA) 8 5 LI 0 R 5 Bl 55 B A R R 4R B 8 IE A . 22 A B AT R R D IR 5
ZANEE 2 1P HhhE SR LA IR AL B 2 E O TP ik BEUE 2T PoS FLIRALIY IPchain T
s (TS 2 4 I AR A /N BV e 2 A At 3 4 IS L S K 4R T SR 3R A3 B 22 A9 ke X SR £ 92 L ) W 2R
/N B = PoS ANt BEARR IR B A ST 4R RN i B B ) R AN X PR AR T 1% 28 B A X B AT S [E B T A
6 JE/~ 1 IPchain TAEM M — A7 MBS 38 R1 E8E LS5 N H A VERT SRS, 12 5 ol 25 78 P 25 4% 36 15 g
Vi) 5T B AR S O T X AT BT A AL, 2 B R R3 R 150/8 to R2 (il 5 JE, 1T DAYE X B8k R A7 12 5T,
VXET SR B RIME R2 BIAVERT S LE LR A G b il 5 B gl o TER0E 25 % AR SEIL T IR A Jie Y
RY ST W 5 A o5 M 4% (open overlay router, fiIFR OOR)MOI%E H I FAE X Bk £F & kK & ) RFC
2 % WIh % IPchain Al T 1P BT48 0 B0 &% (038 B PE AN AT AT VEREAT 7 2047, 9548t R PoS SR MLk T LLZE {7
E 22 A I AT B T 15 4 A7 6% FF489 {2 IPchain " PoS FLiRALHI Y THHE T £ MK BRI SLASHE T L MIX
BB IR X R TANA 252457 1P bk ¥ Y5 BEHLAG G 1T 6 L9043 B X BB (2 B A 12 X e
N T PR 28 0 Y A B 2 v O A I ) B AR AR S 0 b 2 SRR SR R A5 AT ), DL e EE AT O S A 5K
2 1) 2 1) A LA i) R

X Heig [ (1)

2 150/8 to R1
205/8 to R2
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R3 DIy E R2

Fig.6 Sample usage scenario of [Pchain

KBl 6 IPchain [1# 15 5
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Stefano £ A\ FF AR TG A (98 e & 205280 7 BT 1P M bl #4347 20 B 76 40 4(distributed autonomous
organization, fil X DAO)*L #r H A InBlock, %} TP Mkl 3Bt 5 4 ¥ 2 Se 6 L v W SR LA B0 T A RIR (UK
%5 AT 4 InBlock $228 T K 400 0% 3 AR 24k, 7T LA =R 43 e A0 4 B ik 3% VLA % 51 Nt ] DABH 1E — 22 %
7 % 5 8 B AT IR 2 4T A InBlock I 43 A7 20 RR A B bt 4 16045 4T 8 28, 3 0R 638 140 il SR AR 47
IP Hbb S5 s 34 7 — Al A, Ashfh. AR, BFELek. AJFAT A I ELEE &AL TP 4y FCALEI, AT A
—ANBUB B R AR 2 B 2R G 10 % 4 25 RE B 46 K 22 40 TPv4 ki © 45 43 iE, 1% TAE B AT TPv6 Hhhik % [7]
rh 3 BT 4 Stk FH 43 A XL BB I U I S 0 AE L T A TR — 2 06 I i B L A A e X 5 ) A )
FCRA RS % 3

T2 METHMETXHEER P bk B ik L] SeElr o, SEIG BT, kAR IR 25 A
BGPcoin 43 B 7E LA 15 2 Hh £7 L 19 2% A1y 7 4 99 2% Ropsten HHFFJ& T 5256, 5236 HUKE g 70 000 58 5 &, X Heffi
W )24 258, 75 i B 1 ek B4F AP 5 A 5 ;IPchain S2BL T 3T PoS HLARHLH 9 FA A 4 SR 71 2 45,4 )
Z B 4% R B L S ML 9 AN R UL, B IR T M AE “TANA-RIR-ISP-3if i /1 52 VR 45 40 1) TP o 2, 502 6 1 A 35 3
200 000 38 & &, Ho b X P BT TA] 2 60s, 7t i 29 N READ 6 422 SisInBlock 78 LUK A BETF /& 1 &653 1Pv6
bk ) SEER, SEER UL 24 000 22 & &, H X S A I (8] 5 7k 5240 5l 18s AP35 4880 10 NA2 5.

Table 2 Summary of blockchain-based IP origin authentication methods

F 2 BT XHEER IP HbE R BOAGENL ]S 25

e e . v gt e i b o PR MAR 25 1
TAERAR R SEIL A 20 SEIGFBE(K trans) KT Tl(s) 70t B(rans/s)
BGPcoin PoW A% 175 3 I 4% /Ropston 70 25 5
IPchain PoS R R G 200 60 6
InBlock PoW PLA DT BLA B 24 18 10

2.2.2 BT X HUEE R % AIE

IETF () SIDR TAE4L4 BGP 8% U E 73 7 9 P A 1) B — & AS JRAIE, R AS R B E 85— 1P |
B EIERAL & AS BRI e R M B BGP 28 R SCH 57 1) AS-path {5 52 5 5 LB 5 15 (19 8% 72— S0 AT
FRFT M EFARR T SR AT ], — S A T A S5 0K X B RS B T A e R B R s A R ) B R
PAIE ] 25, R i X B 4 AR Sk 32 4128 8L RPKI # ROA 1 BGPsec {1 T g, R F X B (1 2 i A AR 34 % 4 PKI
ARG EATARTT S 28 W 2 44 1A, RIS ATH 1 B2 5 it

Internet Blockchain!" 't ik 7 T2 4L T AS EIAIFRITHAS A — M 3s 5 5280 & 7 J@oR T 1P Mk 4y
BE P B T (X HRAE T 45 Gt R 0 EL TR PPN v AL A 1) DX et - 1 S N A 3 AL B T 45 i 0L 1 TP i 5 1%
HURE B X et 11k 99 5 A gt

LR LA IPHYIE T #
[X B i 1k [X B H ik
i e R

[Pk 35 [

8 F HIBR

Fig.7 Genesis transaction for IP address allocation

K7 1P Mkt 2y e Y G 5Z 5 %555

Kl 8 JEoR T X BBt 5o — AN 218 T HUHE R RS AS, I AS,, I35 5 H: TP 1 2% 10 1% i Y5 A IE I AR X A g
5y 55 HBUTE Internet Blockchain HAR N ROA 555 X B, 9 45 % 45 44t T LASRAIE ) 4% B I8 (10 2001 5 7 1 5%
PR X 43 e 40,24 TP BT 4% HbhE 25.0.0.0/8 Z B E 48l il B FIVEM AL /3 B s A ok, 1% bt 43 Bic 5 A
Hhu kb DA AR ) A Rl b (442 5 S 45 5t 2 SR 0 AR 3 224 A0 0 4% B2 IR 4 B 10 75 SRR IR A B E B A — AN A8 B kR A T
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PRI 2 T TR 1 T DU A H A (Y SR B An — AN MEHLR AT BLEE REOREK ISP (Y TP TSR HO5E 5 55 4 %2, By
1k ISP R 1% TP i 8 e 52 4 HA LG . Dy 17 38 B2 25 T 19X 2% 2 UK 22 2 Al S S LAY AL Y 80 2 5 SR 38 SRR AE B
B9 32 ()2 5 v VS N REL PR SUTBRE, 224 EL PRS00 096 5, D0 % W VBT R BLKE Bt R 45 J B A 3 AE Xing S A Bl i A
HUIE T ROA [FZhag 30 1 F-FFE A ASGE ASN A TP dhhik B & 5C & (¥ T4 20, RVFAT AT — 4> BGP #% th
WEENAR AS ALK % 7 o A ) TP bk 25 BT 48 5 ASN IS B4R BUSG -, AT 8k e 22 Y 2R

AS T # 1 X e H b
1P RIS 5 1
X e b o EEIPeAS,
(IRBUAS, 71T LA 5 1P, R 45 BT 248
5l A2 i AS T2 0 X el Hi b
SRR JRIE:IP <AS,

Fig.8 ROA transaction from a multi-homed site

K8 2 3tk 1 B iEAESE 5 955

Internet Blockchain 7€ 3 T $#&t251l BGPSec HIES R IAE LI RE FIA2 55 257 . 24 BGP % B 23 7£ BGP 5 it 3C
PR 5 X R RS TP 7 M RT 2% () AS-path IFF, 17— 4> BGP il 15 FH 45 45— > BGP I8 75 #5K M _E i AS B8 4218 N
LS N, 2k S 1 BGP EHTH B W H (0 R 3F AS /F A X B8 R IF AS 7845 45 1% 55 3 3 SO 0K BT T 1)
ASN 7RI 2 AS-path [T 41 W [R5 SCFREAHRLIY) BGP B84, nT #R 45 75 SR #UR 2 i@ 2 i i 5 2. B 9 Bow
TAERZAE 5 F 55 KBTS A VIR I AR AR % AS, B 24s AS,. AS; il T IP Bi4% 1P, JF6I& T —4> BGP
TGS G PRI IP, (M ROA F51E A B CHIHN, KR4 AS, AT AS. 32 TR, MR AS, 11X 5 BR 1218 15 45 AS,,
O — /N T BGP 15 355 4 M AS, W BIAS 5 3 %% N A BN AS 1 0% .24 AS, TE BGP TE TR
SCHIE i AS,-AS TP Prefix 1P, I 3 % S SR AR 25 5 36 1IE HY AS, ANAEIE T AS [7 TP BT 4R 1P, A% $ s . 1% 2 [A]
N AS, i LA S ESEREP RAFIH T AS, fl AS; 1E 4 TP BTZR 1P, M0 JE RIS AS, AR
Internet Blockchain #& H 1" % BHAAE B S AR RN 77 B (H IR A 6 Hodk 4T BARS2 B, H Al t 3% A X HeE B T 5% Bl
E 1) B A P e A 2R

P
== AS, {IBGPE 2 AIE

AS, IBGP3f 15 I\ IE

1P, (1 % I IR IE

AS;IBGPIH 75 WA iIF

Fig.9 BGP advertisement transactions
K9 BGP@AZESHFS
HR[21]7 B T X BB AR B T —NME(EE B R4 SBTM(secure blockchain trust management), ¥ 3 T
XHBEM PKI R G0 Certcoin!*™* I T BUAT 4517 B 1 %2 & WL (W1 S-BGP,So-BGP) Il 4 #L R AR 1R o
SBTM JF AT $i th B ) 22 4x B 80, R = 0 F X R g A F T 38T B8 El DA IE 119 22 4 B o) 2 5 A8 SR 30 0 38
FRAL T — P AR BB AH 2 T T SRAFAE X HBE B B UIE S5 7 ST A S B 2 A LI Dh g veit B RIT
AR, HSCHR[2 1A 45 T 4128 B vk RE AT AT 1% 73 .
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2.3 ETFXHuEmig a8 aesiE

T RRRAEEE 1.1 7 BT o AT (0 5 3 B B PR e AR AR SRR B i — e AR T AR S A A X B
B AR TT oy A 2 ) B B DN 5 B VR S (SR AR RE S R B E . B BT WK B AR R T R

SCHR[22] % TF T — i 8 R 3 B AQ R SR A BN T #R VR A E B, DA 58 i3k ] B 96 8 B8 52 T —Fagl (el B VR 48
#J A2RD(autonomous architecture over restricted domains), SCHR[S0]3F— B4 H T HEFERMY K 10 EBRT
A2RD ) TH 4244, A2RD G833 % 4% 45 4E G2 . CRRIW . B985 5 00 & 28 IETF B IRTF 5 A0 ORI B
N GRBE SR AT VR % 2 T AR JE D A Hh B VR 30 R i B IR iR 5 B AS TR B S B A H R
#H A2RD, N T b B0 R B A L 2= AR A 32 = e ATVA S P 1 22 A VR R AT B X BB S &
YR A2RD $& A3k A] S0 R EE A SRR AT & B A TIBlockcehain(Internet infrastructure blockchain), 75 4~ 15
HBE Y A2RD B REACHLE T X B A2 BN FIE(S 2. a0 1 10 Fros, B L i X Bt 5 784> A2RD & gt
B N EEE R FLITTE AS M8 5 41X A5 B 038 BAF1F 45 H VR kT LR R B B A BB 00 R T RV Rl &
{E.BARZ TAE4 KT T TBlockchain 1) X Bk 2 [ JH RS AN SZ BN 590 () B 8] 42 2% B {5 3 R 45 ) BRIk 45 31 1
VA N A Bk o 2 AT HE R VT AN

-
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Fig.10 IIBlockchain architecture implemented over AS, and AS, domains
Bl 10 AS, il AS, 2 [A] SEELHT 1IBlockchain 4244
Raphael %5 A7ESCHER[23 ] 15 Bl X Y 25 b AU (S AR B R A, Bevt 17— R0 328 W 10 22 3 ] X 45 i 252 i
I BRAAR 2R B4R, S R B v 2 B R AR 45 9 — E b il (service level agreement, [ FKX SLA),JF5LZEL T DApp H
YRR F 48, 11 P,
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Fig.11 Demo scenario of the MdO/DApp prototype
B 11 MdO/DApp R R G575
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HEZRMAG R T — RAFIRALE LK. OVS. Neodj. Ryuw/OpenFlowvl.3. ARIA/TOSCA),
SEUL T T S E BN B8 A 21 DApp, A T 2 £ F A F A P F (multi-domain orchestrator, & #8 MdO),
{515 R AT 18 BRI S A BETE MAO Hh 58 Js 8 A 45 e A, B X B T AT 7% 7 0 2% IR 55 A= o J 30T v 2
19 AR JE, AT A 5 XoF DG D0 S 50 1 3 8 L T M S R ) 5 S AR R R IR IR A R R R A 4,
A A T8 R T R 2% TR 95 IR A R 2 Aok (ot o 3055 B R R =X MAO AT 8 BARZ AR B T4t T AL 56
TIE (0 52 56 B B AL H0F T 17] 22 355 ) D) 45 il 55 4= oy JD 37657 3 10 P 9050 DX S DO 206 48 T4 1R ) S R i T 2R T
PRk A HAAAE . WP PG A HE AS ZIMPIRED IO RS #— 0Bk 7R R 2 BE A
Mt B g s a2,

2.4 EFXER§EHIDDOSH B I FNLE fiR

W TAEES 1.1 79 e o 0 ek 1] 3% b 2R 490 76 000 T T T I ) 22 4 B, 9 A7 3034 44 /1R % (distributed  denial of
service, {# #X DDoS) & H ¥ EH K& F Bz —, Wi # v I H DDoS Bk {5715 7] % B 58 40 0 58 17 /4% B O 3, gk —
S EUR A R G E G IR A Y DDoS B AL i R = S 6T Bk D % YR AT i R R 1, X BB
I Re A A58 F BRI B, T LAE B A5 R DL AR X B 34k i 07 AUk AT SL =

Rodrigues 5 N 11 1 —Fh 3k T2 G G 20 0 X HUsk + R 387 29 2849 32 4 1 55 9 R & . A 241 2 387 DDoS
SR AR 75 FR PR R X H R R A 20 0 40 A AL FE A BRI 18] B 3R A A L = 5 R (o TP
Hk 1) B 4 B [ 4 ) R IE A R R SRIUAE 2 AN R IR A SE RS . A 21 DDoS Ui SRR H bR 1% 2L A AT
DIAERNILA DDoS Bl 52 4t (1 %h 78 22 A AL ], & A 2 5 A7 V3 EALAS A0 At o3 A LI 7E 2 4R 3 245 5L H
T, %A K A8 SDN P 25 4 4 F 491, e % 75 22 3 8] DA BE R 11 07 0T e it &2 1R 5 38 AIF, DL 22 % DDoS 2ty AH 1%
TAEHA R T1E SDN M4 i {8 A, HL BB SCiE 5 3L T H S0t (5 S A i s 42 T B a5 % Wi (s B s b
AFFERATE N2 JEIR T Z RS 5 AS C ) Web IR %5 33 IETE I 25k [ HoAbf(AS A,AS B,AS C)H #4%
) DDoS Bifi, an A F AR B E I AR J72%:, 1% Web RS54 R B M6 T At (i B AL B B T7E 2 BB T
Wik IR B RE, R E A E R SRS AS il R T 5 210 MERXBTEMLH]L, 2 Web
R 55 24 MU i B o B P B AS T DK B Y TP k4SS AR R A AR A TR, B FE Z R e Y
WIFTE AS #2075 bl =80 (0 bl 38 5 3 2 70 A R0 B sk 3560 31 SR DA T80t 10 3 S 2, 23 T AR 41 4 b 3
22 4 SR MG A AL E Bl fith 2 2% At SR SCRIR[ 2517 $2 1 17387 B A4 358 28 7 7% BloSS(blockchain signaling system),
fEi 4 T FEME M 48 DDoS BifHl & 4t k1% DDoS W ili {5 5 Bk #8, 4 37 1 7E 22 388 ¥ [F] Bi 480 DDoS il 43
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Fig.12 Application scenario of blockchain-based architecture for collaborative DDoS mitigation
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75 40 2 40 P, 2 T XBRBE RN BE 5 20110 DDoS Bl 1 G2 5 AR A D9 — AN JAR 10 70 A 2R, AN 5 A 2 A i
L P AL A0 I A 2347 20 B 5D WL ) B WA 83 AEL el 50 DR R g 8 i 240 R RS R i 50K, I
TN R B S R ) i SCHR[24] R g Y 7 R ST T3 58, AR EEAT S B 318 28 M S8 B0 E L X i 2 1 X
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S35 o 25 LT [X B 0 1 B o 22 4 07 SR RS 7 e O, BBEB. 20 5 B WIS FF T gt
5 RPKI 4465877 S 300 Th Al R o T £ 55 07 S 0776 1 3 43 1 HEL A0 by T X Hege 1 31X, oo T — B o
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3.1 XHReER A TFHEKEL S MRS
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