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Improved Dynamic Cube Attack on Reduced MORUS

LI Jun-Zhi, GUAN lJie

(Information Engineering University, Zhengzhou 450001, China)

Abstract: MORUS is a third-round candidate authenticated cipher of CAESAR designed by H. Wu et al. Dynamic cube attack presented
by Itai Dinur et al. recovers the secret key of a cryptosystem by exploiting distinguishers given by cube testers. This study proposes an
improved dynamic cube attack by optimizing standard of choosing cubes and method of recovering secret expressions. Based on which, a
technique is presented for recovering crucial secret expressions preferentially with high successful rate. Then, MORUS of reduced to 5
steps is attacked utilizing improved dynamic cube attack, and the key of 128-bit is recovered with data complexity of O(2°>%) and the
successful rate of 92% at least.
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BRI 7 Bt (cube attack). SCHR[61F)H o] 23 #1775 45 T % 5 %8 MORUS &1 3 J7 Beits.
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Table 1 Dynamic cube attack key information of MORUS reduced to 5 rounds
R 1 5L MORUS Si%8h 2 7 I E 15 B

it LR Wik IV SRR WA R ps ] RS
Zp Viz7 Vi 90% ki1,K34
2o V107 V102 98%* K111
Al V108 V103 98%* K112
2] V109 V104 96%* kg7®PK113
Z3 V110 V105 99%* K114
2 Vi1 V106 98%* kgo@Ka1s
Zs Viig V100 98%* K31,Ka7,Kos
Zg V120 V101 97%* ko,k4g,k95
7 V114 V109 99%* Ko2®Ki1g
Zg Viis Vi1o 96%* ko3®ki19
Z10 V117 V112 98%* Kos@®K121
ALY Viig Vi3 97%* Kea®K122
214 Vi21 V116 98%* Ka4,K125
715 Vi22 V117 96%* Keg®K126
Z16 V123 Vi1g 96%* K127
718 Vi2s V120 98%* k71®kg7
Z20 V127 V122 99%* k73®kgg
e Ve Vi23 99%* k74®K100
222 Vo7 V124 97%* K101
723 Vg V125 99%* k76®K102
725 V100 V127 99%* k78®K104
I37 V102 V63 96%* K106
Z39 V104 Vgg 99%* K108
Z30 V105 V100 96%* K109

g BESE AN 96%6 1 T5i
3.2 ELEWEMER

o BB 3k HE MORUS 5 E R 315 A
AT BRI AR £ M B B B s g 1 e, R H e AU B —

S IL A R DG BRI A G, 20 7 P R 2 (4 ¥ ) .

Bk 3. RE MORUS 53 i S BEAL 2545 )

BN B ST A . RS o

e M.
¥4k 4 sume=0,sum;=0.

25 A B (R AR SR A X I (K9S T 4R 3 MR

o Step 1. KEOCHERTINLUCE Y 0,57 AT i SR I PO B0A 85 £ JoL 0 Bp A A AL, e B A N PR B 28 1V I

B, 1847 3L J7 W S v 45 SR n &) sumg b

o Step 2. KOCHENTIMMLUCE Y 1,57 A8 H0) N i S0 I PO 85 £ Sl Bp A UL, e EAT N R 3 28 1V I

18,3847 3 J5 MR EE, IR SRR 25 S F) sum, E;
e Step 3. 5 sumg<sumy, N c=0; 75 W% H c=1.
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FREEII Al ps=90%. HH T~ Fy MIRIE & A I vo(ky @1), 7T LA HEF R 7 32 Gl 3508 v, (R ELH R kg
(KMEL 3 1 P A T RS DG BRI 3 5 R AR G Eh 8 pg AR T A2 Bk 2 £ S RE 105 T2 5K LS (0 3 T AR O 0] B, 3T
ISR 1 b W SR 5 S K 5 3%, S 06 R DL ) - 240 65%, 12 /N T A SO S B Bk £ 6L A s ) 2.

B3 1 AT, R PRI IE 23 AN 1847 500K 3, TRkt 23 AN OCBERR a5 (5 1 0 e BBkt 16 B E L
FEAN 12 AN BT ZerE s Rk 28 LURR s 14 B R I WS P AT s DT s k.



FRE F AT MORUS Ak ey st ah & 5 7 sk 1837

B3% 4. E ML MORUS 53k T AT % 4.

o Step 1. XFE 1 23 ANOCHERL (G BB AT HIE 3,0 Sk H 23 N OCHERL B A5 B I AA;

o Step2. Xt 128 NEAME BUSAHMNI IV LR BT HIE 3,3k H 28 AN CHERL 15 B IAMH;

e Step 3. X T bi& 51 A CEEME AR B, IT 2 R RN T 5 BT 1 00, R — i 0 A8 1 AH R 1Y

RS M, 3K 16 N2 RN 12 A6 T B 91102 v 5 B2 R 15 BME IE 10 23 AR T B9 74

o Step4. FIHFR 112 B PIHET:

> Step 4-1. RN 12 DMRTFEYIMLEM TR 23 A HEL M7 R RE4T 10 30E 25 I IL7 &, 3R [
Step 3 H195 55N — AN IR B 15 WK IR AN MORUS Sk AT #E— UK 56

> Stepd-2. WAL, W4 H I BH O IE A A, VA2l E R [P Step 3 HR AT 2SR — AV IR
15 BL.

ARET S (7 T %, 50k 4 SR T4l 55 95 25 AH 45 4 (1) 7725 Step 1 AT Step 2 (152 2% Ji 2k (23+28)x400x
2%x2%%2%532 Step 3 155 48 AT A RIS LI A Pl C4 + C2 + CZ + CL + C2 ~ 2'°% Step 4 P ] Ak i i 454
LR R IIMEEE N 12,50 F 3X 23 MR X FRANET 0 (238 172, HAm B AT, ] LA A 2
B LI 23 AN T FE R AN IOMER 3 12, IR s T 5 1 E R A Rk 1/2% Mok S AT 128 Lh
FEYI T I E N O(2%032+218955 2123920 (2%%%) e i () K ST AR - O(27%32) A8 T S5 e Th & I, o i 1
T A SR 245 S I I 28 p B8 0y S AR AEL 96% (S5 5 14 J Ty 28 R K T S5, Sb I, 51 /ME v
IERAAN S x A =304 40 B(51,0.96), IR A IEZS 4370 N(48.96,1.96), 0] p(x=47)~0.92. 1K Ik, 53k 4 & P
BEHI BN T 92%.58 2 4 1 T A AR BE k4 R 1.

Table 2 Results of attacks on MORUS
F 2 0 MORUS SVE I Muids 45 o0t L

Bk BahR L WSRO SREE SOl
e hy-IX 4y 3 2 2 SCHRI3]
f%-]z% 4 0(2105) 0(2105) iﬁjk[:g]
T SAT (K E 16 0(2%% - SCHR[4]
FH BB (B 3 0(21%88 110 CHR[3]
S B 4 0(2°%) 0(2°%) SCHR[5]
ST 75 Bedi (7] 43 k) 5 0(2®) 0(2%%9) k6]
)25 37 7 Bk (B K ) 5 0(2*?) 0(2*%) A3

ATt 45 A roer B AT DR IR I AS SC4 H R et 1Y) 8 A 52 77 Bt & 6 MORUS-640-128 $132:46 Hidw 2 1)
A2 BRI 2 —  FF HAS SO Boeh A L SRR [6] 00 45 SR A6 V3552 2% B2 O T A B8 K 38 mT L, Bl 4 57 5 B o itk
FET I — P LA S 0 B0 0778 53 A0 SCHR[41 90 R SAT SRAR S W &2 PR &S Bk i SR 20 FE KR F
TR U A ST IE T SAT AR ie WA i T — 5%,

4 B 5

MORUS S 1) A H15 IR 25 5 B b B0 % 6 (1035 T 8 A7 27 A7 45 (K0 3 810 3 B AT WISt DX 1) ik T 8 77 8 1R P 91 o
T BE L ST JLAS LU 1) MORUS SVEREIR S8 128 LU, T BOH A IR AS % LURr AKX 5 e i e
I, 45 B A 5L 5 MUt ok T — 5 B R AR SC et T sl A 7 7 ki Ok AL T ST T AR A B ORI, 25t T
IR 3545 MK S 7 ¥ S W04 4k 5 50 19 MORUS S AT T 845 37 5 Bt Jie 24 LL O(2%° %) S 24 FEWR L T i
A7 128 LU B B 45 R AR W3 A 05 Bt L6 MORUS S0 i Be i AR AR I JF HATRE— B S THi sl | — 2
FOURE 8 P 20 2 57 75 Bty I 20 A b AR5
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