A2 1SSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software,2019,30(6):1632-1648 [doi: 10.13328/j.cnki.jos.005740] http://www.jos.org.cn
O R Bt A0S T RAUIT A7 Tel: +86-10-62562563

s A= SN Y ‘*
IEK T BY X 3R 5% 377 (8] 45 ) 47 0k
& TR
WA SRR WS RIS 010021)

(B E VA X T M4 S5 B S TR AN S0 (A 5 K S), Bl RIS 010021)
HWHAER: 2546, E-mail: csliru@imu.edu.cn

 E AWML B TE AR R AL G| A T AN TR, iy Flas Sl R Ry A T &
ik Z— MR AR R AR BT b R TR RARGIEA ML A PO R B AR R AR T LA AL R 8d
ZATEE AMIER B G R4 5B R R WM LS T B ERER YR EZTLET AP BEM ) S MK 3
ASYI AR T 37 19 45 ) 50 SR B R A 69 19 A AR VG VAR 3 AN A AL S AT B4 T IR MBAR P A ) dE AR A
VABAR R R Pk G 4935 19 38 5 AR o 31 R E 4 MR AR 3K 8k ) R 49 0B K 4h h M0 K R 4k 35 ) 42 AR A A B R B
& T B 37 19 42 4] o 6983 e R T R4k e M BR P i7 9 5 B 2 R R B BB R 6 FI AT T 2.

KEEIR: RN 37 9454 A Hee- 29, I AMR AP

PEASES: TP309

thc s AR SR 2R A R R DX D ) 4 1 4 B 1 2431, 2019,30(6):1632-1648.  http://www.jos.org.cn/1000-
9825/5740.htm

S 5| F#%30: Shi JS, Li R. Survey of blockchain access control in Internet of things. Ruan Jian Xue Bao/Journal of Software,
2019,30(6):1632—1648 (in Chinese). http://www.jos.org.cn/1000-9825/5740.htm

Survey of Blockchain Access Control in Internet of Things
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Abstract:  With the development of the Internet of things, the privacy protection of the 10T has attracted people’s attention, and access
control technology is one of the important methods of privacy protection. The 10T access control model is based on the concept of a
central trusted entity. The decentralized blockchain technology solves the security risks brought by the centralized model. This study
proposes three issues that must be resolved according to the characteristics of the 10T environment. These three issues are: (1) loT
terminal device lightweight; (2) 10T has a large number of terminal nodes; and (3) dynamic issues under the loT. Then, using these three
issues as the core, it is analyzed and summarized that how the mainstream access control model in the existing 10T and blockchain-based
access control model solves these problems. Finally, two types of blockchain access control models and the advantages of using
blockchain for 10T access control are summarized, as well as the problems that need to be solved in the future for blockchain and loT
access control.
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