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Detection of LDoS Attacks Based on Wavelet Energy Entropy and Hidden Semi-Markov
Models

WU zhi-Jun, LI Hong-JUN, LIU Liang, ZHANG Jing-An, YUE Meng, LEIJin

(College of Electronic Information and Automation, Civil Aviation University of China, Tianjin 300300, China)

Abstract: Low-rate denial of service (LDoS) attack can cause the packets loss of the legitimate users and reduce the transmission
performance of the transport system by sending short bursts of packets periodically. The LDoS attack flows always mix with the
legitimate traffic, hence, it is hard to be detected. This study designs an LDoS attack classifier based on network model, which uses
hidden semi-Markov model (HSMM), and deploys a decision indicator to detect LDoS attacks. In this method, wavelet transform is
exploited to compute the network traffic’s wavelet energy spectrum entropy, which is used as the input of the HSMM. The proposed
detection method has been evaluated in NS-2 and Test-bed, and experimental results show that it achieves a better performance with
detection rate of 96.81%.
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Fig.3 Packets process of LDoS attack simulated by NS-2
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Fig.4 Wavelet coefficients of process of network traffic packets
Pl 4 g i e e R R /N O AR 4

G N AR Sy AR RT LA B ) 2% R R B T i i sl M 22 S AR 1 2 B L 10 /N R EFE LDoS I
T X PP B, M AT R AR B, T RASK L /N i 7R MO T R IR E= (B By, . En) AR 5 X()TE

JUBE j RN RS W p=EWE,SEH E RS I A h R e SN RS Wl
Wee = _Z P log py 2

k

TF 1 T 45 v i e A v A VR AR 4 A AT 3 1) i B AR /DS, 0T YL IR /0 e A At 2 AR R b R TR
W 2% 52 3] LDoS Hriki Jm, 2w a3 8 8] 2k 52 B ek (1040 4 7 sl 2> AT AR08 4 F) 8 et 18 0, JHE X o2 £ /) ¥ i e 1

© TEBREEEEIEDT  htp/ www. jos. org. cn



FEFE F AT IREERAIEF L RT KAEE 49 LDoS sE48n) 1553

3 RT3 HI /N R VAR T LS AR 5 R A3 A ANl RORE AR PR 20 A1 2 15 38 50 R B /N, 3R s RE 1% 23 A ARG £ v
SRAE R, W 3 75 BE T 20 A1 AHORT 23 50 T A, AR T AR 110 9 48 9 1) /N BE TR 35 /. e 22, 2432 31 LDoS Htil
IS, Do 8% AL 1D /) I8 FE T 0 gl 2 484 O TRT B, /) 04 RE T 0 BE A 2 M R AIE LD oS Tl A7 8. o 199 2% 47t i F) e 0 4
ST RAE IR M L R W E R 2 500, 20 K/ S=10. 44 JEURIT T ) A 28 10 7 VE AT I 48 7E IE
AR FIAT LDOS Biti I AL AN BOMAT G v, V15 25 210Nk e 1% 995 81, 223 A 175 00 Gt 6] 5 i os . I IEL 5 ) LR
199 265 b T TE IR R IR (/18 0 RE S (BTN, 100 24 9 % R AT LD S MUati IR, /N ¢ RE T A9 (e K.

T T
06

055
i&§
&
s
20 /\/\/\/\/\N\/\/\/\/\.

0.45 SR A b

0s . ‘ . ‘

o

5 10 15 20 25
gl

Fig.5 Changes in wavelet energy spectrum entropy under normal network conditions and in the
presence of LDoS attacks
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Fig.9 Flow chart of LDoS attack detection by HSMM
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Fig.11 Vector values of wavelet energy spectrum entropy
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Fig.14 Value of wavelet energy spectrum entropy of network traffic
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Table 3 Decision results of wavelet energy spectrum entropy
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Fig.15 Simulation value of HSMM decision threshold & (Testbed)
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Table 4 Judgment results of HSMM
R4 HSMM H| kgt
R e BN 1 340 e AT B i 1 3 e v B T A ek B I B R

100/100 0.1 94 6 0
100/100 0.2 95 5 5
100/100 0.3 95 5 8
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AR A SR R G DL T (11X 73 B 5 i, B 1 A (R T AAE S TN HSMM 5, 8 % S5 B S vREAf 114 70 R A6
.5 NS-2 17 F- 6 HH IR S 56 25 A L, RIVAE 7 B S S0 1 65 Test-bed B A7 BEHL S A 55 b J¢ A 32 (1 T3, HSMM
SEAER DN A EABFEASBAT T, Ui W] HSMM Azl 5 7238 A T LDoS Bk fiyer i, HLAT 5 o (G B 20CR
4.3 BEIREIAINIERE D AT
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fRIE A3 4. B8 it 3 000 AN E1E 73 51):u0=0.2993, o =0.0236;u,=0.0349, 57 =6.4009x10"*.
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Fig.16 Value distribution of &
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Table 5 Detection performance corresponding to different £ values
F 5 AN SNSRI R

<
0.05 0.06 0.07 0.081 8 0.12 0.17 0.20
Pp 72.47% 83.94% 91.73% 96.81% 99.96% 1.0000 1.0000
Pen 27.53% 16.06% 8.27% 3.19% 0.04% 0 0
Pep 5.22% 5.95% 6.76% 7.83% 12.14% 19.98% 25.88%
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Table 6 Performance comparison of different detection methods
F 6 AT VA RE L

LSRN A8 2 (%) I (%) 2 (%)
NCPSD 88.00 12.00 16.70

R 2 8 i 89.60 10.40 12.60

L F B 97.68 2.32 4.23

ZE Y 91.00 9.00 10.00

o) £ N+ 96.81 3.19 7.83
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Fig.17 Comparison of detection results between particle filtering and network measurement
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(2) HT HSMM HERBBE Y T 3 B B AL 7 5 B W 4 RS B R 15 D0 B8 52 % 1T g2 3 SB8UR 0 234 e
T — P4 HSMM B2 2 5, B 0 bty St 190 24 4R 28 B2 28 2 Bk B v A 1 11 e
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