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Secure Cloud Encrypted Data Deduplication Method
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Abstract: Deduplication states that only one copy of the same data is stored in the cloud server. In order to protect data privacy, users
usually encrypt their data before uploading them. When encrypted with different keys, the same data may have different ciphertext results.
It is difficult for the cloud server to identify and eliminate the duplicate copies. Most current solutions to the problem rely heavily on
online trusted third parties, resulting in unsatisfying efficiency and security. A secure cloud encrypted data deduplication scheme is
proposed, which supports offline key deliver. By constructing a duplicate check tag, it can be verified whether encrypted data originate
from the same plaintext data. The ciphertext policy attribute based encryption is used to ensure the check tag is securely generated. The

initial uploader of some specific data is able to deliver the encryption key to the subsequent uploaders via the cloud server in an offline
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manner. Deduplication can be completed without online participation of any trusted third party. Security analysis and proving are
presented. The feasibility and efficiency of the scheme are verified via simulation experiments.

Key words: encryption data deduplication; elliptic curve; ciphertext policy attribute based encryption (cp-abe); data popularity
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{5 941, Facebook £ 2013 4Eilt#5 T J1 /B R (5 B iCloud 78 2014 43l T 11 (AL 285 18 B 58080 n o 2
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AT B R 2 R4S i 4R (A i — 25 B O AT 0 2% 5 8 T st 20000 4 ShUASUAR AR B B8 A == IR 45 v b R,
SR e 08 KB A0 5 BT Moy, (H JE ¥R Bl 1 B0 el IR 2% 76 A B M 8% . Douceur A8 WIF 51 & th % o 0 S
(convergent encryption, f&j B} CE)J7 vALv1 5 5005wl A (1 0 435 2 £ TLAE oy on 25 25 90, B e N ) — 3030 ) A B
4 S AR [ B 2 S S e S5 % LA B v (R B AT 2R IR S SL e A 7% b T % 8 2 8 O e e ),
Bellare 25 MF 5T 4 2 Hi 75 B 810 %5 77 % (message-locked encryption, fij Fx MLE)!'', B & 244k 7 B 40315 45 I 7
XHE CE M b, JE %0 JEARTE AR A, DA ik i) B G 3 SE B TS X 22 45121 Bellare 25 98 # #2 tH 7 DupLESS!',
R 504 I AS ) 2 5 0T 56 = 07 1847 SR P BE ML R 24 1T 57 10 13 (oblivious pseudorandom function, {&#% OPF),H
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MRS 5 T7 k2 ANH P UL SCRR[14,151 70 107 R ICTEIRHT 2 I 45 8 45 26 55 28 il Puzio S 5 & 48 1
AN LT 002 0 (0 5 A2 0 3 BRI ER 77 % ClouDedupt”, Py J2 2 4% (MR SO0 35, A0 J2 I3 5 i 28 T A M 25
AIAE B =07 B T T A PR B 0 0 A SR IR Ak AT v A TE I A Sl AR TR S R[4, 1STAR AL,
ClouDedup JC¥EBA 17 R4S T 5 55 = 7 O & PE B il Stanek 2% A3 HY ) P A8 AR B 2 o B2 o a0 2%
T A5 B8 8 A B A T 0@ SCUAT B A, T 12 4 G A6 1 s SOh AT B0 s S PR FL bR S AT 4k
U TV AR GAT s SR XU st 5 50 ) A 50 AN 8, 24 45 B, 2 45 7 1 A T 0 J2 st s 3 i £
Bl 2 OSSO 5 TR R b BAA T A I ok B, R T PR T AT A ARG BN B 03 R 45 #. 5 SCHR[ 7]
W T AL, 2 U7 TR G5 A B B INA SR s AU o B 8 AR TT A Puzio SIS 2T 58 £ A A5 iR BL(PHF) Wit T
HOR AT IR A 0 ST MRS 7 1A W B, 2 R R AR TREAT S, AR A ) AT 1) i g U
FEIEMR AR TRAT I 25 Kb 7 52 0k (1 1 R0, L5 SR 14,15, 1712840, AT A 35 =07 SEAR A IS I e 26 5 5 R
T AE SEBR N1 A3 B se A Al (5 A8 =7 LA R AE Liv SR E RSN LA EE =250 mEHEES
MR 5 %48 1 10 A DA S B A8 #e th i (password authenticated key exchange, &Rk PAKE) % i % 47, 41 5] $ 4k &
A @ F Re T A B A — I B A0 RN ST, B 5 T W AR 2k, S R G AT AT kS g
BAK.
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3)

WS, I A W T3 AT R BT S SRS g P o %, DR IE 28 9 b 25 Al P S 22 4 S

BEVE 22 A IR IR U DR (7] — B8l B AS A AT 4 s 3 REAS 85 B 2= M 55 7 R s o ) i A k0
R R S BLARAUAT B R B A BT A R T icdhe n 8 R, B SRR A T Bt O A A 4 4
B DL ST R 0 1L 22 4 03 W UE B AT 58 TR RCT B R r f

1 RARRITEHFHRE

11 RgER

WE 1 TR, A RS INE A 3 sk B P AE P O (KDC) T B (users) 5 = i 4% %5 (CSP). & 4t i3 3 4] 301,
KDC 4 H P AR A A T B B LS B G BEEE RS 25 ARG HNBELRE SRS A iR
AL H 4 (1) AE 2R A7t 5 3L 2 IR 45, L EL A I Ik 7 42 n 3 548 1) Th g
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b) WG AR s w A DL SO AP AE 2 IR S5 25, 15 2 IR 55 a8 JEidond JLfig s
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3)  mRE
a)  PRUFGRAT I A v b8 A TR A R A ol S O e
b) AR AT R, R R AN [ s S AR R A IR T AR R R AR HATRCR.

1.3 HF#ER

E R 2 A SR T BUE 25 IR 55 B AR A AN AR 195 L A R G T R 2R 5 2 IR g5 P O 1 47
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I ECE S ARSI AT 5 I, DR nT DO 2 bR 28 5 s s P AT 1 2k 95 28 ety L eati oy 200 5 I 55 28 588

ASCIECTATEL T K.
1) =R it
TSR AT REUE AL R ST BT (WSS P SR AT AT IR A8 T, T A i SO P A7 i 2 i 55 s 1)

B 22 (0 BT A W] e R A MR A B 9 5 P I A VbR A AT LU 52, 50 2 00 1 P e 248 SR e Py 2.

2.1

2.2

2) PR R R CE R

BRI S G e AR K7 ) G ) AR, 248 KDC 73 Wi (1 3 0k e mT Be R ety s .

a) IR EE L SRS S EEBE 2R, R HE PAT T R PP S N R E A
WIRREEPIAT 25 £ 55 25 Mty RV 75 2 R0 S50 9 1K) BT AT AT e R B AR 2826 15 0F 5 7 (K B bR 28
BEAT A, B I LA Y RS 0 A 7

b) AT AELZ T2 By, 53 AR A AR RO T T RE 8 R L IRR AR T A R 2 IR G A AR 2 S5 4
(9] 5231 SR T2 K 77 A A 2 55 .

EX 5 &R

BB TARENTMENRREEEMRAE

AN FIEE LR 4 Pk

a)  SystemSet: R L WU BEE FLik KDC R A U8 PE B R, IE 0 5 BR 45 2 8 8 3 U B8

b)  PopularityCheck: W4T B 2 5135 th 1 2 55 2 AR 4% 8 36 1R] 52 1. £ 45 40 [8) B 16 P, ol DAAE AS otk 22
AT AFT HG 0 PR 28 P15 0 07 R 110 28 v o 885, 98 1 2 30 B0 A T B

¢)  UnPopularDedup: 347 In s $od 2 MIBR 507k i 7 5 = R4S 2 LA 58 il = IR 45 2 At vk
A (R TN 38 B 2 2 IR 55 S A0 0 380 4 B ol A DU LA, 3 O 4 0 P P B 38 38000 1 U )

d)  PopularUpload: {47 Iin & £ 15 52 M B 5030 th P 55 25 R 55 28 35 1R 56 1. 285 90 38 5ot o) - 4l
ST IRAT B AR, U P P W IO R S 3 R TR AT R AL, W PR AT 7% i A A gk, B
TE T Kb AR N B, 25 IR 45 a4 g FL A0 7 B0 1 U 1e) 4 %

A BRI _E A4 R h 2

S A BRI GF(P), HUARIE P£2,3, 281 a,beGF(P)ifi /& 4a3+27h%20.
52 S A4 3y =xCraxcHb (1) £5(x,y) e GF(P)xGF(P)-5 . 9538 11 O #4) F ) 4 75 g M 154 i 26 E o ) (GF(P))02,
TE N IHE S IR R, IX 28 AR % Abelian #F:0 J2HAE G, MIN A Ean(GF(P)) EIIPE/ fi, &

M:O,)H\IJ—MZO,M‘FN:N‘FM:N,&% M:(X1,YI),N:(mez)’m\U_M:(_Xl,_yl),H M+N:O:% M:—N,U_I\IJ MJFN:(X}’Y})VB\:EP,

2.3

3%} +a

5 ,M=N

y

X3:ﬂZ*X1*XzaY3:ﬂ(X1*X3)*Y1a/U: y _ly .
RLun IR VISRV
X, — X,

ENRBEEENE

52 A R B B SO ST J PR N5 (CP-ABE) J7 30 6 4 7 LA R B4,

a)  Setup(A)—>(PK,MS): RE VI 1k Jn N\ 22 4 B A, iy 25 B X (PR MS);

b)  Encrypt(PK,F.,S)—Cs: N &k B N A8 PKIH R FL U5 1) 4544 S, %t % 3 C;

c) KeyGen(MS,PK,AT,) — SKar, :FABH 2E e 5170 B N 32 580 MS, 238 PO 2 (R @ R B & AT BT H L P AL
£H SKar, ;

d)  Decrypt(PK,SK,Cs)—F:fift % 53k H N A8 PKOH P AL SK, %8 3L Co, HoH 7 0] S B 37 #F Cs R4 HL
1024 ATieS, A4 REf 3 13 2 B FR728,



KEESR Fm B HIE LT AMB T 3819

3 RABRLEARENIMERRERZL2EEMNRAR

3.1 AZRELA

A AR, KDC I ik SystemSet 5035k iy &AM F 7 AR s M s R A RIS IR R R U S R S
& B AR 45 %5 .7 PopularityCheck 53290, H 7 R 16 B8 J v A5 {8 28 2 IR 55 88, LIRIRUAE J 28 I BR 28 BT it 22 1)
S HUH, FE 0 A I fh 28 T S RAT B A W AR A, AT B (TR AT S AR BE 22 R, 5 IR 45 SR A i 45 SR IRl A &
FH 7,91 5 1 4447 UnPopularDedup 55 PopularUpload, H: 7, UnPopularDedup 3 7 JE 5 470 25 338 = 2 I e 5
%, PopularUpload 38 7~ AT 102 40 4 =5 52 I bR 5%
3.2 SystemSet

)

2)

KDC $47 A S 4R il 3 B 6 (PK,MSS).

B ERANITE0G.C.0.0) TG 5 Gy RAHATHEIFIREG 15 g 4 M Gy W 5 K
Eﬁiﬁ,EZG]XG]—)Gz ﬁﬂ?xﬂgﬂiﬁiﬁi

b) ﬁ&@%@ﬁqufammﬂ%%mﬁ%Teqmﬁ$J:GwJ

1,1 e

0"“J,meN;

1,m

—

to1 tom
C) iﬁﬂy yezqaglEGla-H—ﬁ Y:(g,gl)y'% gT"/H\;EP’ gT _(glu -9 J N

Ym

d) ﬁ)‘(é—\\%ﬂ PK= {q,G15G29g’e’glaY9gT>H } 93‘;‘%%%_: MS= {y9T} .
LB AU, by g SIS BAF B0 1 KE 1R, 3 Numy 2678 SR

i1 RHARE.
Input:KDC FEH% MS, )™ Ui e num 1 ME et S = (AT icnumy 15
Output: {Ui}is[l,NunU] IOENAEE Sy {SKATi }ie[l,NurnU] .

1:
2:
3:

4:

5:
3)

For i=1 to Numy do

P U RI%JEPESE & AT, 4 KDC;
KDC tH5 h=H(at,|[at,]|...||aty),atjeATi;  //H Fon % MG A L j e [1,n],n %7 Uy AR PEAS 2L

KDC BfHLIEHE zeZq, 2 ifif 5 # 8] SK . = (SK;, SK,} = {gy[ 11 gt“"‘J ,gz};

ie[1,m]

Return {SKAT, }ie[],NumU 1

KDC i3 LA F 77 2045 8% LS MU A G 0 B e = IR 5525
a)  AERBEHLE N RS Ny =, }re[l,NumJ] 5 {R, = <9r’wr>}re[],Nun‘U] ;
b) i"[‘ﬁ {Nr - Rr }re[l,NumJ] ;

X,, = Encrypt(PK,S,N, — R,
C) @ﬁﬁiz 2 jJD":'{._: ({Nr - Rr }s{Rr})re[l,Nun'U ] ,?TF}@J ({ " ncryp ( )}j s
re[1,Numy ]

{XI'Z = EnCI’ypt(PK,S, Rr)}
o Encrypt(-) 3R s 2 8N a8 Bk

Bk 2. ke Sk
Input: FEHLEL ) i85 ((NRe), (R icpnvum, 291 PRI 254 S;
Output: BAL{E 5 SCH 5 ({X=Encrypt(PK,S,N—R0)}, {Xr=Encrypt(PK,S,Ro) })ic i num-

1:
2:

Forr =1 to Numy do
T h=H(s,|[s,]|...]Isn),Si€S;
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Crl,l :(Nr - Rr)'YE’CrI,Z = g‘g’cfls3 :( H g[h‘,lJ
ie[l,m]

3: BENLIE £t eeZq,0eZq, 1T . s ;
Cry =R 'Yascrz,z = ga’crz,s :[ H gthi’i]

ie[l,m]
/2o h B | EUEE hie {0,1);
4: Return ({Xrlz(sacrl,l»Crl,ZaCrl,3)axr2:(sacr2,laCrZ,ZaCrLS))ie[],Num];
3.3 PopularityCheck

331 RHUE A HARSE BT A BEALEL
U 2 B I 75 B B0 SHLTHEEBE Fy I A58 shi=SH(Fy),Jf & 3% sh; & = I 45 s M 75 B A A v
il 256 A [7) 0408 14D 7 0 o 0 0 5 R T AN [i) 5040 110 7 8 455 £ T RE AL 7D,
1) 45 = RG34 P AEAE 5 shy M R A ARG A5 1 sh) = SH (R U U; ol B8 4 2t FI(F) G 4k Bk Hoh, /&
INU AL R E AT BT B A
2 ISR E OB R U a5 [iz’;’;ﬁ?y‘;‘f;ﬁf;ﬁ) Ri)j by %
IRz MRG58 o U] 3k SE IBERLE X e (X, 1, X0, € {X,,} Fun 2 IR 45 4% b U] SR M % S0 25 50 (n i ¢
Fiik, 2% X S B R A K B KDC, = 4 3 B3 (5 2,
b) Ui BE n =g JBIE DL ITEMRE X 5 X[, Hoh, Decrypt(-) 3 s 2 BT s v (i fig s vk
(X =6, 1 — o) = Decrypt(PK,SK;, X)) = 70{1 .E(Cill’pSKiZ)
e(Cill,2>SKi1)
C;z,s 'e(C;z,pSKiz),
e(C;z,wSKn) '
o) Ui (A -6, — o)y +(0, ) 13 BIBNUEL 0] 5 (A, 14y, FFBEE (A ) = (AL 14
TERCAAFAE Nppay NG AL shy A7) LA_EEAE AT N GBI BEE (750 A o0} jepin,, N R
TET MRS S5
2) Fz S e A Ak O IR R R e L0 U A B s Bk
a) RS BNELSHES Xl Xt (re[L,n)HBENLEEE Xa e (X} 5 X (X} (azb), 573 M E L
o, — R IER U, I Xa, X2 15 Ui REE;
b) Ui ﬁ@?’ﬁ Xa1 5 sz ?E'f@J

s

(6/,@)) = Decrypt(PK,SK;, X/,) =

Cal,l 'e(ca1,3’SKi2)
e(Cal,Z’SKil)
Cha1-€(Cyy5,5K,)
e(Cys, Ky
¢) Ui 5 A= On, pta— 02)H( O, cn) 13 BN BEHL I 1) 58 (i, 1) = A= O+ G ta— ot ) BERE 171 A ot =0 1 7E TG
AT BE B WBR 25 BT 35 250 T o IS5 44 R R B AR (] 1) 62 06 A (L, DR L 85 Ay [ 2 4L 0.
332 WATEEA
Ui ST BEHLE ) B G, 55 A s 44 30) oy (2 3301 9 PR PRI B0 R § AOHAE 35504 j€[1,Nmax] 5 J=0,
BB A IR je[0,Npa]) 5 2 RSS2 AT H32: 3, LA v B0 R i AT 2
HiE 3. AT E AU
Input:U; £ 47 MIBEHLE (7, 5, 4 B i3 jeroN, 1 5
Output: Jit AT HHls, JEHAT Hdls.
1: For j=0to N, do

(A, — 0., 11, — @,) = Decrypt(PK,SK;, X)) =

>

(6,,m,) = Decrypt(PK,SK;, X,,) =
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Ui THE (XigoYi)=1i At Aip At pB; - /1A 5 B ARERMAE Ih 4 EPIAS AT
Uit B E N r |i,j=Xi,j mod n, Jf 5 L Ci,j=H(Fi+|i,j);
Ui Gy = C, - ah JFHEBEIR 6 58 25 45 2
For j=0 to N,,., do
P& R R Oij =M~ SKesp '6i,j 5 /ISKesp BN T R SS AFAH,
IF 2 M55 28 P A AT 5 oy AR 0 o
M5 of (o ;) B I LA Count,
BE Num, = Count,

Else

0: BOE Num, =0

DI Num,  <T o HPT RN REBOE AT BB

13: Return FEWATENE; /B IRE 85 U AT AR AT I 2 B T8 52 M4 Bk 5292: UpopularDedup.
14: Else
15 Return WiATHIE; /o Ws545 U PAT AT IS Sos 52 MR 5592 PopularDedup.

333
1)
2)
334
1)
2)
4 %
g

UnpopularDedup

Bk =R B fifE oy =of MR =F 0 U2 Fiff)a 4k B (i u) b B )R B A3,

a)  aREENE U =EK | KR-H(F) KIEE UL BRI 5072%, k| =y, jmodn %75 U/
N AR E i BRI A KL T B,y i U] £ERAT PopularityCheck I o445 i ;

b) i PopularityCheck PRl i Sl k ; =k, <y, =Vi, < o, =0 ; UMl ki il L 14 Ke —H(F).
HT HF)=H(F) <o, =0 Bt K. =KL —H(F)+H(F);

©) UM Ke X Fin#& 2] E(Ke R ) T Ke =KL H R =F Bk E(Ke ,R) = E(KL, F) .= ik
% e MR E(Ke,F) .

o WS A TAAE AT A B AR 25 5 o AH )L U PAT BT 3L

a)  mMRS MBI U, 10 L, = K Ke = H(F)) gy TR R U, o Fy(U, LA 11
)5 Fy I H G A M AH A B A0S 5 (A 7L ED sh=shiaH(F,)=H(F);

b) il PopularityCheck I &/l y, j=y; j¢sh,=sh;. Xl I, U; 1] ki j=yi; mod n X} L, i 321 Ko —H(F,);

©) Ui il Ko =Kg —H(F)+H(R) (1T HF)#H(F), It Ke =K —H(F)+H(F) =K )X F
ISR E(K L F)

d) Ui E(Kg,F) A7 75 = o545

PopularDedup

A Num, =T U R IE ARG T AT S e

a) Ui E s B pms A H(F);

b) Ui BUE Fi B #9100 K =H(F)+y, ;modn;

o) Uil K s Bl B3 5] E(Ke ,F) JFRH A% 2 2 iR 55 2%

#Num,  >T, %08 Fi G RATHO. f T E(Kg, ) S8 AL 2 IR &8 0 AN AT AR SRR 1)

K FH 285056 B v P 2 i o %5 45 s T 52 MR (client-side deduplication).

£ 2 5k
R SCTIR AT R AT LA 4 AT 0 # J7 S i) 2 4k
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41 BXSHETHRERSH

1) WS

T 1. & ATcspkS, BN J7 2 vp (K iR 25 5530 (Decrypt) o ik 1E B BT, o ATesp Rn = ARSS 2% 8 1
LB ERR MG BBEESTLLEW A BHES.

SE A -1 SystemSet 1] 4

¢ HIX,=(5.C,= (N,—RJ-Yicrz—gicrr(H9”‘"];
]

ie[l,m]

o MY SK :{SKH,SKQ}:{QI{ I1 g‘“ivij g}

-e(C..,S C., -e(Cisg0”
H1 PopularityCheck 7] 4l Decrypt(PK,SK;, X ;) = Cin-€Gye.Kep) - n®(C.07)

e(C;,,5K;) Y
: e[cjz,gly[ I gt""') ]
iefl,m]

#i ATcspES, U hogp = H (ateg [l atesp, || [ atesp ) = H(s; 15, [ [l 8,) =, Wl g [ [T g™ ] gly[ I1 gt""'] ,
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Table 2 Scheme characteristics comparison
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Fig.5 A comparison of three schemes of cloud server storage overhead (each file 500MB)
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