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Incremental Resource Leak Detection for Large Scale Source Code
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SHI Feng

(School of Computer Science and Technology, Beijing Institute of Technology, Beijing 100081, China)

Abstract: Resource leak is an important software defect that affects the quality and reliability of software and may cause program
abnormality or even system crash. Static analysis is an effective defect detection method which can identify potential resource leaks in
source code or executable binary. However, as the scale of programs increases, the complexity of accurate resource leak detection rises
exponentially, thereby making it difficult to meet the demand of just-in-time defect detection for large practical applications. In this paper,
an incremental static resource leak detection algorithm is proposed for large-scale source code projects. The algorithm supports
inter-procedural flow sensitive resource leak detection that allows developers to observe the impact of their changes immediately. Starting
from the modified functions, this approach narrows down the scope of resource leak detection by generating method closures and
performing points-to analysis to analyze hundreds of thousands of lines of source code in seconds. Experimental results show that the
algorithm completes defect detection within 10s with a high accuracy on more than 90% of the tests, which makes it possible for
just-in-time resource leak detection for practical applications.
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RE A 6 50/ B P P ke R A7 BRI IS 00 41 35 45 P P AELR B A7 AR SR ORI I R A5 0. AT 1 AR 1 B Ok 151
P IE A 4 45 foo T iy, R AN T 5 I TT AR 1) R 20 AT, 2 B input S 45 R AT IR AN A A B UEEIE G 11 i) 2L
EZ N _E main b 70 B, W2 B input #0805 T 1 9k, HISUS Z AT input $i5 1] ) B Y5 AR R RSO 1% M.
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public class Main {
public static void main(String[] args) throws I0Exception {

FilelnputStream input=new FilelnputStream(new File(“1.txt"));
foo(input);

public static void foo(FilelnputStream input) {

try {
input=new FilelnputStream(new File(“2.txt));
fool(input);

} catch (IOException e) {
e.printStackTrace();

}

public static void fool(FilelnputStream input) {

try {
input.read();
input.close();
} catch (IOException e) {
if(input!=null){
try {
input.close();
} catch (IOException el) {
el.printStackTrace();
}

Fig.1 Resource leak code snippet
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class A
B:b
Cc W §
method:foo
]
{
class B Y class C
java.io.inputStream:in class D java.io.outputStream:out
method:open Ee method:open
method:close method:printStr method:close
class E
anti

Fig.2 Resource related class diagram
K2 BEUsAH KK
N TR T T3 AT, 8 SCREAS SR BT VR R A AR B R 3 TR,

class A{
B b;
Cc;
public void foo() throws I0Exception {
b=new B(); class C{
b.open(); java.io.OutputStream out;
b.close(); public void open() throws IOException {
c=new C(); out = new FileOutputStream(“c.txt”);
c.open();
c.close(); public void close() throws IOException {
new D().printStr(); out.close();
} }
}
class B{ class D{
java.io.InputStream in; Ee;
public void open() throws IOException { public void printStr() {
in=new FilelnputStream(new File(“b.txt”)); System.out.printin(“Hello”);
OutputStream out=new FileOutputStream(“b”);
public void close() throws IOException { classE{
in.close(); inti;
}
}

Fig.3 Definition of class A, B, C, D and E
K3 25 AB,CDMEIEX
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el 3 2 A BESE B RIZK C XA I foo XA T SELERAE K B M2k C 41
java.io.InputStream #1 java.io.OutputStream X%, 3 & LT BUEHT TP RIC I 774,28 D W& T35 E A,
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Fig.4 Method call graph
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(i) 2 1 ) P sl T 5 A%, L m T m S50 AR B 500 0] B R 2 60 35 R L BRI AT T At s BN 3 m ) %
P closure(m) .

% 1 W JE m YR AIE closure(m).

i N5 H B G=(M,E), BtiE 2K & C=(N,S), fF 43 # 5 i m.

i th -closure(m).

1 begin

2 closure(m)«{m}

Sopjé—m AT 1T A7 B 1) Sl e
Rne@  IRETTVE m BeS B3R B AR I L VR R ISR &
foreach objeS,,; do
if obj instanceof Class X and XeN then
BRx« & C 128 X Ak It e HE U R &
Rn<RnUBRy
end if
10 end for
11 M<«closure(m)
12 while M!=Z do

© 00 N O O A W

13 T«

14 foreach neM do

15 if ((n m’)eE or (m’,n)eE) and m'gclosure(m) then
16 Sop < M AR [T AT B 0 S 5L il 4R 15

17 foreach objeS;; do

18 if obj instanceof Class X then
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19 BRy« & C 128 X Ikt e vt IR 5 &
20 if BRy"R=J then

21 closure(m)<«closure(m)u{m’'}
22 TTu{m'}

23 end if

24 end if

25 end for

26 end if

27 end for

28 M«T

29  end while

30  return closure(m)

3lend

B T4 JR) 5 R R P TR B RIS L — Ik PR S e ) g e 1R, PR AR Y 18 o h R R AT D B R TR S
Y, RSV 1 IS AT I FFAS AR /N,
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OutputStream},Rg open F! Ra o0 IIAEHEA A 2%, AT LK Afoo A F closure(B.open) 48 5 414 5 A.foo £77F 1
S AT VE B AL AT R 22, 5805 SRA5 11 closure(B.open), W1 & 5 377 J7 v, Bl A 8135 1 sk 4518175 : B.open 11

Fig.5 Resourceclosure for B.open
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Fig.6 Resource closure for B.open after points-to analysis
Kl 6 @il fela 20 #7453 21 B.open 1 %I I £
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S I LA A I 3k 2 9 7%, 3L reachingObjects(obj) /7% obj 76 P 47 R K45 1 4.
BIE 2. AR w0 g AFonk B R I A AT LK.
BN A5 BT 7% m B UR A14 closure(m).
i HH i 8 1% 8 5 PR closure(m).

1 begin

2 ptsA«—

3 Sepem HAERI A EHE N AR BES

4 foreach objeS,,; do

5 if obj instanceof Class X and XeN then

6 ptsA«—ptsAu{reachingObjects(obj)}

7 end if

8 end for

9 foreach m’eclosure(m) do

10 ptsB«<

11 Sep = M AT PT A B0 AR AL S
12 foreach objeS). do

obj

13 if obj instanceof X and XeN then

14 ptsB<«—ptsBu{reachingObjects(obj)}
15 end if

16 end for

17 if ptsAnptsB=¢ then

18 closure(m)<«closure(m)—{m'}

19 end if

20 end for

21 return closure(m)

21end
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Fig.7 A framework for incremental resource leak detection
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A B 45— 35 43 D 9 28 DR AR 451 RN AR 490 3 o,

o RAVIR I A Tomcat Fi1 Weka: Tomcat & Apache #4342 i — AR 2T M . PhRefa e IR B
TR IRE R 2 KA Java JZ I IR H T AT 1) Web 5 IR 25 35 Weka 2 — 3K G0 2 (1 I
PER S AR AT 2T Java FREE R IFIR OALES 2% 33 DL B2 3 4k 1 Freeplane /& —3K Java JF &
(AL T B4 T B 1A 4K 1 JExcel Api A2 36T Java HF R IKEE4E excel (2 O, B RIFIIY REIE.

o RICI¥/NELINR 451 £ P 5 43 #g i Droid Leaks™ UE HISEHE SN 53 34 A8 A 3G R TR Android
App I S (1) L TEAETE I 9 VR i R U 4R i T DroidLeaks 35 # T~ Android AH 2 1) 90032 FH 4], 4 3¢
HAE T MRS Java A3 G F . A R SCAE 2 5 T — 269G T~ 8 sttt O 1100 900 3 FH 491
(Defects-bench).

AR H ] 1R TE A 30 B L3R 1 Ak 2,

Table 1 Details of small scale benchmarks
F 1 /NEIY I 40 Ui
IR EE 44 FR PR B2 FRASAT (AT

DroidLeaks 16 958
Defects-bench 71 2132

Table 2 Details of large scale benchmarks
F 2 KAV )0 Ui W
A 1 44 Java SCHEAN$ ARIBAT $ (T 17)

Tomcat-8 1591 31
Weka 1568 50
Freeplane 876 12
JExcelApi 458 9
DroidLeaks 1A 16 AN FH 4], v 60, 2 % U v 5 B (00 03 F A 15 A, 8 BV itk ) AT 491 1

A~;Defects-bench H 37 73 AN H 451, 3 o 4 25 3 st it s S50 B 1R DA 53 A, A A48 % 905 9 I3 1760 90038 F 491 18
A~ BT DroidLeaks 2= ZEAL{ U7 72 P I BEIR MR, BT LA AN 08 4 T, DR AR SC 1 vk 77 58 4 T 1) 7 J05 ik s U
i 19 Defects-bench, )\ Java i& 5 &% IE, A& 25 RS WS & 4. 4. try-with-
resource 17 2 W] ¥ ECHE £ 326 45 85 ek, P L CR GAE AS 00 00 38 4 THT 2k

FindBugs /& — AN 0 M T 5Bl 3k — 2 Bl B A 206) b 40 17 >k 2 B0 AT 6 1) il . FindBugs $2 6t %) Eclipse
1) 70 B4 14 A%, W] A BID I 285 R AR 77 78 (K B Fortify SCA 2 —MNEAM . A S IR JE AR 22 45k T A
TN E R HKEESN S E— IR 8 45K PR R A WY AR PR AR AT R A
{1143 7 . Fortify SCHF 20k 20 B G F2 08 5 AQHE (A I . 4% 3¢ 23 T A8 FH 3 P ol LSt 03k FH 4610 1 A7 R, O 5 A S 4
HH 1) 7 V245 B AR I 45 SR 3R 4T % L 3+ FindBugs [ RR A 4 3.0.1,Fortify [ RRAS 7 5.1. 3 7 Fortify HH+ AR 5
AT 0 ) 5% 5 1) IDK AR 1.6.
4.2 I LD

ATORg /AN BRI 5193 53048 ] FindBugs. Fortify S A ST 30 4T 73 Mk il o 45— A B 45 R kA7 N LA
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5 K B S5 R GV BRI ZE . IR AR Ui 45 R ILER 3 MK 4.1 T DroidLeaks A I 45 2R b iz di
I 0, pr LLBAT B
Table 3 Detecting results using DroidLeaks
% 3 DroidLeaks il 45 3

7% IEff (%) TR E (%)
FindBugs 6.25 93.75
Fortify 87.50 12.50
A5 5 93.75 6.25

Table 4 Detecting results using Defects-bench
% 4 Defects-Bench il 45 )

7k IEH (%) TR (%) PRI E (%)
FindBugs 38.03 84.65 1.41

Fortify 59.15 39.44 0.00
ATy 61.97 35.21 1.41

PRSP UER S AFE 3 S IERIER . IR AR SR T A 3 2 1 WA FH 491) 1) A7 3 7 5 O 1 Rt g T
FL A A I K2 19 B (true positive) R 51 VA AT 5 5 T U 16 i) 8 T EL AR A AT I HH K ) 8 (true: negative)
500 R0 U R A i A FE 91 A A 0 ) A A I T L8 A I VA R SR ) 8 (false negative); iR i fi
20 H AN A7 AT B U R T A T e U L SR A7 7E 1) 2 (false positive). A2 Hh ) LU HY e 9 > 00l H 4910 4R v,
AT VER YL B FindBugs il Fortify 5 BUIE AR . AR AR IR A IR R 2 IR i T A e T 1L 2 A % 4%
TBURR (W B i 43 1T R 44 43 A Find Bugs IR 28 458 i (14 J50 BRI 2 G AN S HRE Uy vk ) 14D i 58 it s A 0.

Sh T 3 IR AR ST AL D 9 905 Y R 0 B o K R T S o A 3 R, 43 A Y A ST BT A ) AR RN
Fortify X} JF YR30 H JExcel Api JEAT LM, L v Fortify 6 Hy 7 AN BEI8 MR, A SO R H 10 AN SRR . 2\ T8
WE, Fortify 1A STy i [l I At 6 > B U5k, HL 23 007 1 AN AR A Sy A th oz v 1 Fortify, HATRUIG 11
W MPEHE.

4.3 EEHN 5

TEREAT 3 A DU, A S 3 (R 28 10 58 SO A Sk A A4 Je R 0 v RSz 300 b R %) i) 8, AR B o 7 v 24
S 5, INASE R 7 V8 T R HEAT 19 S A I, A5 A 0% T ARG 0 81 3 2 o A STO0S DR 250 000 3% F A80 30 A R ) VT A R
A1 Z PP Ak, 0 /N 20 R A R AT 73 [ 28 () P AL A A sz 6 v e B A i il 20 AT 9 4B K D4y 200

Kl 8~ 11 43 %% 7~ Tomcat. Weka. Freeplane F1 JExcel Api 7 1 A6 I 45l ) 25 56 A il fiey ik 1) 4
P15 A0 AR BR R IR V7 4R 75 G AR R U 3R 75 A2 7 6 T 06 1 AT 38 2 R 00 56 sz 0 1 B ().
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Fig.8 Tomcat’s time distribution of incremental detection
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Fig.9 Weka’s time distribution of incremental detection
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Fig.10 Freeplane’s time distribution of incremental detection
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Fig.11 JExcelApi’s time distribution of incremental detection
B 11 JExcelApi H 7 it AR I 1) 43 A

© P EBEEG T

http:// Www. jos. org. cn



B85 F I RIAER ALY & X TR MR & 1255

12(a)~ 12(d) 435 FF 7~ Tomcat. Weka. Freeplane. JExcelApi £tk il o4 Fh o7 1% 52 Be R 0 6 e )
gagit

(@ (b)

1.28% 11.15%

(c) (d)

Fig.12 Time proportion distribution in incremental detection
(I RSt = el TR = s i

A5 ] 8~ 11,Freeplane Fl JExcel Api FF (1) 386 15 J7 A6 I B AT 10s 4 HH 45 3R, Tomeat 7EIT 2 J3 R 7 i,
2K 22 H T v B R U B AL TE 30s PN 5 i, R WA T I 7 vESRAT I R) 8 H 30s, 11t #8451l 75 35s LA . 1 T
Weka Lt Tomcat # H T #4120 J5 47400, 5 30 Weka (135 23 77 v A0l b i) B8 7 100s.AHE B 12(a) F1 1] 12(b)
B4 B 1) 43 A ) >R R, Tomcat AT Weka #8J B 8] - 10s 1955 o EL 13 IE 31 90% LA I, R bk, 2K 22 B o0 47 v) LA
25 ) BRSO 8OR

5 T HE A AR X T R A RS I ) A [P ERA

Table 5 Recall ratio of different benchmarks in incremental detection
F 5 AR ) 4L TE 3 A 1 A [m] 2R

WA B 44 EIEESCH)
DroidLeaks 100.00
Defects-bench 100.00
Tomcat 98.26
Weka 87.87
Freeplane 100.00
JExcel Api 100.00

AT DL 6 T/ BRI RR 3%, 4R SC T B8 H 1 7 925 AR S it 11 15 S AGn M, 75 4R e 5 05 £ 1009 (1) 44 [ 2 ; B
i 7F KA IR H b Freeplane A1 JExcel Api 4 FIZ 5 J& 100%, H 2 %F T Weka £l Tomcat, 134k B8 4% 35453 87% L) I
[ 44 [0 28, R RIT4 R b S A I bR I 879 1 W 05 vt Ui m LA 189 SR A ) o o B A 0 ). [ S B R B
5 15 A P PR A 48 R AR 3 A 10 I R S s s B AE Java TR B T 2 S IR E N AN TR R IEAR
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RE A A2 BE L0 G S0 I PR 288, BT At AN RE A 2 H X 2 P 8¢ 57 777 25, 70 R AT 1 B 20 A T Ay s 0 v i PR AN 58
A P13 IE AN 21 100%. DALk, 552 e I P o R LR 98 e A3t d A 45 2 (10 75 2 R AR A R I 1) £ 1, A R
UE T v v R

5 IE\ gél:

ASCRE R R HBEACRD Bty 7 — b i 2 5B U5t O 0 W 55 A0 77 92 3% 7 R U P B B T i o N 1
A7 BRI 35 T 0 8t s A 0. A2 296 18 9% 0t s A 00 S0 AE AR A8 S0 /S T R AR A QRS S (R 55 D0 3L 5 FE 2 K
(I TR A T T AT I 7 W A Kt AR AR 17 AR 00 20 0 A S Y R B0 DR RS I A 11 8 e 2K 0 st i s A
B, R AR REAT B IR A 00 ) 3o Rt B0 S A A AR 3 A B SR G U Tk 0 9 B O AR AT B DR AT 1 A %
D HEAT YR Wi G AR BEISAT DG TR (K TC AR 2 A B v T B A DU P R AN HE R 3% i SR I R
(F1) 7L A8 ) 5 it s AL A P 2 88 AR 0 o e oy, M S 1) R BN T Gl B U A R SR A L iR 1 0 W o A%
2 PR AR T B i/ B UM s A 00 110 90 PR 2 M0 SE L 1 L I AT AR (1 B I Sl B 4 A 55 4 S B R TR B
3R AR SC TR H 1K) 5 VAR ORI HE A 28 (1 T 52 T, 9006 1) 384 5 A I SIS 50 7 10s P 56 Bz S 6 45 SRR WY A SO
R H 18 5 15 R Wl A A P B S R vl BT o e o A A 0 R S5 1 9 s . 75 3K
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